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Executive Summary

EXECUTIVE SUMMARY

The security protection provided by the Honeywell Multics MR11.0
operating system, with the B2-specific changes(l) applied,
configured acoording <to the most secure manner described in the
Trusted Faclility Manual, and running on the Honeywell Level
68/DP5 or Honeywell DPS 8/70M multiprocessor has been evaluated
by the National Computer Security Center (NCSC). The security
features of Multics were evaluated against the requirements
speclfied by the DoD Trusted Computer System Evaluation Criteria
(the Criterie) dated 15 August 1983.

The NCSC eveluation team (see page iv, “Team Members“) has
determined that the highest class at which Multios satisfies all
the specified requirements of the Criterla is class B2 and
therefore, using the specified hardware (see page A-1, “"Scope of
Hardware Evaluation®), Multios MR11.0 (see page B-1, "“Scope of
Software Evaluation"), configured in the most secure manner
described in the Trusted Facility Manual, has been assigned a
class B2 rating.

A system that has been rated as being a class B2 system provides
e TCBE that 1s based on & clearly defined and documented formal
security poliocy model that requires the discretlonary and
mandatory access control enforcement be extended to all subjects
and objects in the ADP system. In addition, covert channels are
addressed. The TCB must be carefully structured into
protection-critical and mnon-protection-critical elements. The
TCB interface 1is well-defined and the TCB design and
implementation enable it to be subjected to more thorough testing
and more oomplete review. Authentication mechanisms are
strengthened, trusted facility management is provided in the form
of support for system administrator and operator functions, and
stringent oonfiguration management controls are imposed. The
system 1s relatlvely reslstant to penetration.

A system that has been rated as being a B division system
provides a Trusted Computing Base (TCB) that preserves the
integrity of sensitivity labels and uses them to enforce a set of
mandatory access control rules. The system developer has

(1) A set of "security critical fixes", distributed by Honeywell,
must be applied to make +the standard MR11.0 release fully
B2-compliant, because of minor inconsistenclies discovered
during securlty testing.

- ix - June 1, 1886
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INTRODUCTION

In December 1982, the ~National Computer Security Center (NCSC)
began a formal product evaluation of Multics, a Honeywell
Information Systems (HIS) product. The objective of this
evaluation was to rate the Multics system against the DoD Trusted
Computer System Evaluation Criteria (the Criteria), and to place
its final rating on the Evaluated Products List (EPL). This
report documents the results of that evaluation. This evaluation
applies to Multics MR11.0 with the B2-specific "security critical
fizxes", available from Honeywell since February 1986.

Material for +this report was gathered by the NCSC Multics
evaluation team, through Multics documentation, interaction with
system developers, and experience using Multics systems.

Evaluation Process Overview

The Department of Defense Computer Security Center was
establlshed in January 1981 to encourage the widespread
availabillity of trusted computer systems for use by facilities
processlng classified or otherwise sensitive information. In
August 1985 the Center was given responsibllity for providing
computer security guidance to the entire federal government and
its name was changed to the National Computer Security Center.
In order to assist in assessing the degree of trust omne could
place in a given computer system, the Criteria was published in
August 1983. The Criteria establishes specific requirements that
a computer system must meet 1in order +to achieve a predefined
level of +trustworthiness. The Criteria levels are arranged
hierarchically into four major divisions of protection, each with
certain security-relevant characteristics. These divisions are
in turn subdivided into classes. To determine the division and
class at which all requirements are met by a system, the system
must be evaluated against the Criteria by an NCSC evaluation
team.

The NCSC performs evaluations of computer products in varying
stages of development from initial design to those that are

commercially available. Product evaluations consist of a
developmental phase and a formal phase. All evaluations begin
with the developmental phase. The primary thrust of the

developmental phase is an in-depth examination of &
manufacturer’'s design either for a new trusted product or for
security enhancements to an existing product. Since the
developmental phase is based on design documentation and
information supplied by the industry source, it involves no

-1 - June 1, 1986
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"hands on" use of the system. The developmental phase results in
the production of an Initial Product Assessment Report (IPAR).
The IPAR documents the evaluation team’'s understanding of the
system based on the information presented by the vendor. Because
the IPAR contains proprietary information, distribution 1s
regtricted to the vendor and the NCSC.

Products entering the formal phase must be complete security
systems. In addition, the release being evaluated must not
undergo any additiomal development. The formal phase is an
analysis of the hardware and goftware components of a system, all
system documentation, and a mapping of the security features and
assurances to the Criteria. - The analysis performed during the
formal phase requires "hands on" testing (i.e., functional
testing and, if applicable, penetration testing). The formal
phase results 1in the production of &a final report and an
Evaluated Products List entry. The final report is a summary of
the evaluation and includes the EPL rating, which indicates the
final class at which the product successfully met all Criteria
requirements in terms of both features and assurances. The final
report and EPL entry are made public.

Document Organization

This report consists of five major sections and two appendices.
Section 1 is an introduction. Section 2 provides an overview of
the system hardware and gsoftware architecture. Section 3
provides a mapping Dbetween the requlrements specified in the
Criteria and the Multics features that fwlfill thoese
requirements. Section 4 detalils the testing procedures that
provided evidence and assurance that Multics met the B2
requirements of the Criteria. Section 5 presents the evaluation
teamn’s impressions of the system. The appendices Il1dentify
speclfic hardware and software components to which the evaluation
applies.

June 1, 1986 -2 -
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SYSTEM OVERVIEW

This section begins with a brlef description of the history of
the Multics product. The remainder of the sectlon descrlibes the
securlty-relevant archltecture and mechanisms used 1n Multlcs.
The information presented in this section was verified by the
evaluatlon team through exzamination of documentatlon, interaction
with system developers, system analysis, and experience using the
Multics system.

Background and Higtory

The Multics product results from a 20-year product development
effort, and served as an example for many of today’s operating
systems. The Multics project started in 1985 as an effort by
Massachusetts Institute of Technology (MIT), Bell Labs, General
Electric, and the Alr Force 10 produce a secure, flexible
“computing utility". In 1late 1965, a set of six Multics design
rapers was presented at the 2%th Fall Joint Computer Conference,
describlng the overall design. From 1965 to 1969, MIT (Project
MAC), General Electric, and Bell Labs Jolntly developed the
Multics hardware (the GE-645 processor) and software. By 1969,
Multlcs was 1n general use at MIT running on this hardware.

In 19%1, Honeywell Information Systems acguired the General
Electric Computer Division, and with it, the Multics system,
including new hardware under development &t that +time (which
later became the Level 68 processor). In 1974, Multics became a
Honeywell product, and the first commerclal (non-MIT) software
release (MR1.0) was produced.

The MR1.0 software was the first to run on the new hardware, then
known as the H-6180 (and now as the Level 68). This was a great
improvement over the GE-645, both by using more modern hardware
technology and by having a hardware implementation of protection
rings, the fundamental security and integrity mechanism in
Multices. Prior to the H-6180 and MR1.0, this protection had been
provided in software, and was considerably less reliable(l) and
effecient.

(1) The penetration effort described in the Multics Security
Analygig: Vulnerability Report (Rarger, P. & Schell, R.,
ESD-TR-74-193, Vol. II, June 1974), for example, was
conducted -on the GE-640 hardware, and all the problems it
identified were dlrectly related to the lack of hardware ring
protection. The study’'s conclusion was nonetheless that

-3 - June 1, 19886
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inltially appear that using demand-paged virtual memory for all
data access would be unacceptably i1nefficlent, that cost is
largely compensated for by +the slmpler system architecture
resulting from a unlfied approach. Another compensation 1g the
relative ease with which a single mechanism (the virtual memory)
can be optimized compared to the difficulty of optimizing a
colleotion of independent mechanisms.

The major factors in Multics’ architectural consistency, both
within the TCB and outside, involve common use of shared
function. With the exception of some low-level TCB code, the
entire system (and all user applications) uses the same virtual
memory mechanism for data reference. Dynamic linking allows the
easy sharing of subroutines, ensuring that a particular function
is always performed +the same way, by the same c¢ode, whenever 1t
is needed. The programming languages share a common runtlime
environment and debugging tools, even allowing much TCB code to
be debugged 1n a user environment with some simulation support.

Multics Hardware

This section descrlibes the hardware components that make up a
Multlecs system, and the +types of protection mechanisms they
provide. Only those components +that implement part of the
protection mechanisms are 1noluded; individual peripherals
(disks, tapes, printers, etc.) are not discussed, since they
contaln no security-relevant mechanisms. To satisfy requirements
for system lntegrity, all hardware must operate correctly; the
procedures and tests used to verlfy correct operation are
discussed on page 81, "System Integrity”.

Major Hardware Components

Multliecs has five major hardware components, mnot I1ncluding
perlpheral devlices, each of which 1s described separately in
subsequent subsectlons. Multiple models of some components are
avallable, but they dlffer only in performance and lmplementation
technology, not in securlty-relevant features. Only a very small
percentage of TCB code behaves differently for different models

of hardware components, and the differences are not
security-relevant. More variety is available in models of
peripheral equipment, but since peripherals are not

security-relevant, they are not discussed in thls report.

-5 - June 1, 1986
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Object Access Modes

The f{following section describes the effective access modes a
subjeot may have with respect to the wvarious object types. A
subject’'s "effective access” to an object is determined by the
combination of the Discretionary Access Control (DAC), Mandatory

Access Control (MAC), and ring mechanisms. It represents the set
of operations a subject may perform on an object.

Discretionary access (see  page 39, “Discretionary Acoess
Controls") is determined from the Acocess Comtrol List (ACL)
associated with the object, and the set of modes in the ACL term
matching the subject mname. An ACL term may specify any
combination of aocess modes for an object. In all cases the
"null” (n) mode indicates the absence of all other modes.

Mandatory access (see page 41, "Mandatory Access Controls") is
determined by the relationship (>=, meaning "domimates”; <=,
meaning “dominated by"; "=", meaning "equal t0") between the
subject’'s security level ("SL(s)}") and the object’'s security
level ("SL(0}"). For objects with a security level range rather
than a single security 1level, SLmax(o) >= SLmin(o) is always
true.

Access with respect t0 ring Dbrackets is determined by the
relationship (see page 51, “The Validation Level") between the
subject’s current validation level (VL) and the ring brackets of
the object ("R1","R2","R3").

Each individual section 1s preceded by a discussion of the
overall mandatory access rules that apply to all operations on
the object, regardless of the specific access exerclsed.

Segment Access Modes

For segments, the mandatory access compatibility rule(l) implies
that SL(0o) for +the segment 15 always 'equal to SL(o) for the
containing directory.

(1) The ‘"compatibllity rule" is described in detail in the
Multics Interpretation of the Bell and LaPadula Model (Bell,
D. E. and LaPadula, L. J., Secure Qomputer Systems: Unifled
Exposition and Multicg  Interpretation. page 25, MTR-2997,
Rev. 1, The MITRE Corp., Bedford, MA., March 1976).
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A process granted delete access to a message
segment can delete any accesslble message.

A process may exerclse delete access 1lf and only
if:

1) the ACL term contalns "d"

2) 8L(o) = BL(s)

A process granted read access to a message
segment can read any accessible message.

A process may exercise read access 1f and only
if:

1) the ACL term contains "r"

2) 8L(s) »= SL(0)

A process granted own access to a message
segment c¢an read or delste 1ts own accessible
messages.

A process may exercise own access 1f and only
if:

1) the ACL term contains "o"

2) Username(s) = Username(msg author)

3) 8L(s) »>= 8L(o) (read msg)

4) S8L(o) = SL(s) (delete msg)

A process granted status access to a message
segment can find out bhow many accessible
messages are contalned 1n the message segment
(the count 1s the number of messages satisfying
the rule below).

A process may exercise status access if and only
if:

1) the ACL term contalns *s*

2) 8L(s) »= SL(o0)

- 35 - June 1, 1986
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In general, AIM enforces the following rules; for specific oases
see page 27, "Objects Implemented by the TCB“.

To read an object, the process authorization must dominate
the security level of the object. '

To write an object, the process authorization must be equal
to the security level of the object (in general, writing
includes reading in Multios).

To append to an object (only possible for message segments
and IPC), the process authorization must be dominated by
the security level of the object.

These acoess checks are done by trusted code including the ring
zero TCB, ring one TCB, the administrative functions, the
Answering Service (ldentification and authentication), and the
privileged processes.

ICB Protection Mechanismg

The Multics TCB protects itself through a oombination of the
hardware protection mechanisms and specific software mechanisms.
This section discusses the most important of these.

Use of Hardware Protection Mechanisms

The Multics hardware protection mechanlisms described previously
(see page 9, "Hardware Proteotion Mechanisms") are used by the
ring =zero supervisor and by the execution environment in all
rings to protect +the TCB from errors and malicious misuse. See
page 46, "Software Protection Architecture”, for a detailled
discusslion of their use by the T(CB.

Use of CPU Protection Mechanisms

The set of data a process can reference at any instant is
described Dby 1ts descriptor segment (DSEG). This 1s a
TCB-maintained segment identified to the processor by a hardware
register, the Descriptor Base Register (DBR). The DSEG of a
process oonsists of a serles of Segment Descriptor Words (SDWs),
each of which defines a segment accessible to the process, the
rings in which the segment can Dbe accessed, and the access modes
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and then transfers to the first word of the wuser‘s I/0O program.
Since I/0 inltlation requires a privileged instruction, the TCB
is always involved and can always set the appropriate
constralnts.

The TCB must also ensure that the constraints describe memory
that belongs to the requesting process. For rel mode I/0, where
I/0 accesses are confined to a contiguous region of physical
memory, the TCB forces the pages of the process’ I/0 buffer to be
in an appropriate contiguous region of memory, and marks those
pages as “"wired" (wired pages cannot be evicted back to disk).
For paged mode I/0, the TCB simply creates an I/0 page table (the
format is different from the page tables used by the CPU)
describing the I/0 buffer segment, and marks the pages as wired.
Once this 1s done, the I/0 program can be 1nitiated, and the
addressing constraints wlll ensure that 1t addresses only memory
belonging to the process.

When the I/0 program completes, it signals an interrupt to the
CPU and saves I/0 status in the process’ I/0 buffer. The TCB is
invoked by the interrupt, and sends a mnessage to the process,
causing it to be scheduled for execution and Iinforming 1t that
the I/0 is complete. The TCB also marks the I/0 buffer as not in
use, so the wired pages can be released. If the I/0 program does
not complete within a reasonable +time (30 seconds), the TCB is
invoked by a software time-out mechanlism, and forcibly terminates
the 1I/0, also informing the process. This prevents a process
from accidentelly (by referencing a broken device) or malicilously
(by constructing a looping I/0 program) monopolizing +the I/O
hardware and buffer memory.

Although a user I/0 program cannot specify an IOM channel number
or a different addressing restrictlon, 1t can speclfy a device
number to select one of a set of devices (such as a set of tape
drives) attached to a particular channel. The MPC, however, does
not allow the device number to be changed once the I/0 program
has begun executlion (see page 15, “MPC Protection Mechanisms”).
To prevent the wuser from accessing a device for which he is not
authorized, the ring =2zero supervisor prefixes the I/0 program
with an additional "no-op" command, whose sole purpose is to set
the device number initlally, so that the MPC will not allow 1t to
be changed.

Because an I/0 program that references device 2zero can later
specify a different device number or modify the control store of
the MPC itself, access %to device =zZero 1is administratively
restricted (using RCP) so0 that & non-privileged wuser is not
permitted to use 1t. Only maintenance personnel are normally
gliven discretlonary access +to device zero on any MPC. For tape

- 45 ~ June 1, 1988
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errors; it is extremely rare that a shared database is damaged by
any module other than the one normally responsible for
maintaining it.

Within the TCB, the hardware access control meochanisms are used
to ensure that program segments are never writeable and that data
segments are never executable, protecting against errors(l) that
might otherwise mcdify pure code or data. Additionally, these
hardware mechanisms are used to allow only those ring zero
programs that must execute privileged imnstructions to do so,
providing an additional degree of separation of privilege. By
and large, however, no attempt is made to allow access only when
required, for instance for TCB data that is shared and frequently
read, but rarely modified. TCB-controlled data within ring zero
and ring one is also usually equally accessible to all processes,
regardless of whether a process actually uses the TCB functions
that reference the data.

The privileged processes are isolated from each other and from
octher processes by both their use of per-process storage and the
ACLs on the shared or permanent data they maintain. This use of
ACLs for isolation is perhaps the most fragile of the internal
proteotion mechanisms, s&ince it requires that a° systenm
administrator set all those ACLs properly, according to the
specifications in the Trusted Facility Manual; if an ACL is
changed for some reason (such as debugging), it usually must be
explicitly reset.

The ring 2ero TCB is 1isolated from the ring one TCB and the
privileged processes by the rTing mechanism. Since, however, the
ring one TCB and privileged processes must be able to regquest
special services from the ring zero TCB, they have access to
gates that request those services, Thus, if subverted, they
could use those special services to subvert the ring zero TCB.
However, this requires complex programming and c¢ould occur only
in practice as the result of deliberate subversion, rather than
from programming errors.

All access control decisions are made using the same set of
primitives. The DAC primitives are used only in ring zero, the
primitive takes the name of a file system object and returns the

(1) In practice, +this happens only as a result of CPU hardware
failures. Even during TCB software development, the
structure of the system and the prevalence of PL/I coding
makes +this sort of accidental reference unlikely +to result
even from programming errors.

- 47 - June 1, 1986
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The hardware mechanism used for parameter valldation is the
effective ring (see page 10, "“Effective Ring Number in
Addressing"). By requiring +that all polnters used in any
potentially multi-ring context be Indirect To Segment (ITS)
pointers (the default PL/I "pointer" data type), which contain an
effective ring fleld, the software ensures that any user-supplied
address will be validated sutomatically each time it, or any
derivative of 1t, is used. Configuration management assures that
packed pointers, pointers not containing an effective ring field,
may be used only in applicatlons where addresses will never be
used by multiple rings.

Various software mechanisms are also employed. The first to be
encountered in any call to the supervisor is the check on number
of arguments. This is performed immediately after the transfer
to a gate segment changes the ring of execution, and ensures that
a8 supervisor call will always receive the correct number of
parameters.

The next 1is the restriction on parameter referencing. In
general, user-supplied parameters must be referenced precisely
once, since they reside in user storage, and the user can change
their values hetween one reference and the next. This 1s usually
accomplished by having all programs reached by cross-ring calls
copy their input parameters into local storage before referencing
them, since then they are proof against interferemnce. The full
rules for parameter reference are actually considerably more
complex and described better in the referenced paper.(1)

These software conventions also apply to impliclt parameters:
data stored in a less privileged ring, on which more privileged
¢ode has dependencies (usually in order to perform a service more
efficiently). This is a source of considerable complexity in the
supervisor, since the rules are not nearly as obvious as for
formal parameters. However, even 1f the software conventions are
not followed, the hardware effective ring mechanism prevents
protection errors.

The hardware effective ring mechanism is the major defense of the
Multics TCB against internal programming errors. By enforcing
the principle of 1least privilege in hardware, it eliminates a
primary source of vulnerabilitles 1n other operating systems.

(1) Bisbey, R., Popek, G. & Carstedt, J., Protection Errors in
Operating Systems: Incongistency of a Single Data Value Qver
Time, ISI/SR-75-4, ISI, December 1975.
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The Validation Level

The validation 1level 1s the software equivalent of the hardware
effective ring mechanism. It is a per-process value, meintained
by the TCB, that records +the level of privilege on behalf of
which the TCB 1s operating.

For imnstance, in the same way that a process running in ring zero
is not permitted to read a ring two segment because it was given
the address by ring four, a process running in ring four cannot
create a ring two segment because the ring zero TCB knows that
the request came from a ring four process. It knows this because
the wvalidation level is set to four, and a process running in
ring four is not permitted to set the validation level any lowver
than four.

Because the validation level is changed only by explicit action
(a call to ring =zero), it would be possible for a programming
error (in ring one, for instance) +to cause it to be set to one
during a call to ring one, but not reset before the return. This
is prevented by the hardware Ring Alarm Register (RALR), which
signals an exception and invokes the TCB whemnever an attempt is
made to return to a ring less privileged than the current value
of the RALR. The TCB sets the RALR every time it changes the
validation level, and +this ensures that it will always be reset
to a valid value for the ring of execution, even if a more
privileged program neglected to restore it.

Mandatory Access Control Privileges

Special users, normally the system security adminigtrator, may
enable privileges that nullify the effects of AIM in access
computations. These privileges are:

ipc Ignore AIM when sending wakeups to processes

dir Ignore AIM when examining the contents of directories

seg Ignore AIM when attempting access to segments

008 Ignore the security-out-of-service switches set when
the system detects AIM inconsistencies during crash
recovery

ringl Ignore AIM when accessing messages in message segments

Icp Ignore AIM in RCP access computations

comm Ignore AIM when assigning communications channels
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1s written, the addresses it contains will i1dentify pages on
disk. The pages may be obsolete, if they were modlfied and the
system falled, but at least they will belong to the segment. As
long as the bltmap is rebuilt after a failure, its state at the
time of the fallure does not matter.

If the bit map 1s always rebuilt after a failure, both goals are
easily met (slince the VIOC 1s guaranteed to be consistent with
the state of the records on the volume). However, rebuilding the
bit map is expensive and to be avoided if at all possible. Thils
is domne by temporarily allowlng the secondary goal to0 be missed
end maintalning the bit map on disk so that it does not need to
be rebuilt immediately after a fallure. A "stock" of records is
removed from the blt map on disk and updated to indicate that
those records are all allocated. That stock is then kept by the
TCB, parcelled out to segments as records are needed, and
refilled aes records are freed (but only after the VIOCEs from
wvhich +they are freed have been written out). If it becomes
empty, a new batch of records is allocated from the bit map on
disk; if it becomes full, a batch of records is returned to the
bit map as free. Thug, the bit map on disk will at any time
indicate that some records are allocated when they are actually
not in use. If a system failure oocurs, the in-memory stock will
be lost, and those records will bDbe temporarily unavallable.
However, as long as the stock 1ls relatively small, +this is a
benlgn condition, and it is safe to rebuild the bit map after the
system is running again, durlng normal operation.

Although these inconsistencies cannot arise during mnormal
operatlion, 1t is possible for them to be created by a minor
hardware problem or media failure (such as a disgsk error when
writing a VTOC entry). If an allocation 1nconsistency 1is
detected during normal operation, that disk 1s marked as damaged,
and no newvw segments are created om it. It can then be repaired
by rebuilding the blt map durlng system operation.

Object Reuse - Non-Segment Objects

The flle system protects against object reuse for segments, and
thus for all fille system based objects, by using a mechanism for
allocating records that guarantees a page wlll never be invalidly
reused. Since all TCB-protected objescts are implemented using
segments (except for RCP-controlled devices and volumes, and
objects wlthout permanent memory), and since the managers for the
objects themselves have a robust internal allocation mechanism,
this automatlically extends the basic object reuse protection to
all objects.
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bandwidth reduction by the general ‘"covert channel bandwidth
limiter”. These methods are applied to all covert storage
channels and to many covert timing channels.

The first method is used +to explicitly forbld operations that
would create covert channels, such as being able to sense the
existence of an object +to which MAC forbids all access. Many
gontrols of this sort are in +the file system and other TCB
subsystems.

The second method is used when the operation cannot be explicltly
forbidden, but where the amount of information transferred can be
reduced to a negligible amount. This is not used significantly
in Multics, partly because of the difficulty of making rellable
bandwidth estimations, and also because of the simpler and more
general solution provided by the fourth method.

The third method is used primarily for events that are already

quite slow and cannot be easily forbkidden. Examples include
exhaustion of space on entire disk packs and attaching and
detaching shareable +tape drives. These operations are all

relatively slow to begin with, and the huge volume of audit
messages generated by any attempt to transfer a significant
amount of information wilill alert the system administrator as soon
as the audit logs are examined.

The fourth method provides an overall 1limlt on information
transfer without explicitly forbidding any specific operation.
For instance, the size of a mallbox can be manipulated by putting
messages in and taking them out; although the messages themselves
will not De accessible to the recelving process, +the number of
records used by the mailbox will be. The covert channel "event”
in +this case is the creation or destruction of a page in a
mplti-class segment.

Forbidding such events 1is mnot reasonable; mailboxes grow and
shrink under normal conditions. Installing a specific time delay
after each such event is equeally unreasonable, since in most
cases the event is not an attempt %0 use a c¢overt channel, and
such a delay would just waste time. Also, since a large class of
potential c¢overt channel events exists, installing an appropriate
delay after each one would be difficult.

Instead, Multlcs provides a global covert channel bandwidth
limiter (for each process) that works as follows. Each potential
covert channel event invokes the limiter and informs it that an
event has occurred. Every time 100 events occur imn a process,
the limiter checks the length of time they took, and if 1t 1is
less than 1 second (more than 100 events per second), the process
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Applicable Features

Directory, segment, and message segment labels are stored in
directories and Volume Table Of Contents Entries (VTOCEs). Since
these can e manipulated only by the TCB, these labels are
guaranteed to be protected from unauthorized modification. The
labels on individual messages are stored in the message header,
which is 1in turn stored with the message in a message segment.
Since message segments can be manlpulated only by the TCB, these
labels are guaranteed to Dbe protected from unauthorized
modification. The labels on RCP-controlled volumes are stored in
segments Xknown as RCP registries. These registries are also
protected from wunauthorized modification. Trusted software
handles all exportation of information and correctly associates
the labels with the information being exported.

Conclusion

Multics MR11.0 satisfies the B2 Label Integrity requirement.

Exportatlon of Labeled Informatlon
ui nt

The TCB shall designate each communication channel and
I1/0 device as either single-level or multilevel. Any
change in this designation shall be done manually and
shall be auditable by the TCB. The TCB shall maintain
and be able to audit any change in the current security
level associated with a slngle-level communication
channel or I/0 device.

Applicable Features

Each communication channel has an entry in a per-system table,
the Channel Definition Table (CDT), which describes its various
attributes. All changes to the CDT are made by oreating a new
CDT and submitting it to the TCB for installation. Part of this
installatlon process includes generating the necessary audit
nessages documenting how the CDT has heen changed. Part of the
entry in the CDT for each communication channel is an allowable
range of security levels that can ke processed. However, when a
channel is in use (i.e., assigned to a process), it is allowed to
operate only in a single-level mode, and that level must be
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ubject Sensitivity Labels
Requirement

The TCB shall 3immediately notify a terminal user of
each change in the security level associated with that
user during an dinteractive session. A terminal user
shall be able to query the TCB as desired for a display
of the subject’s complete sensitivity label.

Applicable Fegtures

Subject (process) labels cannot change during the 1life of =a
process. When a process is created, the TCB displays a message
on the terminal Iindicating the security level of the process;
this message cannot be overridden. The print procesgs auth
command is avallable during a session to guery the TCB for the
process label; a direct TCB subroutine interface is also
available. Although a user may initiate multiple processes
during a single terminal session, if (as recommended in +the
Trusted Facility Manual)(1l) the strict trugted path system
parameter is set, all those processes will have the same level.
In order to create a process at a different level the user must
login again using the trusted path.

Conclugion

Multics MR11.0 satisfies the B2 Subject Sensitivity Labels
requirement.

(1) Multics System Administration Procedures, Part VI and
) Appendix B, Honeywell Information Systems, Inc., AK50-034,
July 1985,
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subjects: A subject can read an object only if the
hierarchical classificaticon in the subject’'s security
level is greater thanm or equal to the hierarchical
classification in +the object’'s security level and the
non-hierarchical categories in the subject’'s security
level 4include all the non-hierarchical categories in
the object’'s security level. A subject can write an
object only if the hierarchical classification in the
subject ‘s security level is less than or equal to the
hierarchical c¢lassification in the obje¢t’s security
level &and all the non-hierarchical categories in the
subject’'s security level are included in the
non-hierarchical categories in the object’'s security
level.

Applicable Featureg

The Multics TCB enforces a mandatory access control poliey over
all resources that are directly or indireotly accessible by
subjects external to the TCB. Subjects and objects are labeled
as dﬁsoribed previously (see page 27, "Objects Implemented by the
TCB" ).

Multics supports 8 hierarohically ordered sensitivity levels and
18 categories which use set inclusion rules. The rules for
accessing objects are:

1) A process may read an cbject omnly if the process
authorization dominates the object access c¢lass.

2) A process may write to an object only if the process
authorization 4is equal +to the object access class, since
write access to objJjects in Multics in general implies read
permission as well.

3) A process may append or send messages to an object if the
object access class dominates the process authorization;
this rule applies only to message segments and IPC channels.

The exact application of the above rules between subjects and all
object types is described in The Multics MR11.0 interpretation of
the Bell and LaPadula Model. (1)

(1) Bell, D. E. and LaPadula, L. J., Secure Computer Systems:
Unified Exposition and Multics Interpretation. MTR-2997, The
MITRE Corp., Bedford, MA., July 1976.
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Applicable Features

The Data Terminal Ready (DTR) signal can be used to provide a
trusted path to the TCB. The DTR signal is generated (and stays
on) when a terminal is turned on or a modem connection is made on
a channel. The Answerlng Service uses that signal +to start the
login procedure for a new user. Once &a +trusted path is
established, the user may execute informational requests(l) and

then an authenticating request (page 74, "Identificatlon and
Authentication").

If the DIR signal is dropped by turning off a terminal or hanging
up a phone, the terminal connectlon is broken and any process
connected +to that terminal is disconnected or terminated. A
disconnected process c¢en only be resumed 1f +the owner logs 1in
agaln and chooses t0 reconnect.

The system administrator c¢an set a parameter to disable the use
of the logout -hold and new proc -auth commands to ellminate the
posslbility of a "spoofing" program and to force users to use the
trusted path to change user Il1dentity or process sensitivity
level. For the system to meet the B2 Trusted Path requirement,
this parameter must be set.

Conclusion

Multics MR11.0 satisfies the B2 Trusted Path requirement.

Audit
Requirement

The TCB shall be able +to create, maintain, and protect
from modification or unauthorized access or destruction
an audit trail of accesses to the objects 1t protects.
The audit data shall be protected by the TCB s0 that
read access to 1t is limited to those who are
authorized for audit data. The TCB shall be able to
record the following types of avents: use of
ldentiflcation and authentication mechanisms,
introduction of obJects 1nto a user’'s address space

(1) Multicos Commands and Active Functions. Part IV, Honeywell
Information Systems, Inc., AG92-06, February 1985.
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the event, +the communication channel identifier assoclated with
the actlon, and the name of +the user assoclated wlth the process
attempting the action.

The admin log records all terminal I/0 performed on the
operator‘s console, including actions +taken Dby the security
adminlstrator using the console in "admin mode”. Messages in
this log contain the date and time of the action, the name of the
user or ohannel identifier requesting the action, the request
itself, and all output produced as a result of the request.

Multics provides both selectlve recording of auditable events and
post-audit reduction tools. A set of flags lndicates what types
of events are to be audited and can be set on a per-system,

per-project, or per-user basis. Post-audit reduction tools (the
and summarize gys 1log  commands) provide  the

capabllity to print audit records that match a glven format or
that contain a particular string, and +to generate reports
summarizing those records.

Multlos provides a mechanism that 1s able +to monitor the
occurrence or accumulation of security auditable events that may
indicate an imminent wviolation of security policy. This
mechanism is able to immediately notify the security
administrator when thresholds are exceeded. This capability 1s
provided by the monitor sys log command, which can execute an
arbitrary command line immediately after a specified (by type or
contents) message appears in the log. Additionally, some logged
events always generate an audible alarm at the system console,
such as too many bad logln attempts or an attempt to use a locked
password. Thus, Multics provides a capability, real-time alarms,
which exceeds the auditing requirements for a class B2 system.

Conclusion
Multics MR11.0 satisfies the B2 Audit requirement.

System Architecture
Requirement

The TCB shall maintain a domain for i1ts own execution
that protects 1%t from external interference Or
tampering (e.g., by modification of 1ts code or data
structures). The TCB shall maintaln process i1solation
through the provision of distinct address spaces under
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use the same two basic primitives to interpret DAC and MAC data
structures. Because access to data structures is
well-modularized, and the TCB is separated into hardware-isolated
components, use of privilege is minimized. The user interface to
the TCB 1s completely defined by the DTLS, which describes all
user-callable entrypoints into ring zero and ring one and defines
the protocols for communicating with the privileged processes.

Conclugion

Multics MR11.0 satisfies the B2 System Architecture requirement.

System Integrity
ui n

Hardware and/or software features shall be provided
that can be used to periodically validate the correct
operation of the on-site hardware and firmware elements
of the TCB.

Applicable Features

A varlety of tests are avallable to verify correct functioning of
Multics hardware and firmware. Together, these tests are known
a8 the Test and Diagnostic (T&D) software. Most T&D software
(CPU, MPC, FNP, and peripheral tests) can be rum while the system
is running, by iscolating the component under test from the rest
of the system and testing it under comntrol of the Multics TCB.
All T®D software can be run when the system is not operating, by
dedicating the hardware to running T&D.

In addition to the T®D software, two classes of tests exercilse
the system under load in order to identify +transient failures.
The first of these is called MHAT (Multics Hardware Acceptance
Tests); it creates a heavy load with a variety of applicatioms.
The other consists of a set of tests for specific instructions
that have beem found subject to transiemt failures in the past.
Both of these additional tests can be run without any dedicated
hardware.

Conclusion

Multics MR11.0 satisfies the B2 System Integrity requirement.

- 81 - June 1, 1986



Final Evaluation Report Honeywell Multics MR11.0
Evaluation as a B2 systemnm

Covert Channel Apalysis
Requirement

The system developer shall conduct a thorough search
for covert storage channels and make a determination
(elither by =actual measurement or Dby engineering
estimation) of the maxlimum bandwidth of each ldentified
channel.

Applicable Features

The Covert Channel Analysis(l) provided by the vendor identified
47 potential covert channels. Of these, 37 were covert storage
channels, 4 were covert timing channels, and 6 were not covert
channels at all. The analysis provided englineering estimates of
the maximum bandwidths for =8all the identified channels. The
storage channels were categorized as follows:

Number

Description Bandwidth Identified Disposition

large > 100 BPS 10 Moved to a lower
category by adding
noise or closed
completely

moderate 10 - 100 BPS 8 Audited or moved to a
lower category

small 1 - 10 BPS 5 Audited or documented

trivial <« 1 BPB 11 Ignored

privileged 2 Documented

generic 1 Closed completely

Concluglon

Multics MR11.0 satisfies the B2 Covert Channel Analygis
requirement.

(1) Multics Covert Channel Analysis, Honeywell Informatilon
Systems, Inc., May 1985 (Honeywell Proprietary).
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MAB-068 Multios Configuration Management: Guidelines for
Auditing Software

MAB~-071 Multios Security Coordinator: Duties and
Responsibilities

MAB-067 Procedures for Software Installation and
Integration

MAB-056 Multics Configuration Management: Installing
Planned Changes in System Libraries

MAB-057 Multics Configuration Management: Installing
Emergency Changes in System Libraries

MAB-063 Multics Configuration Management: Critical Fizes
for Released Software

MIB-716 Multics Configuration Management: Tracking
Software Changes for MR12.0

MDD-004 The Multics Security Functional Test Suite: Goals,
Standards and Poliogies

Conglugion

Multics MR11.0 satisfies the B2 Configuration Management
requirement.

Security Features User's -Gulde
irement

A single summary, chapter, or manual in user
documentation shall describe the protection mechanisms
provided by +the TCB, guidelines on their wuse, and how
they interact with one another.

Applicable Features

Chapter 6 of the Multics Programmers’ Reference Manual (AGO1-04)
describes the security mechanisms available on Multics, which are
User Name/Password, Access Control Lists, Access Iscolation
Mechanism, and ring mechanism. This document contains guidelines
on the use of the security mechanisms, and a description of their
interaction.

Conclusion

Multics MR11.0 satisfies the B2 Security Features User's Guide

requirement.
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Trusted Facility Manual
Requirement

A manual addressed to the ADP system administrator
shall present cautions about functions and privileges
that should be contreolled when running a sscure
facility. The procedures for examining and maintalning
the audit files as well as the detailed audit record
structure for each type of audit event shall be given.
The manual shall describe the operator and
administrator functions related to security, to include
changing the security characteristics of a user. It
shall provide guidelines on the consistent and
effective use of the protection features of the system,
how they interact, how to securely gemnerate a new TCB,
and facility procedures, warnings, and privileges that
need to be controlled in order to operate the facllity
in a secure manner. The TCB modules +that contain the
reference validation mechanism shall be ildentified.
The procedures for secure generation of a new TCB from
source after modiflcation of any modules in the TCE
shall be described.

Applicable Fegtures

The informatiom reguired for a trusted facility manual 1is
contained in Part VI (Assuring System Security) and Appendix B
(Audit Tables and Include Files) of the Multics Systen
Administration Procedures Manual, May 1985 (AEBO-03). Part VI
consists of chapters 18 through 26 of the manual and provides
guidelines for the system administrator on how to manage Multics
as a secure system. Chapters and chapter headings are:

Chapter 18 Assuring the Becurity of the File System
Chapter 19 Assuring the Security of RCPRM

Chapter 20 Communication Channel Security

Chapter 21 Assuring the Security of the I/0 Daemons
Chapter 22 Absentee Facllity Becurity

Chapter 23 Privileged Operations Security

Chapter 24 Bystem Logs

Chapter 25 Securlty Auditing

Chapter 26 Miscellaneous Securlty Tasks
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Operator and Administrator functions related +to security are
addressed throughout Part VvI. Guldelines on +the consistent and
effective use of +the protection features of +the system and
interaction of the protection features also occur throughout Part
VI, as do facllity procedures, warnings, and privileges that need
to be controlled in order to operate the facllity in a secure
manner.

Procedures for examining and malntaining the audit files are
contained in Chapter 25 (Securlty Auditing). Chapter 25 and
Appendix B contain the detalled audit record structure for each
type of audit event.

Instructions for changing seourity characteristics of a user
appear in Chapter 18, page 18-31, under the headings "Specifying
Authorizations for Users" and “Specifying Authorizations for

Projects”. Additlonal instructions are given in Chapter 23, page
23-2, under the heading "Granting Access to Use System
Privileges"”.

The TCB modules that contain the reference valldation mechanism
are described in Chapter 26 (Miscellaneous Security Tasks), page
26-9, under the heading "Reference Monitor Implementation".

Guidelines on how to securely generate a new TCB are described in
Chapter 26 (Mlscellaneous Security Tasks), page 26-5, under the
heading "Reviewing Software Changes in New Software Releases".
Additional guidelines are 1ncluded in the Multics Installation
Bulletin, whilch accompanies each new release. The procedures for
secure generation of a new TCB from source after modification of
any modules 1n the TCB are essentially no different than those
used for generation of a new TCB. TCE Modules installed
individually as a result of a critical fix are 1nstalled via
standard Multic¢s commands which are documented in the Multics
Commands and Active Functions Manual (AGO2-06).

nclu n

Multics MR11.0 =satisfies the B2 Trusted Facility Manual
requirement.

- 89 - June 1, 1988






Final Evalusation Report Honeywell Multics MR11.0
Evaluation ag a B2 system

Degign Documentation
Requirement

Dooumentation shall be available that provides a
description of the manufacturer’'s philosophy of
protection and an explanation of how this philosophy is
translated 1into the TCB. The interfaces between the
TCB modules shall be described. A formal description
of the security model enforced by the TCB shall be
available and proven that it is sufficient to enforce
the security policy. The specific TCB protection
mechanisms shall be identified and an explanation given
to show that they satisfy the model. The descriptive
top-level specification (DTLS) shall be shown to be an
accurate description  of the TCB interface.
Documentation shall desorlibe how the TCB implements the
reference monltor concept and give an explanation why
it is tamperproof, cannot be bypassed, and is correctly
implemented. Documentation shall describe how the TCB
1s structured to facllitate testing and to enforce
least privilege. This documentation shall also present
the results of the covert channels analysis and the
tradeoffs 1involved in restricting the channels. All
auditable events that may be used 1in the exploltation
of known covert storage channels shall be identified.
The bandwidths of known covert storage channels, the
use of which 1s not detectable by the auditing
mechanism, shall be provlded.

Applicable Features

The Multles interpretation of the Bell and LaPadula model(l)
provides a description of Honeywell’'s philosophy for protection
and how thls is translated 1nto the TCB. The security model
enforced by the TCB is +the Bell and LaPadul model,(2) as
described on page 85, "Design Specification and Verification".

(1) Tague, R. M. Multics Security Model -- Bell and LaPadula,
Honeywell Information Systems, Inc., MDD-002, August 1985.

(2) Bell, D. E. and LaPadula, L. J. Bagure Computer Systems:

Unified Exposition and Multics Interpretation, MTR-2997, The
MITRE Corp., Bedford, MA., July 1976.
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Multics has a set of Multics Design Documents (MDDs)(1) that

describe the TCB. (These documents are Honeywell Internal
Documentation and are available only through the vendor by
request. Honeywell reserves the right to deny such requests.)

The MDDs are organized by major TCB service or function. These
design documents describe the interfaces between TCB modules, how
the TCB implements the reference monitor, and how the TCB is
structured to facilitate testing and enforce least privilege.
These documents coupled with the Honeywell-produced HMultics
Interpretation referenced in the previous paragraph identify the
security protection mechanisms and explain how they satisfy the
model.

The DTLS as described on page 85, ‘"Design Specification and
Verification", is an accurate description of the TCB interface.

The covert channel analysis describes =all identified covert
channels, how they can and cannot be restricted, how they are
audited, and their bandwidths. For a more detailed description,
see page 82, “"Covert Channel Analysis"”.

Conglusion

Multics MR11.0 satisfies the B2 Design Documentation requirement.

(1) Currently the MDD set is not complete and for this evaluation
was sSupplemented by discussions with +the developers and
comments 1in the code. The remaining documents needed to
complete the set will be available for Multics MR12.0.
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SOFTWARE TESTING

Functional Testlng

The functional tests developed by Homneywell were both manual and
automated. The discretionary access control, mandatory access
control (AIM), audit, and labeling mechanisms were tested using
antomated test suites. The identification and authentication
mechanlsms were tested using manual test scripts.

Honeywell’'s automated tests +took the form of PL/I programs.
These exercised the TCB through the non-privileged user
accessible interfaces called gates (see page ll, "Gates and Ring
Changing"). Numerous test cases were defined for each gate entry
to assure that the entry does not violate +the security
properties. Each test case defines the input perameters to the
entry, +the calling environment and the expected results. The
programs setup the environment, call "the entry, then compare the
actual with the expected results.

Bpecial utilities were constructed to allow the test programs to
automatically sequence through a central table of cases for the
discretionary and mandatory oontrols. Also, the test suite was
developed under strict oonfiguration management control. This
oontributed to very uniform implementation and test coverage.

Honeywell’'s manual tests consisted of fourteen scripts used to
test identification and authentication mechanisms. The scripts
were designed to drive the Answering Service through
approximately 280 login attempts that exercise the entrance paths
to Multics.

Honeywell'’'s tests were executed individually on the CISL-Service
Multies system. They were then  integrated into a few large
suites and executed on a Multies test system in Phoenix, AZ.

The functlonal tests developed by the team were both manual and
semi-automated. The discoretionary access control, labeling, and
mandatory access control (AIM) mechanisms were tested using
semi-automated test suites. The other security-relevant
mechanisms of the system were exerolsed using manual tests.

The semi-automated tests took the form of command files which,

when exeouted, created output segments. These output segments
were saved for manual inspection or automatically c¢ompared to
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flaw was then assigned "probablllty of successful exploitation”

and “"ease of determining existence” factors. Those flaws which
wvere considered easy to test and likely to exlst were explored
first. Exploration of flaws often resulted in new hypotheses

being added to the list. (Sometimes an explolited flaw would be a
specific instance of a generic flaw.

Work on exploring the flaw hypotheses continued for three months
elapsed time. The team worked 1n physical proximlty, with access
to multiple terminals in the same room at the Pentagon for one
third of that time. The other two months were spent working in
the team members’ normal working environment.

Test Results

A total of 108 hypotheses were generated over the course of the
penetration testing. Of these, 84 were explored, and 70 were
confirmed as flaws. Most of the flaws (?5%) were not exploitable
in any meaningful fashion. No flaws were design errors; all were
implementation errors, mostly simple programming errors.
Honeywell corrected all non-trivial flaws in Multics MR11.0.
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EVALUATORS* COMMENTS

Overall Impressiong

The evaluation +team believes that Multices provides an excellent
general-purpose time-sharing environment for the +typical user.
It is a technically sound, functionally mature operating system,
that has been used 1in large-scale software development,
relational database applications, network-oriented applicationsg,
and applications requiring unique security constraints. Multics
fully supports the lattice model of the DoD security policy.
Multics 1is particularly strong in its online help facilities,
program development environment, interactive conference
facilities and secure electronic mail.

Multics provides security by methods which are designed into and
are an integral part of the functioning of the system. Through
this design, security benefits are achieved with insignificant
system overhead. The hardware-supported protection rings and
segmentation provide tightly controlled separate domains of
execution. The Access Isolation Mechanism (ATIM) software
provides mandatory access control. The Access Control Lists
(ACLs) provide discretionary access control. Any change in the
protection attributes of objects takes effect immediately. This
is unique to the team’'s exXperience.

Protegted Subsystems

Multics uses a hardware-implemented multilevel ring structure to
control its users and to protect itself. The ring structure is a
generalization of the two-state capability of other computer
systems, but has Dbeen expanded t0o elight states or “"rings of
protection”.

The use of eight hierarchical levels of protection rather than
two allows application programs to take advantage of protection
features mnormally reserved for operating system software.
Development of protected subsystems 4is not only useful, but
extremely easy to implement. For example, one could set up a
database that could be accessed only from specific programs,
thereby allowing +the +type of finely grained access control
necessary for many applications. This mechanism is used by
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standard Multics products, such as the Forum interactive meeting
gsystem, and is also used by Multics customers for their own
applications.

The use of the ring structure is historically and technically
significant. The Multics Operating System is frequently
referenced in Computer Science textbooks on operating system
theory. Multics was the first to develop and implement a product
with a2 multilevel ring structure and has served as a model for
many other computer systems, including most of the important
concepts in UNIX.(1)

R nfiduration

Multies 1s a large-scale multiprocessor system capable of
delivering effective performance from a large number of CPUs; it
is limited to only six by the hardware implementation, not the
operating system software. Additionaelly, almost all hardware
components in the system can be disconnected under software
control during normal system operation and later Dbrought back
into service. For instance, a CPU or I/Q device can be logically
deleted, tested, and brought Dback into operation without
affecting the system except for temporarily reduced performance.

Denial of Servige

Denial of service occurs through system "c¢rashes” or when the
system is not available to the uger because it 1is pre-empted by
systems programmers. ¥hile not an 1issue of the Criterisa,
reliability is an lmportant consideration in Judging the
usefulness of a computer system.

In Multics, most system c¢rashes are caused by hardware or
environmental (power, air conditioning) problems. Due to the
security-oriented gsystem architecture and the extensive
structured software testing procedures, it 1is very rare for a
software problem +to allow a user to cause a system c¢rash. The
operating system isolates damage from runaway programs through
its implementation of a two-dimensional address space. When
system ¢rashes do occur, the system may be rebooted

(1) UNIX is a registered trademark of ATYT Bell Laboratories,
Inc.
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Although peripherals were not evaluated as such, the system was
evaluated only for running with the supported set of peripherals.
Therefore, they are included in this 1list to allow a
determination that a particular configuration contains only
devices that are supported by MR11.0.

In cases where the detailed description of options or devices 1is
not interesting from a securlity standpoint, +the marketing
identifiers have simply been listed without descriptions.

To operate in correspondence with the B2 rating, the hardware
configuration must contain only components listed in this
section,

Central System Combinationg

Multics systems are typically sold as a "central system" plus
additional components. The central system 1s merely a bundling
of hardware components (CPUs, SCUs, and IOMs) listed below.

CPS8802 Level 68/DPS-1 Central System
CPS8803 Level 68/DPS~M Central System
CPS8193 DPS 8/52M Central System
CPS8194 DPS 8/62M Central System
CPS8199 DPS 8/70M Central System

Additional CPUE and CPU Enhgncements

This list covers all the CPU models (as purchased individually)
and the filield-installable performance upgrades for converting one
CPU model to another or enhancing the performance of a particular
CPU, The Level 68 hardware in this 1ist, and in the central
systems list above, does not dinclude all the marketing
identifiers ever used for that hardware; however, field upgrades
to existing processors have made them all equivalent to models
listed below.

CPE8O0O4 Performance Addition for CPS8002 (Level 68
Cache)

CPUSB0D3 Additional Level 68 Processor for CPS8002 and
CPS8003

CPUB193 DPS 8/52M Additional Processor

CPUB194 DPS 8/62M Additional Processor

CPUB199 DPS 8/70M Additional Processor

CPKB194 Upgrade Kit - 8/52M to 8/62M Central System
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CPK8185 Upgrade Kit - 8/52M to 8/62M Additional
Processor

CPEK8197 Upgrade Kit - 8/63M to 8/70M Central System

CPK8198 Upgrade Kit - 8/62M to 8/70M Additional
Processor

CPF8199 Performance Enhencement Feature (DPS-8/70M 32K
Cache)

RSF8003 Redundant Systems Feature

Additional JIOMs apnd IOM Enhancementg

MXU6002 Additional Freestanding ICM

MXF6005 IOM Expansion - 35 to 54 Board Slots

HXUB8002 Additional IOM

MXP80O05 IOM Channel Expansion (36 to 54 slots)

MXF8012 IOM Logical Channel Expension (24-56 channels)

Additiopal $SCUs and Memory

MXC6004
MYXC8001
MXC8002
CMAG0BQ to
CMABO61
CMM6050 to
CMME061
CMMBO11 to
CMMB0O16
CMMBO20

Additional Freestanding SCU
Additional Freestanding SCU
Additional Systems Controller

Memory addressing features for MEC6004
Additional Memory for MXCE004
Additional Memory for MXC8001

Additional 2MB Malin Memory for MXCB8002

Disk MPCs and Options

MSPOG01
MS5P0603
MSPOB07
MSP0OB09
MSK6007
MSPOG11
MSPOB12
MSP8021
MSP8022
MSP8023

Freestanding Mass Storage Processor

Mass Storage Processor

Freestanding Single Channel MSP
Freestanding Duel Channel MSP

Upgrade kit - MSPO607 to MSPO609

Single Channel Mass Store Processor

Dual Channel Mass Store Processor
Freestanding Primary Mass Store Processor
Integrated Secondary Mass Store Processor
Integrated Primary Mass Btore Processor
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Miscellaneous Disk MPC addressing and interconnect options:

MSF10R21,
MSAlQORQ,
MSF1036,
MSKO612,
MSF1141,
MSF8022,

MSF10R25,
MSF1023,
MSAl042,
MSAll40,
MSF1142,
MSAB011,

MSF1045,
MSF1035,
MSA1043,
MSAl1141,
MBK1141,
MSF8012

MSF1028,
MSF1024,
MSF1041,
PS88001,
MBK1142,

MSA1027,
MEF1033,
MSF1042,
MSAl1142,
MSK1143,

MSA1030,
MSF1031,
MSF1140,
MSAl1143,
MSF8021,

Tape MPCs and Optiong

MTPO610 Magnetic Tape Processor

MTPO611 Magnetic Tape Processor

MTP8021 Freestanding Primary Magnetic Tape Processor
MTP8022 Integrated Secondary Magnetic Tape Processor
MTP8023 Integrated Primary Magnetic Tape Processor

Miscellaneous Tape MPC addressing and interconnect options:

MTA1142, MTF1l1l4l, MTF1145, MTFll46, MTF114%7, MTF1148,
MTF1149, MTF1150, MTAllS52, MTF1151, MTF1155, MTF1156,
MTF1157Y, MTF1158, MTF1159, MTF1160, MTF8021, MTF8022,
MTAB011, MTFB8012, MTF8023, MTF8024, P3S8202, P3S58203
Unit Record MPCs and Options
URPEOO1 Unit Record Processor (2 Card Units & 2
Printers)
URPB00O2 Unit Record Processor (2 Card Units)
URPB00O3 Unit Record Processor (2 Printers)
URP80O0D4 Unit Record Processor (2 PRU0S01/1201 or
PRU1200/1600 Printers)
Communication Processors and tion

There is only one supported model of communications processor
(FNP), but it has in the past been known by other marketing
identifiers (such as DCF6652 and DCF6678) identifying various
bundled assemblies. All extant FNPs, however, are equivalent to
systems assembled from components listed below. The
communication channel options supported by the FNP have not been
evaluated specifically, since they contain no security-relevant
features of their own; they are listed here for informational
purposes only.

PCUGB61 DATANET Communications Processor
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DCE6681 Performance and Connectivity Enhancement
DCEG662 Cache Memory Performance Enhancement
DCE6663 Additional Line Configurabillity
DCEB805 to Additlonal Memory (64 to 512 KB)

DCEG607

DCF6607 Channel Interface Base

DCF6610 Dual Channel Paokage - Current Loop

DCF6611 Dual Channel Package - Synchronous RS-332-C
DCF6612 Dual Channel Package - Asynchronous RS-232-C
DCF6613 Automatic Call Unit - Dual Channel

DCF6814 Synchronous Channel - MIL STD

DCF6615 Dual Channel Package - Asynchronous MIL STD
DCF6618 Broadband Channel - MIL STD

DCF6617 HDILC Channel - MIL STD

DCFG6618 Dual Channel Package - Binary Synchronous
DCF6619 Broadband Channel

DCF6620 HDLC Voice Grade Channel

DCF6621 Broadband Channel - Binary Synchronous
DCF6622 HDLC Broadband Channel

DCF6623 HDLC Broadband Channel -~ V.35

DCF6627 Broedband Channel - V.35

DCF6626 Direct Connect Capability - RS-232-C
DCF6927 Universal Modem Bypass

Peripheral Equipment (not evaluated)

Thls sectlion lists all the peripheral devices supported by
MR11.0, and thelr optione. These devices have not been evaluated
specifically, since they contain no security-relevant components.

Disk Storage Devices and Options:
MSU0451, MSUOS500, MSFOO06, MSFOOOQY, MSFOO1l, MSUO501,
MSE0501

Magnetic Tape Drives and Optlons:
MTUOB810, MTFO0607, MTFO608, MTEOG6'Y8, MTUO630, MTFO634,
MTF0O635, MTF0636, MTF0637, MTEO630, MTEO631, MTEO632,
MTEK0G633, MTE0634

Unit Record (Printer, Card Reader, Card Punch) Equipment and
Options:
PRU1200, PRU1600, PRK1l216, PRBOB00, PRU0901, PRU1201,
PRF0O045, PRE0S901, PRB3300, PRB3600, PRUOSO3, PRUL203,
PREOS03, CRU1050, PCUO0121, CRUO501, CRFOO0S0

System Console Equipment and Optlons:
C8U6601, CSFes0l, C5U8001
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EVALUATED SOFTWARE COMPONENTS

Scope of Software Evaluation

This section 1lists the programs that make up the various major
divisions of Multics software. Each subsection describes the
division and 1ists the programs contained therein. These
groupings are only approximate, since any particular program may
be used in several different environments.

Multics Central System TCB

In normal operation, the Multics Central System Trusted Computing
Base comprises approximately 635,000 lines of code, principally
in PL/I with a small portion in assembler language. Additional
code 1s wuwsed for initialization, in the Front-end Network
Processors, and in the Microprogrammed Controllers.

Ring Zero ICB

Approximately 149,000 lines of code. This represents all
functions performed only in ring zero after system initialization
is completed. It includes functions such as page control, the
scheduler, the file system, and the communications systemn.

bound_355_wired bound_tec_wired
bound_active_1 bound_tty_active
bound_dir_control bound unencacheable
bound_disk util_1 bound_vtoc_man
bound_disk _util 2 bound_wired_1
bound_érror_active_1 bound_x25_mpx
bound_error_active_2 emergency_shutdown
bound_error_wired_2 hasp mpx
bound_file_gystem 1bm3270_mpx
bound_hc_backup init_processor
bound_hc_data_wired polled_vip_mpx
bound_hc_reconflg restart_fault
bound_hc_tuning signaller
bound_1interceptors active_all_rings_data
bound_1lo_active active_hardcore_data
bound_1lo_wired ast_look_meter_seg
bound_iom_support inzr_stkO
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bound_mes_util
bound_mdir_control
bound_page_control
bound_priv_1
bound_priv_mpx

bound_ process_creation
bound_salvager
bound_scavenger
bound_segment_control
bound_system_security
bound_te_priv

Ring One TCB

Approximately 60,000 lines of
functions performed in ring one,
processes. It 4includes RCP,
miscellaneous functlons.

bound_mdxhdx_
bound_ms_table_mgr_
bound_mseg_
bound_mseg_old_
bound_pnt_interface_
bound_rcp_

ICB Support Code

Approximately 158,000 1lines of

pds

prds

pvt
salv_data
sst_seg
sys_info
syserr_data
tc_data
tenplate pit
tty_buf

code. This represents all TCB
on behalf of both normal and TCB
message segments, and some

bound rcprm_
bound_ssu_
bound_tape_label_ utlil_
default_rtmf

ring zero_peek_fllter_

code. This represents all the

runtime support functions used by all processes and in all rings.

It includes functions such as
process inltialization,
system, and the basic process
does not include runtime support

are not used within the TCB.

bound_ command_env_
bound_command_loop_
bound_converslon_rtns_
bound_date_time_
bound_debug util_
bound_error_handlers_
bound_expand_path_
bound_fs_util_
bound_fsim_
bound_£full_cp_
bound_ios_

June 1, 1986

converslon
environment for TCB processes.

PL/I language
routines,

runtime support,
the process 1/0
It
for other languages, since they

bound_log support_
bound_pll_runtime_
bound_plio2_
bound_process_env_
bound _process_init_
bound_gedx_

bound _search_facllity_
bound_segment_infao_
bound_tape_mult_
bound_ti_term_
bound_vfile_
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bound_1ipec_
bound_Jlibrary_1_
bound_Jlibrary_2_
bound_Jlibrary _3_
bound_library_wired_
bound_log_active_

Dedicated ICB Processes
Approximately 177,000 lines

of

error_table_

free_
operator_polnters_
search_list_defaults_
trace_operator_pointers_

code, This represents

all

funotione required by the standard TCB processes (sSee page 24,

"Dedicated TCB Processes").
Answering Service, line printer

reloaders.

as_error_table_
bed_prt_image

bisync_,
bound_absentee_ctl_
bound_as_1install_ctl_
bound_as_mc_
bound_as_misc_
bound_as_mpx_
bound_as_requests_
bound as_user_message_
bound_card dims_
bound_ocard_input_
bound_daemon_ctl_
bound_dump_tape__
bound_dumper_

bound_ exec_com_
bound_g115_
bound_hasp_.
bound_he¢_inltlzr_auxl_
bound_1ibm3270_
bound_ilodec_
bound_ilodd_
bound_1lss_
bound_mes_init_

System Adminigtration

Approximately 96,000
functions used by

It includes

of code. This
system adminstrator,
administrator, esystem security

such software as the

support, and the dumpers and

bound_misc_i1lo_modules_
bound_oc_
bound_print_sheets_
bound_prtdim_
bound_rcp_op_cmnds_
bound_reloader_
bound_remote_lo
bound_system_control_
bound_system_startup_
bound_user_ctl_
bound_volume_ bk tools_
bound_volume_dumper_
bound_volume_reloader_
bound_volume_retv_
bound_volume_rldr_ut_
bound _word _generator_
gm_path_list
hierarchy_backup_dumper_lss
volume_dumper
volume_dumper_lss
volume_reloader
volume_ reloader_lss
volume_retriever
volume_retriliever_lss

represents

the

accounting

officer, and system malntenance
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personnel. It includes such things as administrative table
installation. audit log perusal, hardware maintenance, and
user-ID creation.

bound_admin_billing bound_priv_commands_
bound_admin_old_ bound_priv_rtnes_,
bound_admin_rtnes_ bound_proj_admin__
bound_admln_tools_ bound__security_tools_
bound_dn355_tools bound_telts_
bound_dpu_support_. copy_dump
bound_install_table_ ipnitialize_peek_ limits
bound_io_tools_ tolts_overseer_

bound_log_tools_,

System Injitialization

Approximately 73,000 lines of code. This represents the
mechanisms used to generate a new Multics TCB and establish a
secure state during system initialization. It inecludes the

Bootload Operating System (BOS), the Bootload Command Environment
(BCE), and the system generation tools.

abs fmt
apnd fwload
blast if
boot label
bootload_1 14355
bootload_tape_label loaddm
bostap mpcd
bound_bce_dump_ mst_boot_label
bound_bce_exzec_com_ neopy
bound_bce_paged ndisk
bound_bece_probe_ ntape
bound_bce_wired pl2001
bound_bootlcoad_ 0O p3001
bound checker_ patch
bound_gm_ print
bound_init_1 ptpkg
bound_1nit_2 rdlabl
bound_io_init restor
bound_multics_bee_ runcom
bound_temp_1 salv
bound_temp_2 save
conflg setup
core sstn
die taped
dmp355 test
dump time
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edlt tst3bt
esd tgtehn
£fd 355 utll

fdump write

TCB Interfaceg

There are two types of interfaces to the TCB: gate interfaces,
which present a subroutine interface to the calling process, and
message I1nterfaces, which are used by placing a message 1n a
message segment and awaiting a response from the TCB process that
performs the requested service.

Gates

This section llsts the gates 1n the TCB by name, and identifies
the number of entrypoints in each. Gates to the TCB, accessible
by users:

Gate #+ Entriles Gate # Entries
dm_gate_ 96 message_segment_ 40
hes_ 198 rcp_ 18
ioi_ 12 restart_fault 2
mail_table_ 3 shes_ 2
mailbox_ 6 user_message_ 2
mndc_ 18

Gates internal to the TCB, used only by ring one functions to
invoke privlleged ring zero functions:

Gate # Entries
access_audit_gate_ &5
admin_gate_ 64
dm_hes_ 11

Gates internal to the TCB, used only by privileged processes to
1nvoke privileged TCB functions:

Gate ¥ Entries Gate ¥ Entries
dm_daemon_gate_ 24 pnt_fe_gate_ 7
hc_backup_ 21 pont_login_ gate_ 2
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inltializer_gate_ 16 pont_network gate_ 4

lnitializer_mdec_ 25 TCPp_BYS_ 20

mail_table_initializer_ "2 user_message_admin_. 2
Gates internal t¢o the TCB, used by esystem administrators to
invoke priviliged TCB functiomns:

Gate 4 Entries Gate # Entries
dm_admin_gate_ 29 queue_admin_ 3
dm_hphes_ 2 rl_io_ 18
hphes_ 137 TR_io_ 18
installation _gate 2 r3_io_ 18
installation _tools_ 18 r4_io_ 18
mail_teble_ priv_ 15 rcp_admln__ 10
mdc_priv_ 17 TCPp_priv_ S
metering gate_ 7 system_privilege 2
phes_ 25 tandd_ 13
pnt_admin _gate_ 12 user_message_priv_ 5
pnt_priv_gate_ 3

Gates outside the TCB, used +to invoke functions in non—~TCB
protected subsystems (see page B-8, "Ring Two Non-TCB Software”):

Gate # Entries
forum_ 49
forum_admin_ 7
forum _chairman_ 8
forum_notify_gate_ 5
mail_system_ 73

Other ICB Interfaces

The other interfaces to the TCB are message segment interfaces
and event channel 1nterfaces, rather than subroutine calls to
gates. These TCE requests are made by formatting a message and
prlacing it into a message segment request queue , and/or sending
a interprocess communication wakeup over an event channel whose
name is published in a globally readable data segment.

These are the Answering Service Request interfaoce, the Answering
Service absentee request interface, the I/0 Daemon output request
interface, and the Volume Retrieval request interface.
Additionally, there are several event channels used by individual
processes to communicate with the Answering Service, to request
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process termination, logout, reconnection, and system table
installation. See page 24, "Dedlicated TCB Processes" for
details.

MPC Firmware

This is firmware for the microprogrammed controllers used to run
disk, tape, and unit record 1I/0 devices. It is effectively part
of the hardware. The components listed below are those required
for MR11.0 operation.

fw.dsc500.4500.r1 fw.msp800.msp8.al
fw.dscl91.m191.%1 fw.urcmpe.ucerp. b2
fw.mtp610.m610.12 fw.urcmpe.u400.11
fw.mtp601.mB801.11 fw.urcmpc.ucmn. p2

fw.mte500.m500. vl

FRP Software

Approximately 37,000 lines. This represents the code used to
implement the communicatlons protocols in the Front-end Network
Processor (see page 8, "FNP - Front-End Network Processor").

mes mes_hasp
mes_autocall mes_ibm3270
mes_blsyne mCs_X25
mes_g115

Non-Evaluated Software

This section describes the three categories of software that were
not included in the Multics evaluation.

Functiong Excluded from the ICB
Approximately 44,000 lines. The following facilities present

potential difficultles im security, or now-obsolete formerly
trusted functions, and therefore were not evaluated. They must
not be used in a B2 operating environment. They are the Carry
faollity, Inter-Multies Flle Transfer, Cross Ring 1I/0, Heals, the
Transaction Processing Monitor, and the Level-6 File Transfer
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facility. The Multlcs ARPAnet support software, a special-order
item not included i1in the standard system, 1lg also excluded from
this evaluation.

bound_carry facillty_ bound_1lmft__
bound_cross_ring lo_ bound _16_£ftf_
bound_ftp_ctl_ bound_tp_runtime_
bound_heals_ bound_tp_tools_

Ring Two Non-TCB Software

Approximately 39,000 lines. Two standard products, Forum and the
Mail System, operate in a ring-two protected environment that
provides additional discretionary access control features. These
are outside the TCB boundary, however, and were not evaluated.

bound_forum mgr_ forum_data_
bound_mall_system_ forum_error_table_
bound_va_forum_mgr_ forum_notifications_

Remainder of Multics Software

Approximately 1,638,000 1lines. This represents the rest of the
standard software in the Multics product: oompilers, utilitles,
and user Ilnterfaces. This software was not covered by the
evaluation,
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