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To: ,.. ~ 
fl i s t r i b u .t i o n 

F ro .. n: T ,. H • V a n 11 l e c L· 

Date: June ?6, 1979 

Subject: 11.ddin(!. a "Prooerty List" to the 9ranc'1 

From time to t irne there have been orooosals to 3dd data 
items to the directory branch for the convenience of application 
subsystems. Although several of these oroposals have been of 
some interest, we have never been able to justify the effort 
re~uired to modify the structure of directories on the t-asis of 
the improve'.!lent to a sin0le application; an:i the difficulty of 
designing an extension which would satisfy the conftictinq needs 
of rn:>re than one subsystem also led us to defer consideration of 
such an extension. This 'l'e:norandum proposes that we now imole-
ment a mechar')iSm whic!-: aopears to satisfy all known neerls in a 
straightforward way. 

Briefly,. the proposal is that an optional item !:le f.:ept by 
the file system for each branc'i, callerl the oraoer:t:::: li~l· This 
ite'n is a list of pairs associated 1oJitlr the segment or directory. 
Each pair contains a character-string r:?2r:~ and a ~U!l!..lf as.sociated 
with the name. ~Jo name can appear twice on a branch's list. 

The original proposal was set fortr in ~n B-21 0. Tr>is pro-
pos.al differs only in a few det3ils. 

T h e de s i g n r e v i e w c f r-i T 8 - 21 0 r a i s e d t h e f o l l ow i n g i s sue s : 

1. Access control - Several jifferent proposals wer~ 
cerning '101.1 access conttrol to the property list 
'provid~d. These includerl 

made con­
shou l d be 

a1 Treat the property list 3 s if it was the contents of 
the se9l'l"ent. ·Allow writing if user has "w" and 
l i s t i n g I r e 3 d i n g i f u se r h a s " r " • 

b) Treat the prorierty list as a segment attr i!::iute 

~~ u. l t i c s P r o j e c t i n t e r n a l w o r k i n g d o c u me n t a t i o n • N o t t o b e 
r e p r o d u c e d o r d i s t r i ~ u t e d o u t s i d e t h e 1•1 u l t i c s P r o j e c t • 
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c c n t r o l l e d h y t h e d i re c t o r y rn o d e • 

c) "'ixtures of a and b. 

d) Provide a new fiCL for propert)'' Lists. 

No clear consensus about the optirrurr. method was reache::j. 

2. Parlical proposals - additi::>nal time was spent discussing 
other prooosals. 

a ) D o n ' t i mp L e m e n t pr o pe r t y l i s t a t a l l • I t w a s a r g u e d 
that the benefits weren't worth the additional corriplex­
i t y • T h i s i s e s p ec i a l l y t r u e i f s om e c 0 m p t i c a t e d 
access control mechanism is the only one acceptable. 

b) ImpleMent "seomentitos" and "directlets" instead. 

c) Simulate the property list in ring 4. 

None of these ideas see'lled to gain wid~ sup~ort either. 

We de c i de d t ha t mo re t Ii'.) u '.11-i t w a s "'I e e de d , a n d '1 d j ou r n ed. 
Si!"ice trat ti'!!.,,, several people suggestei suooortino a "mixed" 
access c0nt:rol strategy in which read/write is controlled by seg­
ment mode 3nd adri/delete by di rectory rno:ie. 

The pairs on a prooerty list are allocated in the directory 
just as ACL entries are, but "'10 attempt is made to common the 
space if more than one branch has the same name-value oair. The 
branch contains 18-hit forward and backward relative pointers to 
the property list Cif any). The :Jroperty list is threaderl two 
ways, just like an ACL, so that the salvager can repair it. 

The nrooerty name 
value of a oroperty is a 
ters long. 

may be up 
c ha r ac t e r 

to 32 characters long. The 
string fror.i 0 to 1024 charac-

ft. c c e s s c o n t r o l t o t h e p ro p e r t y l i s t w i l l be t h e s .:i m e a s 
access control restrict ions currently enforced on the c0ntents of 
a segrr.ent. That is, write acc~ss on the segment itself is 
requirer!, and status on the containin·;; directory is not reouired. 
The rationale for this choice is that it is sirnolest, and obeys 
t he p r i n c i o l e o f l e a s t p r i v i L e ne • I f o n e h a s ~ s e g m en t to w h i r. 1-
he laclrs w access, but can riod ify the segment's parent rli rectory, 
then the :::>roperty list can be mojified by a two-step oroceciure. 
If, on the other hanci, one has w access o, a segment but not the 
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permission to modify its directory, this propos,:l! 
software to function t~e same whether or not a propertv 
given name exists on the seqment. 

p aqe 3 

re rmi ts 
with the 

Directories 'llay also have propertv lists: m 
directory permits modification, s permits rearling. 
have property lists. 

access on the 
Li!"11<c; rray not 

Ha rd co re p r i m i t i v es are p ro vi rl e d f or t he ma i n t en an c e o f t he 
prop e rt y l i st , so t h a t a pp l i ca t i on pr o qr ams c an a d d or d e l e t e 
properties, change the value of items on the property list, and 
s o f o r t h • I n t h e e x 3 m o l e s b e l O\.I , t h e " p o i n t e r " f o r m o f c a l l s i s 
sh:i1.Jn. Shdlar calls which accept dirn3me and ena~e 1.Jill also be 
provided. 

All of tl"ie primitives which manipulate single oroperties 
handle property values as character strings, although the suoer­
v i s o r d o e s n o t e n f o r c e t h e r e au i r e m e n t t h a t t h e s t r i n a s c o n t a i n 
ASCII. 

HCS_1PUT_PP.8P 

,.. This entry outs a name-value pair on the prooerty list of a 
branch. If a prooerty with this name. ~xisted already, its value 
is replaced and the old value returned. Otherwise a new entry is 
made. 

dcl hcs_'f-out_prop entry (ptr, char<32), char(*), 
char(*), fixed binC35)); 

c a l l h c s _ ~ p u t _ r::i r op ( p, n a m~ , n e w v, Q l ;j ~ , £ Q g g ) ; 

If the property did not exist before, oldv will be null. and codP 
w i l l be e r r o r _ t a b l e _ 't c r ea t e d _ p ro p e r t y • 

HCS_$DEL_PROP 

This entry delPtes a property. 

dcl hcs_~del_prop entry (pt r, char(32), char(*), fixec 
bin(35)); 

ca l l h cs_$ de l _ r; r n p ( p, n a nie, Q l rh·, £ QQ ~) ; 

The old Vrtlue is also returned. 
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HCS_$GET_DROP 

T h i s e n t r y s e a r c h e s t h e p r::> p e r t y l i s t f o r a g i v e n o r o p e r t y • 

dcl hcs_~qet_orcp entry (pt r, cf'arC32), charC"*), fixed 
binn'1)); 

If the pr'.Joerty does not exist, oldv wit l be. null and code will 
be error_tabte_~no_property. 

HCS_$PUT_P~OP_CONO 

This entry does a conditional put_prop operation. It is 
i n d i v i s i b l e w i t h r e s p e c t t o o t he r p u t _ P r op op e r a t i o n s a n rl s o c an 
be used to manipulate "semachcre" varii:ibles. 

dcl hcs_~put_prop_ccnd entry Cptr1 c1arC32), char{*), 
ch a r ( * ) , c h a r < * ) , f i x er! b i n < 3 5 ) ) ; 

If the entry has a property name:! "name" with a value which 
rr at c hes t he t es t v a l J e, then t he v a l u e w i l l be c hanged t o th e r. e w 
v a l u e an d c o de w i l l be re tu r ne d z e r o • 0 t h er w i s e , c o d e w i l l be 
either error_table_~no_prooerty or error_table_imatch_fait; if 
the property exists at all its value wi LL ~e returnerl. 

HCS_$LIST_PROP 

This entry obtains the whole property list for a segment. 

dcl hcs_'tlist_prop entry (:Jtr, ptr, fixed bin, fixed bin; 
fixed bin{35)); 

call hcs_$list_oroo {o, storace, Max, .a~1!Jal, (QQ~); 

The pointer 
this: 

"storage" coints t:> a block :>f soace declared like 

dcl 1 prop_list_retarray based (prop_list_retarrayo) aligned, 
2 room fixed bin<~S), 

2 us~d fixed binC35), 
2 data (1 refer <nrop_list_retarray.used)) fixerl bin; 

where "roo'll" is 
erty structures 
ti::> n: 

i:iput and "used" is outout. In this c;::>ace, proo­
·are packed, according to the fcllowinn declara-

dcl 1 pr::iperty_retvalue based {oroperty_retvaluep) alinnerJ, 
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2 name char<32), 
2 v l fi xerl h.i n, 
2 v a L u e c h a r ( 0 r P. f e r ( p r o p e r t y _ r e t v i'l I 'J e • v l ) ) , 
2 nextword fixe~ bin; 

If not enouG"h 
with a partial 

room is provided, an 
oroDPrty List. 

MODIFICATIONS TC STOTUS 

error code i s 

page 5 

returned alonq 

If a see]ment has properties, hcs_$status_lonq and 
hes $status for_backJl'.' retur'I a bit (1) flag whicr indicates that 
the propP.rty list is nonempty, for the convenience of t"1e hierar­
chy dur."per and the dir~info subsystem. 

Not many changes to the current system are necessary, since 
the property list is primarily desiqned f0r us<>r applications. 

co::. y 

The COPY commanG copies property l i st s when "-~ " is 
specified. 

BACKUP AND PELr~o 

The hierarchy 
Lists. 

rlumner and reloader du~p and reload oroperty 

SALVAGER 

1,1 hen a rl i rec t or y i s r e b u i I. t , t he P r o::i e rt y L i s t i s r e b u i l t • 
Threadinq errors are rPpaired arid untt-:r<>aded entries recovered ir 
the same way that naf'1eS are rescued. 

CO~P~DIR_INFO, SAVE_nIP INFO 

These tools save and check the property list. 

r4o new cor;i'T!ands are st rictlv reaui red by this facility, 
since the aoplications will pnvide whatever orooerty manipula­
tion functions t~ey need. However, a few system comm3nds may be 
useful for c.:ises 1..J~ere one is s~ttin:o uo a1 aonlication. 
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i\DD_PROPFRTY 

T~is com~and adds a na~ed property to a segment or directo-
ry. The st;:ir convention worL:s. 

GET_PROPFRTY 

Th e g e t _ n roper t y co r.i 'll and / 3 ct i v e f u n ct i on ob ta i n s the value 
of a single oroperty or the •..ihole the property list. 

qet_~roperty path -alt 

get_~roperty path oroperty_name 

The star convention is acce~ted. 

DELETF._PRO:>ERTY 

Th i s 
directory. 
deletes all 

co 'Tl man d de l e t e s a na med property frol"'l 
T~e control 

a seorrent or 

A 
below. 

St a r con v ~ n t ion w or ks. 
pro oe rt i P s. 

few oossible uses of the oroperty 

argurnerit "-all" 

list are described 

The "!lOSt imoortant use of the property list is in exten~iria 

t he r.~ u l t i cs s t o r a a e s y s t e m di r ec t ::> r y so t ha t c .::i t a l o g u e j a ta about 
segments car" be keot associater. with the segment. The ability to 
do this frees the subsystem which needs ::ine small dat.:i it<:>:T' 
maintained fro'" constructing a "parallel directory" with the 
at t en d a n t o r ob l e rn s o f a c c es s c 0'1 t r o l s i rn u la t i ".> n , s .3 l v ;:i 11 e , et c • 

C 0 ~; S I ST E ~-J T S Y S T E Y. 

The Cambridge Project's CMsisterit Systerr. wishes to record a 
"data tyne" for e.=ich segment cat al oaued by the system, so. that 
t h e d a t a - m a n i o u l a t i o -i o p e r a t i o'1 s d e f i n e d b y t r. e s y s t e l"I ~ a Y f i r c 
the inter~~l representati-0'1 ::if jat;:i sea~ents in the ~ultics stor­
age syste~. Currently this is =iccornplished ty 'T"aintaininc;i a 
tab.le with one entry fer each hr3nch in the directory, witli 
attendant overhead. gy using the prooerty list, the 

"consistent_syster!'" prooerty could he .used to store this informa­
tion. The Consisterit "yste~ is also a syste~ ".lt-ich unifies many 
statistical and riata-6rq;:iniz ing subsystems. If any of these 
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subsystems '1ei:>d a catalogue ite'TI rnaint3ine.::l, thP prooerty List 
can once again be used, without conflicthg with other apolica­
tions. An infor'Tlal registry of prooerty n3mes may turn out to be 
a useful idea in thP long run -- for a start, naming th 0 property 
after the subsystem should be a~equate. 

The orooerty list provirles the solution to a proble~ which 
arises whenever an application needs to deal with small amounts 
of data which should logically ~e a seoarate segment in order to 
take advantage of the Multics orotection mechanism. ~pplication 
designers are often relucta,t to waste 1~24 words of storage to 
store about ten words of actual data. 

The current confusinq 'Tless of delete com11ands, rename com-
mands, etc., one for each different rin·r1 subsysterl', could ~e 

cleanly fixeri by use of the orooerty l.ist. Rinq 1 data b~ses 

would obtain a nrooerty which told what subsystem ~anaged t~em, 
e.g.· "mhx". 1.Jsers·woul-::! th1>n use the re9•.1lar delete, renar!'e, and 
so forth: these ororirarrs \.IOU lri tie 011 the look:out for an error 
code ind i cat in g that ti.-: e s e g ~ e nt w a s =i ri i ri "er - r i n q s e ']~en t. New 
e n t r i e s i n t o r i n q 1 w o u l 1 ti e P r o v i rl e d f o de l e. t e , r en a m e , e t c • , 
and these entries \.loulri first qet the or::>Perty, ;;ind then rlispatch 
to the aporooriate s~bsysteM. 

This proposal could be implerrente::l without tf-ie property 
list, by peroetuating the current.crock of co'iing t!ie subsystem 
into a name suffil(. The same feature could be orovidet:! by addinq 
a n a t t r i b u t e o f a l l s e o rr e n t s , wli i c h i s u s e d on l y i n r i n g · 1 • 8 u t 
a9ain, the orooertv list provides an elegant and co'll::iact method 
o f a d d i n g a no t h e r f e ::;, t u r e t o t he s y s t e r:i • 

The conditional-set prir;ii tive can be use'."! to implement a new 
convention, the "court~sy lock convention." Commands "..Jhich r.onor 
t h i s · c o n v e n t i on w o u l d s e t t h e ""~ u l t i c s • c o u r t e s y _ l o ck " n r o per t y t o 
the Lock_id of the process. If e'ir.i, qedx, ;:irchive, etc. atl 
resp e ct e d th i s a r o o P. rt y, th en th e poss i bi l i t v o f two use rs 
editing the same SP.'.,l"'ent at one~ could be 'Tlinirnized. T'"1e editors 
could print a warnina if the oropE'rty could not be set, and con-
tinue anyho~ (since often the editors are used for interactive 
search), perhaps 1.;ith the "w" reauest disabled. Hicher-level 
process-coor1ination schemes, including a,alo1ues for notifica-
tion when a lock is unlocked, can ohviously be prooosed once the 
prop e rt y l i s t i s , n o L a c e: t he "'1 u l t i c s • c our t e s y _ \.J a !.: e" pro p e rt y 
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coul:i be set 
unlocl<'ing. 

to a l i st of 'llailboxes to send a 

Curre:itly the PL/I inout-output system cannot reliably 
determine.wrether a multisegnent file is of sequential or indexed 
organizati::in. The "Multics.3ttach_::lescription" property coulrl be 
standardized to co,tain an attach description adequate for 
attachinq the file reoresented by a branch. Thus, all the attri­
butes necessary for a file beco11!:" attributes of the file. We 

w o u l d t hen be ab l e t o i rr. p l e rn e rt 3 e r ri i e Gr e en b e r g ' s pro po s a l f or 
an at t r i but e me r q i n g s ch e 11 e s i mi la r to t h 3 t used h y 0 S I 3 60 , a n d 
be much closer to supoort of traditional commercial data 
processing. These chanqes woul-:! sinolify application pro9ramming 
by providing a higher degree of device independence. Since the 
b r a n c h m e r e l y r e p r e s e n t s 3 f i l e , o r o~ r am s c o u l d r e f e r P n c e 
zero-length seg~ents which carried attach descriotion orcperties 
referencing tape_ansi_ or taoe_ihm_, transnarent to the applica­
tion. 

The nulti-seament areJ ma,agement oroqrams used in the 
library ~aintenance software were concealing seg~ent numbers 
within the bit count of the =Jre::i segrients for a while. This 
problem was solved hy other conventions, but the oropPrty list 
would have been the natural way to provije storage for a small 
data item which could not be placed in th~ segment itself, but 
which had to be ac;socirited with the segment. 

When ahbrev rehashed the orofi le, the date for 
check_info_seqs uc;ed to qet destroyed. If the date •.Jere L:eot in 
t he "rii u l t i c s • c i s _ d a t e " pr o pe r t y o f t h P p r o f i l e , t h en 
check_info_seqs and abbrev would not rave to know of each others' 
existence. Furth~rmore, new applications which need a per-user 
data base could be written ~nd iebugged without the tem~tation to 
create yet another per-user seament. 

The GCOS simulator 
c;tore file attributes, 
GCOS pPr~issions, which 
separated from it. 

~nrl GTSS simulator neerl someplace to 
such ris password, blocking factor, ;ind 
can't go in the file and shoulrln't be 


