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UCTION

This document provides an overview of 3 pronnsed Nevice and
Volume Management Facility. Tt is an attemdt to describe the Ne-
vicze and Volume Management Facility in its ultimate form, an-
d0o2s not address either the questions of imdlementation detail nar
interim partial imolementation nof the Device and Volume “anane-
meat Facility needed to satisfy product calendar reauirements.
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The nroposed Device and Volume Management F3ycility nravides
a netaod for controllina, allocating, and accounting for:

') Devices such as tape Adrives, disk drives, printers, nunches,
card readers, MP(C's, Natwork pseudo-channels, terminal chan-
nels, and major svstem modules such as (PU's

?) 4Yedia ani other volumes such as tane reels, disk packs,
paper stocks, orint trains, Matwork hosts, ard storande svstenm
togical volumes,

The proposed Device and Volume Maragement Ffacilitvy oprovides
the following features:

1) Registration facilities fnr devices/media

2) Access control for devices/media

3) "edia verification facilities

4) Automatic runtime device/medium descrintion facilities
5) DdDynamic acquisitinn/release of devices/media

4) Nevice/media accounting facilities

Registration Eacgilities
o) Preregistration of devires and volumes

ALl controtltable devices and madia which are tn he available
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Mul tics Project working documentation, Nnt to he reornduced or
4distributad outside the Multics Project.
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tn any user must he nre-renistered nn the system by a site admin-
istrator. DRenistratinn is simoly the pracess of introducina
{makina known) the oxistence of a new device or volume tn the
system. The reaistration information will contain such specifi-
catinns as the physical location of the device or volume, an ATM
access class nr acress cliss bracket within s«hich the use of the
Aey ice nr volume is allowed, and certain attributes of the Aevice
or volume (which are described more fulty unier "Device and “Media
Nescription,’)

o! PCP Renistry

peaictratinn informatinn for all devices and volumes will he
stare+4 in a certral datahase in ring 1, and will he 3ccessihle tn
norma!l users only throuah controlling procedures in rina 1, Tvn-
5c3l items which are kent in this database include all the items
sudnlied at registration time, the accounting owner, (1) the
~nathname of the ACS, a DTY and DTM, a volume UID for the volume
{ymner mechanism, 3 user comment field, and sn on. Users will bne
allawed to alter a3 salected few 0of these items subject to these
intermediary modules, bevice and volume manaaqement will be ner-
frrmed in ring 1 hy the user's process according to information
stored in the Reajstry.

Ther> will be a separate Adatabase containing volume manaqe-

m2at narameters, This database will be iastalled in the manner
0f nther system “datahases (such as PDT's,) Tt will ccntain names
$ar 3l Ydevice and wvolume tvnes (e.q, "printar", "nzck",

"tanas_driye’) defined on the system, names for all the possihle
a*trinutes for each device or volume type (See Deyice gapd Media
Description), and ~ther dinformation about attributes needed ¢n
ner form attribute matchinn as described in a later section.

Access Contrel
b) Access tn device or volume via ACS segment

The access contrnl of all devices and volumes will »e compu-
ted using bnth the access on an Access Control Seqment (ACS) for

that ohiject and certain Limitina information kept in the Pegis-—
trv.

) Mathodoloay for NDetermining Access

The nathname nf the ACS for any aiven device or volume will
he contajined in thea Penistry, Access tn the device or volume
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(1) The "accnuntino owner” is the person why> gets charned a flat
rate every month or so for the nrivilege »f having the resource
(2.1, one of the site's tane slots) feor his exclusive use.
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rearesentad bv the ACS will he comnuted sartly from the ACL  and
ring brackets of the ACS. (If no ACS existss, the default ACL is
"roew" to the accounting owner.) The allowable 2TV class nr range
miust be factored in also’ however, because *he AIM class of an
ACS which is in the control nf a user can ne changed at will hy
deleting and re-creating the ACS, it cannot be trusted. There-
fore, the Reoistry will contain the AIM class or ranne which is
apd>licahle to the Adevice or volume,

Yaving read and write effective access (after rina brackets
and AIM  haye been factored in) onm the ACS will mean the ohvious
thinas with respect to the device or volume, There do nnt seem
to be any reasons why a user should have to have write as well as
read to a volume to mount it for read-onlv’ however, if a Adevice
is in a less secure rooms, secure information can he transmitted
to wunauthorized onlookers via odd methods such as tanme or head
mot ion if we atlow this generality for devices as we'l, There-
fore, a user will still require "ru" =ffective access on a device
ta assign it tn 3 nrocess.

Executive {("e") access to the ACS confars on the pnnssessor
tha power to alter certain selected attrinutes nf the HAeavice or
valume (more on attrijbutes later.)

o) AIM considerations

Recause of the requirement that ohjects be ahle tn carrv 2
raange 0f potential AIM access classes rather than a sinagle access
class, certain other restrictinns are nec2ssary to prevent ncom-
nramise of data within any such bracket when usina 3 volume a< an
intermediate reovository for the information, Wwhen a3 uyser dynam-=
ically acnuires (1) a resources, his current 21" class is noted in
ths registry and hecomes the current AIM class of the resource
for the duration of the acouisition, This attribute prevents 2
orocess from writing secure data onto a volume at the hiagh end of
the potential AIM hracket, then logaing in at the Llow eni and
rezdinn the data back in., The only case in whichk the current AT
ctass information on a volume will instead he allowed to be an
AT¥ range is if the volume is a storaqge system physical volume,
for Which the storane system provides th? nroper 2IM protection,
Devices which are not dynamically acquirahle (for instance, the
accounting owner of most tane drives will »ne the Tnitializer for
accnrunting purposes) the current AI™ class information may 3ltsn
hWe 3 rangqge. ‘

o) Protection for "discarded” data

(1) The wnhrd "acouisition” is used to distinouish bhetween con-
tracting with the system to become the accountinia awner nof 3 re-
sources, and "assignment", which is a quarantee to the exclusive
ahility to physically use a resource for a oloeck ~f time.
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A nntificatinn will occur whenever a volume is released (the
Annnsite nf acauired) that will inform the operataor of that fact,
57 that the volume =ay be denaussed. An naption will he oprovided
that  will Lrck all released volumes in an unavailahle state so
that thev may not he automatically acauired by any other user
unt il t he aneratnr has explicitly indicated that the volumes are
raydy tn re-enter the free npool.

ma31i3 VYerificatinn Facilities
o) Lahel chackinag

A1l mediz will be checked for tabelss, including media which
are "known" tn he unlabeled, This tabel ch2cking is for the our-
pase of detertina mnunts of incorrect volumes. Labhel matchino,
verificatien, and authentication facilities will be very similar
tn thase currantlv nrovided in MRA,.0D,

~ Manyal label authentication

The site should he ahle to snecify that every lahel mismatch
aut hentication must be explicitly typed (.=, an authenticatinn
of "axx" 311 not he permitted.)

) “andatory lLlahel tvpes

A cite should he 3hle to renqister volumes with mandatory
labal tvoes, Althounh it mav not he possible to prevent a Aeter-
mined user fram creatina arhitrary lLabels on 1/0 volumes, once he
hag Anne 50 the volume will hecnme imnnssible to re-mount, For
instance, 3 site may chonse (fnr security ourposes) not tn regis-
ter 3ny vnlume ywith 3 nntential attribute of "unlabeled', - Rlsop,
a wvolume executiva may set one of the2 potential label attributes
as current and nrntected (as explained belos), forcina all use of
hig volume to he narformed in that mo-de,
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Yedia Rescrintion
3 Patantial attrihutes of a device sr volume

The site administrator will be 3kble to specify devices and
vol ymes as nossessing a set of potential attributes., These at-
tributes may describe nhvsical nroperties gf a device nr volume
(suck as certified to 67250 B3PI, or mountable on an MSU450), log-
ical nronartias (=iych as laheled in ANSI format, 5r storage sys-
temn nackd, or connectability (accepts removable nrint trains,)
An item such as 3 charae—-type for accountingy purnoses, although
inc luded i~ the Reqistry, is nnt considered an attribute, For
instance, the administrator can snecify that a certain bhlock of
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tabes can he recorded at 556, SNN, and 1500 2PT, hut nnt 4250
ROT ., Most common and useful attributes will have svstem—Adsfined
nanes, However, sites cans, if they chnoses, extend the attrihute
set in a tahular manner. For instance, a site conuld define hoth
tisces and drives with the attribute "building_3", and reauire
that any reel with that attrihute he mrunted 5n a drive alen ros-
seasina that attribute (more on attribute matchina, bhelow.)

o} Groupina of attributes

Certain mutually-exclusive notential attributes will the
qrouped, such that turning anv one of the g3roun non causes the
othears tao he turned off (e.3. S556R8P1, 8NNRPI, and 1600R8PI.) The
site administrator may define the arousinas as desired, The
araupings Wwill then be largely transparent to the oneratinn nf
the mechanism, exceont that they will remain exclusive,

n Syntax of attributes

These attributes Wwill appear tn the user very much Like ter-
mival "mondes", and the syntax for printing sr chanaina them will
he similar, This will eliminate the current nraohlem of havina to
rejister a new control arjument for every snaecial feature rf any
davice which the user must be allowed tn snacifv.

o) Current attributes of a Aesvice or volume

Any user with "ry" effective access to a device oar volume
Wwill have the ability to set any nf these prtential attributes as

current attributes, ITn some casess I/D modules may Ao this im-
nlicitly for the user; or the user can exolicitly snecify ney
rurrent attributes. For exampls, the usar may specifv thar he

now wishes to use his tape as a sevan-track tane,
o) Protected attributes of a device 2r volume

The device or volume executive will have the ahility t» set
anv of the current attributes as orotected 3ttrihutes, 1€ 3an 3t-
tribute 1is not protected, 1/0 modules and sther proarams will be
able to implicitly change that attribute. T ¢ it is nrotected,
exdlicit wuser action (by a user possessing executive permission)
must occur to chanae the state of that attribute, Far instance,
if a tape has the seven-track attrihute current and an attemot is
matie tn mount the tape on a nine-track drive, some (currently un-
specified) intermediary procedure will attennt tn set the tape's
nite-track attribute. If the seven—-track 3ttribute was not pro-
treteds, it witl succeed. If it was nrotescted, a Adiannostic will
ho nrinted and the mount will fail,

o} Attribhute matching hetuyren devices and volumes

The admninistrator will also have tha anility of soecifving
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which nf the current attrihutes of a volume renuire a1 matchinn
attritute in the fescrintian of a device hefore that volume may
hn maogntad an that device. For instance, ha can specify that any
t1vr with the <ceven-track Aattrihute currently active must ha
magnted on A seven~track tane 4rive. This a0t only catches Ade-
vice/vntume mismatches, but for example allnuws the pronnsed resg-
ervitinn mechanism to realize that a wuser reserving a norivate
4iak logical volume consisting of two nhysical oacks also re-
quires two spindles nf the rinht model which are allocated to
starite system use (rather than T/0 use,)

Dvaamig¢ Agauisition

“utomated media acquisition should he opossible. That is,
rathar than havinn a3 system administrator intervene whenever a
us2r wishes tn acruire a volume (or release 2ned), a user should
he ahle tn reguest a volume Airectlty from the system, The user
may sd2ecify in which directory the ACS will be found (it will not
be qutomatically ecreated.) The user may additionally specify at-
tributes which the volume chosen must nossess (e.q.r, "Assian me a
tas~ which is certified to 4250 BPI_ ") Sites should be ahle tn
sn3hla or disahle this facility as they choose, as well as to
limit this facility tn certain grouos of wusers while denying
Nnthars, The acquisition nprocess may also »e nerformed at reais-
tration time hy the site administrator., This ensures that system
teoa drives cannot he Adynamically acquired, and allows for
arrangements bhetwaen the site and a user grnun such that a flat
rate ner month may he n23id for the privileqe nf aquaranteed ex-
clisive use of a “device such as a disk drive,

Acgountirn Facilities

Trhe Nevice and Vnlume Managqement Facility must be ahle to
aianly accounting information concerning 3ll events which could
ootentially bhe viewed Hhv a site as heing auditable or hillable,.
Examnles  would be volume acauisition, release, label mismatch,
attemayts tn use inaccessible volumes, mounts, device assignments,
3nd davice 3ssignment durations. Auditing and security irforma-
tion would ne Llnaned usinag current facilities, Accounting infor-
mat ion woutA be transmitted to tha Initializer as each hillable
evant occurses via the TPL mechanism, The Initializer will charae
for these syents according to =ite-defined narameters,

Also important is that the facility he able to handle, in an
efficient minner, requ2sts from users to list all their acauired
volumes and devicess as well as requests from nroject adminis-
tratars and real-time renquests from systen administrators and
tunrers, for the same type of information.



