PC - Roach

Multics Techrical Bulletin MTB~-327
~ Tot Distribution
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Subject! ODOlrectory Checking and Salvaging

Thlis MTB descrilbes the syntatic checks on dlrectory
structure to be made by the proposed new hlerarchy salvager,
This is one of two MTBs on the proposed salvager. A later MTB
will describe the salvager control structure and general
organization. The requlrements for salvajlrg a dlrectory can be
broken into two goaist

1. Make the dlirectory usaple. All entries In the directory must
be flxea or deleted. All checks that the system makes or
~relies on must be made., For exampley backup checks Inltlal
ACL'sy and append relies on the hash table, so the salvager
should check these values for consistency.

2 Compact the directory.

‘ A directory has a fixed header foliowed by an area. (This
area has a special format that ls managed by fs_alloc). At
intormation about the cirectory as well as [ts ertry name bhash

table s allocated In blocks In this aresa. The word entry has
been used to mean a block of [nformatlon In the area (le., ACL
entry, name entry) as well as [ts more widely used meaning to
describe an oblect <cataloged In a directory (segment, {ink,
directoryl). To avolid this confilict the word block wllil be used
to cescrilbe the informatlon in the dlrectory area anc the word
entry will be used for oblects cataloged by a directory.

The dlrectory is organized with chalns of the same type of
block f(le. 1Initlal ACL <chain). Each chain is doubly threaded
with pointers to the beginning and end of the chains bejng kept
In the header, Total counts for the chalns are also kept [In the
neader.

Each block of information has the followlng form?

{ next_bilock { previous_block {
! type ' i size !
! (Irformatlon) H
! checksum H
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{ owner 1

next_block relatjive polnter to the next block in thls
chaln
(Zero indicates the end of the chaln)

previous_block retative pointer to the oprevlious block 1In
thls chaln,
(Zero indicates the start of the chain)

type a rumber from 1 to 11 Indicating the type of
block.

information the actual information used by dlrectory
cortrol,

checksum olanned for future implementatl]lon

owner the UID of the owner of this block, For

entrles, access names, Inltlal ACL's and the
nash table the owner [s the UID of the
dlrectory. For names and ACL®'s the cwner Is
the UID of its entry.

The syntactic processing of each directory conslsts of three

consecutive passes each of which ls dependent on the success of
the previous pass. They are?

1.

Checklng the directorye. The satvager "walks"™ the chalns for
the dlfferent types of informatlon blocks and makaes
consistency checkse

Rebuilding the directory,. If ar error was detectead [n the
checking mode, then a new copy of the directory (s created
Juysing onity the conslstent biocks of Informatiorn from the old
directory, Ir tre worst case of a bad header, this would
cause an empty directory., This differs from the c¢cld salvager
whlch deleted those directorles wlth bad headers.

Recovering I|lost [ltems. If losses of Information were
detectez during the flrst passs then a search [s made for
blocks that are In the dlrectory, but are not reachabte by a
chain due to destruction of the forward and backward chain,

y)
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CHECKING THE DIRECTORY

The salvager checks the header and walks the c¢chains usling
intormation from the header. It dupllcates the checks made by
dlrectory controly, checks data bases ¢that are reiled on by
directory control and makes some addlitlonal conslistency tests to
make salvaging more ref.able.

In additlon to checking the consistency of each block, the
salvager also keeps track of the space used by all blocks. This
is used to detect chalrs whlch loop back on themselves and to
detect invalid chaln threads. These bad threads car be caused by
an out of date page of the directory {one that was not updated
afte~ a change was made due to a system crash). The salvager
checks the chaln polnters, type, size and owner, If all these
fields are valid and tre space is free then fthe space occupled by
the block [s marked as used. The first valld btock clalms the
space.,

Another check ftor the validity of the chaln threads Is made
by comparing the block extents agalnst the size of the alrectory.
The npumber of words used by the directory is given inp the area
header. This fleid Is assumed correct [f |t [Is consistent with
the number of pages useq by the dlirectory.

The salvager checks and rebuilds directorjies in a fixed
ordert

1. header and area header

2e hash tabtle

3. access name chains for person names and orolect names

bae entry chain (segments, ‘linkss directorjes). The chaln of
names and the chain of ACL"s for each entry are checked
as the entry ls processed.

5. Initiai ACL chalns for segments and dlrectorles for each
ring.

This order lIs wused for convenience In checking ard to
achieve the correct order in the case of a rebulld. (The hash
tabile ls referenced most nften and shouid be at the beginring of
the directory for the rebulld case. Initlat ACL's shouild be at
the end since they are referenced the least often, The access
names have to be chacked before the entry chaln which wlll refer
pack to them.)

The salvager verifies each block ot Informatlon wuslng two

tevetls of checks. The ftlrst set of checks determlines the
vatidity of the structure of the bl ock. These checks are the
same for all types ot blocks. The second set of checks Insures

that the informatlon within the block s olauslibile, These checks
are speclific to the type of blocks If an error s detected [n



Page &4 MTB=-327

elther casey the salvager normally swltches from checking mode to
rebuitltd mode. In the foltlowing listy the action taken by the
salvager 1f the check falls Is glven In brackets.

Structure Checks?
1+ The block [s within the directory.
{the Dlock Is ignored and the space is not marked used)
2o The block does not overlap storage already marked as used
by previous blocks,

{the block is ignored and the space ]s not marked used]

3. The owner flelc matches the one speclfied.
[the block is ignored and the space s rot marked used)

4. The type found [s compatlble with the type expected,
[item Is corrected)

5. The size field l§ correct for the type.
{item ls corrected]

De The back relative polnter ls correct.
{item [s correctedl

Informatiorn Plausibillity Checkst

HEADER
versjlion_number Must be the correct value,
{item is corrected]
arearp Must have the value expected.,
[item ls corrected}
all totals In the header

As the salvager checks the directory, It keeps a count
of the number of blocks found.,. After every block has
been wverified, It compares those counts to the totals
ir the directory header.

segment counrt

girectory count

tink count

ACL count

initlal ACL counts for segments and dlrectories for
rings 1 to 7
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AREA

HASH

P3ge 5

The followlng flelds are compared to values supplied by
the caller (which gets the information from the branch).
If the comparison fajlss, a rebulld occurs and the
supplied wvalues are used. These checks are optlcnal! so
that the directory checker procedure can be usec by the
retriever whicrk doesn’t have this Informatlon avallable,.

access_class security attr ibutes of directory

pvid physical volume ldentitier

sons_1vlid ltogical volume laentlifler for
segments contained In this

directory

vtocx vtoc entry index of the directory
master_dir_uld UID of superlor master dlrectory
tree_depth number of levels from root of tris

directory

HEADER

The area fteader must contaln the expected values for the
maximum airectory size anid the list of sizes permitted
for allocation.

TABLE

The salvager lcops through the hash table, For each
index In the hash table, It follows the chaln of all
names that hashed to that index. Fach address In the

hash <chaln must opolnt to a name block.,. The hash [ndex
within the name biock must match the Index of the hash
table belng checked.

ACCESS HNAME

ASCII The name must contaln only ASCII characters.
[block s deleted]
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DIRECTORY 3RANCH

LINK

pers_rp

prol_rpe

tag

bs

airsw

pvid

nnhames
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If a person name relat]lve polnter iIs
nor-zeros It must specify an access name
biock within the directory.

{block ls deletedl]

Same as pers_rp for the relative polnter 1o
the project name.

The two high order blts of the tag must be

Zeroe
{block s deleted]

Branch switch must be on.
(ltem ls corrected]

Directory switch must be on,
[item 1s corrected]

Must not be zero,

The number of names must be greater than 0.
{a unique name ls supptled]

muttipie_class (AIM)

dtd

dtem

1381]

bs

It the multiple_class switch lIs set, the the
access class must be greater or equal to the
parent, [the securlty out of service blt Is
set,]

Must be eariler than salvage time,
(item [s set to tlime salvaged]

Must be earliler than salvage time.
{ltem ls set to tlime salvaged)

Must be withln the expected value. {Since
UIDs are a function of time only values
between some flxed early date ard the time of
salvage are valid.)
{block is deleted]l

The pbranch switch must be off.,
{ltem s corrected)
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pathname_size

nnames

dtd

dtem

ENTRY NAME
ASCII

SEGMENT BRANCH
bs

dirsw

pvid

nnames

The pathname_size must flt in the Dblock and
be no larger than the max{imum size.
[iltem [s corrected)

The number of names must be greater than {.
[a uniqgue rame s supplled]

Must be earlier tham salvage tire.
{item |ls set to time salvagedl

Must be earller than saivage time.
{item (s séet to time salvaged]

The name must contain only ASCII characters
{block {s deleted)

The branch switch must be set.
{item ls corrected]

The directory swltch must be off.
[ltem ls corrected)

Must not be zero.

The number of names must be greater than (.
{a unlque name [s suppl led]

mul tiple_class (AIM)

dtd

dtem

UIo

It the bit is set, the segment must have
access greater than the parent. Otherwlise
the segment must be equal to parent.

[the out of service bit s set.]

Must be earlier than salvage tire.
{item [s set to tlme salvaged]

Must pe earller than salvage t]lme.
[item [s set to time salvaged]

Must be wlithln the expected value.
(block [s deleted]
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REBUILDING

When an error is cetected In the checklng passs the salvager
normally switches to trhre rebuitd mode., (This does not happen |t
the salvager ls beirg run [n check only mode.) In the rebulld
mode a copy of the directory Is created by using the valld blocks
of Information from the old dlrectory. 1If an uncorrectable error
Is found ir the structure of a blocky then no Information from
that block will be used Inciluding the forward chain thread. In
thls case the tail pointer for the chaln ls used to "walk™ the
chain backward so that the rest of the blocks of Information can
be recovered,

SEARCH FOR MISSING INFORMATION

Thls part of the salvager s used only |f losses ot
Information are detected during the check/rebulld pass. A loss
could be detected In two ways? the vatue of a total count [n the
header was not equal to the number of ltems founds or 1t was not
possible to reach all biocks of Information on a chaln usling both
the forward and backward threads.

The salvager has alr2ady marked the space that is occuplied
by valid blocks.,. It Joops through the directory area free chain
and marks the blocks that have been released, At thls pointy, 1In
a wvalld directory, alli the space would be marked as used. It
there 1Is any space left that is not marked used, the salvager
fries to recover the missing blocks wWwithln that space.

It loops through the unused space looking for a word that
has one of the valid type and size combinatlons. If the entlire
block specifled by the slze lIs unusedy then the salvager applles
the same structure and plauslbility checks mentloned above. The
biock must be valid =-- no corrections wlll be made In thls opass.
If the block 1s valldy 1t Is threaded onto the proper chaln in
the repuiltt directory. ACL®*s and ACL names cannot be recovered
In thls way slnce the order and completeress of an ACL Is
crltical to access protectlon,
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The followln3i options can be specifled to modlfy the default
action described above.

rebuiildg

compact

check

debug

Rebulld the directory In all cases. This can be wused
when the caller knows a3 rebulid wlll be required. For
example, the onllne salvager would always sopeclfy
rebul 'd-

Force a repujild of the directory, |f one or more pages
can be freed. The procedure sums the blcck sizes on
the dlrectory area free tist to determirne the amount of
storage that will be freed.,

Make all checks and |03 any error messagesy but oo not
rebulild the dlirectory. This can be used for testing
puUrpoSesS.

Cause additional error messages %Yo be logged.



