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Sublect: New Access Control Rules

INIRQDUCTION

MTB-29€ proposed the Introductlon of a new attrlbute, the
owner of a dlrectory. It was thren observed that a generalizatlion
of thls concept solved another probliem which we rave rac since
the beginnlngt that of the over-powerfut adminlstrator.

The hlerarchlcal crganlzation ¢f the Multlcs storage sSystem
prcvides a method of delegating responslibllilty for resource
management to successlve layers of adminlstrators and
sub-administratorse. But although an adminlstrator may bPave
responsiblllty for managing a block of storage resources, the
adminlstrator may not have the rlilght to lnspect all the data
stored In these rescurces., In the current system, a8 user who has
modlfy access on a dlrectory has potentlal access to every branch
Inferlor to the dlrectory, and cannot be nrevented fror forclng
access.

This memorandum proposes a new branch attribute, “private,"
and a new ACL mcdes "0+ ("owrer™) for both segmerts and
dlrectoriesy and a nrew branch attrlbutey, “prlvate-ok,"” for
directorles. Pr lvate segments and directorles cannot have thelir
access forced by an adminlstrator wlth access furtrer up?s only a
user wlth "0 access to a prlvate branch may modify lts ACL.

Some administrators may lecitlrately own the dsta belonging
to thelr subordinates., Indeedy, some sites may flnc trat the
posslbiilty of users sequestering Information from the corputer
system management wculc Interfere with the mlssion c¢cf the system,
Therefore, the ablilty tc make a branch "™prlvate”™ |Is a orivltege
which need not be propagated downward In the hlerarchy.,

EROPQIAL

In order to change the ACL of &8 non-prlvate branch, the user
process must have modlfy access to the contalning dlrectcry or
have “o" effectlve access to the branch,

In order to charge the ACL of a2 prlvate branch, the wuser
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process must have c" effective access to the branchr.

A branch can be made crlvate by a process wlth m to the

parent dlrectory only 1f It Is "prlvate-ok."™

A branch can bte made prlvate-ok by a process wlth “m" to the
parent dlrectory cniy [t its parert directory 1is orlvate-ok,
Thusy If a slte coes nct wlsh tc have any prlvate segments or
dlrectorles, It does not make project dlrectorles orivate-ck. It
a oroject administrator wishres to be able to force access to a
particular user®s storage, he does rot make that user's dlrectory
prilvate-ok,

Private subftrees may be deleted by means ot
hes_t$del_dlr_tree, bty a user who has modlfy access to the
directory which contalrs the subtree,

CONSEQUENCES

Dlrectory control prirltlves must check that tte ACL for a
orivate ob)ect contalns at t(teast one “o" entry, and reject
operatlons which would c¢create a tranch whose ACL canrot be
mocltled.

Speclal privileged operatlons wlil be made avallable toc the
administrative utjitlty oprograms <so that they may sweep a disk
storage hlerarchy for the purpose of wvislting aquota celts,
wlithout requiring any kird of accesse. This change wil! vastiy
Ilmprove the speed ard slimclliclty of the disk storace parts of the
crank,

Simllar special orimltives will be provided for the support
of statistlcal programs such as sweep_dlsk_.

A "locksmlth™ functlor will be avallable for tre cases where
a prlvate branch has no "o*" term In {ts ACL, or where tre ™o
term names a perscn no longer at the s]lte. Thls witil be

Implemented as a tlghrly=-priv] teged operation whlchk turns off the
private attrlbute for a branch and 10gs a message saying 1t did

350, The primitive wnill send mall tc¢c all users wlith "0o"™ access to
the brarchey by golng through ring 1.

The satvager will be modlfled to check for lInconslstencles
between prlvate and private-ok, and to repalr them by turrlng off
private, The same actlon wlll be taken for porlvate oblects wlth
no "o'" term In their ACL.

For a orlvate brarchy one can cetermine the set of users who
have access to [t by examinlng the branchk ACL o¢oriy,. Varlous
programs may have to be modlfled to operate correctly when trey
encounter a prlvate objlect: for exzmple, the delete_dlr ccmmand,
whlch attempts to force access 1o a branch In order to delete [t,

‘\
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must be modlfled to use del_dir_tree.

APPLICATIONS

In addition t¢c the Increase [n convenlence provided by the
new rule, there witl be ar opportun]lty to make severatl useful
extenslons to the surervisor and adrmlnlstrative ©orocedures. As

mentioned In MTRB=28g, varjous system messages opertalring to
dlrectorles can be crarged to lrdlicate the nrame or rames of users
wlth o' access (1f any). These messages can be placed [In the
SYSERR 1o0g ard mallec to users by a program runnirg ln the crank.

Since 1t wll!l be qulte rare that any user otrer than one
with *o0* access charges the ACL of a (non-prlvate) dlrectory,
such changes wlll be audlted Irn the SYSERR 1og. The program
rurning as part of the crank wlll nctify users with "o* access of
these ACL changes alsoc. The create_dir command wll! be moalfled

to give the creator ¢f a directory *"o"™ accesse.

POSSIBLE CALLING SEGUENCES

dct hes_tSallow_prilvate entry (char (*), char (*),
fixed bin (3%S))3

call hcs_3allow_crlvate (dn, eny ecl?

This call turns on the private-ok flag for a dlirectorye.

dct hcs_g$make_prlvate entry (char (*), char (*),
fixed bin (3%))3

call hcs_g$make_prlvate (dn, en, ec);

Thls call makes a segment cr directory private. Ar error is
Indlcated It the ACL of trhre branch rtas no “o" terms.,
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dc!l hphcs_$tlst_quotas entry (char (*), char (*),
ptry ftixed bin, fixed bln (3%8))3

call hohcs_giist_gquotas (dn, en, addr (data), n, ec);

dclt 1 data atlgnecd,
2 verslon flxed bin,
2 dirs (n),
3 primary_rame char (32),
3 quota fixed bln (35),
3 used fixed bln (35),
3 trp fixec bin (71)3%

Thls call Is wusec by the accounting system +to 1ist the
subdlrectorles of a directory, with tbhelr guotas.

dcl ringi_admin_greset_orlvate entry (char (*)y char (*}),
fixed biln (35))2

call ringl_admin_3reset_private {(dn, eny ec)?
This call Is the ™locksmlth*™ operation. It enters ring 1 and
serds mall to alt onners before caliing

adrln_gate_s$reset_prlvate,



