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Sublectt Protected Flles

INTRQDUCTION

Thls memorandun descrlbes a newn [tem, the “protectec tlle,™
whlch can be lrplermented wlth nmrodest eftfort. The [mpcecrtant
characteristics of prrotected flles (pfites) aret

o The flle s organlzed Into records.
0o Per-record and per=-fleid access control Is orovlided.

o The flte ras keyed organlzation.

0o Operations on the fiite are compatlble wlth those
allowed by the vflie_ module.

Ptlles are Implemented as rlng-1 segments.
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IMPLEMENTATION

The actual operations on pflies are done by the standard
vflle_ module runring Ir ring 1. A special sptlicing mccute s
Interposed In the lcoath to tre vflte_ attachment to perform the
per-record access crhecking lrterpretjively. Thls proaram and the
vflle_ IOCB reslde [r ring 1 In crder to protect them from
Interference.

Tre pflie_ I/0 mocule could [tself be a gate? but 1t is
more general to altiow pfile_ to run In any ring anc to corstruct
a cross-ring synorym attacrment from the user ring to ring 1.
Such a faclllty has been provlded for In the desligr of lox_, and
has been deslired In order to simpllfy the I/0 environment of the
Initlallzer process?! by Imclementing It now we provide the bases
for additlonal system [Improvements,

Access Coptrol on Eagh Regord

The most naturzl method of per-record access control for
Multics wusers Is ar access control list. FEach record In a ptile
has i1ts own ACL, corslsting of palrs of access name ard mcde In
the standard fashlor, The modes whlich can be speclfled for oflle
records are different from those oprovided for other system
objectst Instead of single blts inclcating permlssior to execute
certaln functlons, the modes wlil ccnsist of masks whlch defline
the readable and wrlteable flelds of the record,

For example, a record In a personnel file migtrt look llke
thist
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The r*s and w®'s showr above Indlcate hypothetlicat fle!d access
controls for two dlfferent modes,y, A and 8.

A control operstlon allows the user to deflne new modes,
whlch may then be used In ACL entries In the pflle. Each mode
has a symboilc name, ar ACL propoagstion blty and a pair of fleld
speclflcatlons.

The ftleld specltlicaticn describes the record as a blt
string. Fach ftleld (s specliflec by lts otfset from the beglnning
of the record, and lts length., Ffor each fleldy the user may bhave
read permission and/or write permlssion. The descriotion of the
record Is used to generate two maskst a3 read mask and an uodate
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mask., When the user reads a record, thosa flelds he does not
have read access to are returned 2zero. Wher the user upcates a
record, any fleids te does not have permisslion tc wrlte wlll
retaln thelr oid values,

The ACL propagatlon blt In eact mode controls whether a user
may add ACL terms to the ACL of a record. It this bl?* ls OQOFF,
the wuser may not crange the ACL. It the bit ls ONy the user may
add acl terms) but re may not use modes whlch provlde access he
does not have himself.

Access 1o _the Whole Flle

The pflle [tself wltll have an extended ACL oprovidlrge the
tollowlng modes to the file as a whole?

o open
| 1ist
m modlfty

These modes may be thought of as moces to the flle Index.

Open access ls requlred In order to make any use of the
pflle,

LIst access allows a user to list all the kevs !n the flle
or to read the file seguentially,

Modlfy access perm]lts the user to add or delete records, and
to change aill ACL*s. '

Flle Structure

The per-record ACL s polnted to by a record extersion at
the end of eact record. The ccflle_ portlorn of the record
extenslon wl!!l have only a locator value which flpnds some space
altocated In the vflle_ which 1ls cart of no record. The ACL Is
stored in a manner slellar to that wused by directory ccnrntrol?
that 1sy ACL elemerts wlll conslist of relatlve polrters to names
Wwhlch are separately allocated. The ACL wili also contalr a
polnter to a mode deflniticrn structure which Is alsc alloceated.

Control QOperations

The pflle_ module wWlll accept several speclalt ccecntrol
operatlons to manage the access contro! features.

create mcce Thils operation defines a new mode
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1lst modes Thls operatior tists the deflred modes

add ACL ertry Thrls operatlon adds an entry to tre ACL
of the current record

delete ACL ertry This operatlon deletes zn entry from
the ACL of the current record

1ist ACL This operatlor {(lsts the ACL of the current
records.

set [nlitlal ACL Thls opneratlon defires the Inlitlal
record ACL whlch wlil be used when a record
Ils appended to the nflle.,

These controtl operaticns wll! be avallable as cormands through
the locall command.

Commands

We will need to have commands to support ofiles Just like
the commands for rmallboxes and message segments.

ptite_add_nrame
pflle_create
pflle_delete
pflle_delete_ac|
ptilte_delete_name
pflile_Ilst_acl
oflle_renare
pflle_set_acl
pftlle_set_max_Jlencth

alsoy, we will neec¢ ccmmands whlch deal wlth the vflie_ structure
of the pfltle

pftlie_adiust
pfile_status

and the name sufflx ".,pflle” must be recognized by varlous
servilce routines such as delete_.

Applications

Several usetful appllicatlons car be ervislonsed for rpflles.
A few of these are cescribed briefly belowu,

o Database manrager. The database manager needs per-fleld
securlty, ccrtrolied by a set of database acgministrators.
Let these adrlnlstrators have modify permlsslon o¢on the

ﬂ
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file, anrd let them deflne modes for each record as
necessary, wittout uslng the ACL propagation blt,

o Mall table. The administrative package <c¢c&n provide a
per-system pubillc pflle which has a record for each user
of the system, These records would provide the user's
mallibox patrrame, dprint banner, offlce malting acdress,
etcs The user would have the abliity to modify any fleld
Iin his reccrdy and to set the ACL of hls reccrd to
anything he wanted.

o TYax records. A more complicated example woutd be the use
of pfiles to store tax records. The taxcayer®s records
wouid be wrlteatle cnily by tre revenue servl]ce. Most of
the record wculd be readable by the taxpayer, although the
recorcs of aucits, for exampley, might be unavallabie to
hime The taxpaver,y, In turn, mlght wlsh to allcw his
attorney to see some portlon of the tax return. If the
taxpvayer has the ACL propagation blit ON for his tax

records, he may glve hls attorney access to all ot the
record excert that opart unavallable to the taxpaver
himself, The attorney mlght wlsh to consult a tax

speclallsts If the taxpayer gives the attorney tre ACL
propagatior blit, the attorney may provide access to the
tax speclatist wlthout bothering the taxpaver.

Euture Extenslons
AIM access could be [nterpretec on a per~recorc basls. The
inltiat Implementatlor will rnot provlide such a facltity, beacuse

notody has come up wlth a use for [t.

Other access cortrol prescripts could also be [mplemented
for the records o¢f a pflles such as per-record passwords. The
Inltial implementatiaon will not provide these eltrer, but the
code will be wrltter so trat experiments and new features can be
added later. '



