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To: Distribution
From? Te Hoa Van Vieck
DJate! December 34 19376

Subjectt Unattended Oreratlion ot Multics - Part 11

This memorandum describes the detalled plan for unattended
operation of Multlics.

QVERVIEH

MTB=152 describaed tha basic plan for unattended operatlion,
whlich provlded for a ™"flagbox™ accesslble +to both B0OS and

Multicss consisiting of 36 one-blt swltches. s actually
Implemented, the flagbox Is a 16-word segment when viewed from
Multtlcs and 3 region of the toehold as seen from B80S in

addition to the saltches 1t contains data [tems such as the
hardcore DBR value which 30S uses for dumping Multlcs.

Elag_Usage

The set_flagbox command and the gJet_flagbox command/active
functlon are used to get and set the flags In the toehold whlle
Multics ls operating. Three flags rave preasslianed meanings and
are known by keywords In these commands?

1. auto_reboot - TRUE [t the system ls to attempt to reboot
itself after |t nas crashed.

~n
L]

booting - TRUE during bootipoad. It ls turned off at the
ena of part 3 of system_start_up.ecs when bootioad is
over. This fiag prevents tha system from tooping
attempting to reboot [If it crashes defore [t comes up.

4s rebooted - TRUE 1f the system has rebooted as a result of
automatic operatlon.

5. Unattended - TRUE [f the system s not attended by an
operator,

Mul;lcs ProT;cf internal workilng documentation. Not to Dbe
reproduced or distributed outslde the Multlcs Protlect.
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In adiltiony, the RTB flag may be testead; It may have one of the
values

MANUAL marual XED 4000
CRASH system crash

SHUT normal shutdouan

CALL operator call to B80S

and the SSENB flag m3ay also be tested to see i1t the storage
system has been enabled.

QPERATIONAL_INSTRUCTIONS

The Ilmportant difference between the old and new way of
rynning the system s that the system may be operated in several
new nodes?

automatic or marual
unattended or attanded

The otd way of dolng things corresponds to manual, attended
operatjion.,

In automatic mode, the system wlll take a dump and reboot |f
It crashes., In manusl mod €, the dump may or may not be
automatic, but the systam won't reboot without poslitlive operator
Inst~uctlons.,.

In unattended mode, the system assumes that no tape mount
requests can be honoredc.

Chanaina_Modes

The operator may turn on automatic mode as opart of the
bootlcad processe. To do thisy he Invokes the AUTO runcom Instead
of typlng BOOT.,

It automatic mole was set by the use of AUYTO, the operator
may turn off automatic mode wlth the command

x auto off
and may re-enable it with the command
x auto on

but if AUTO was not used to boot the system, typing "x auto on
will have no effect.
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Setting Unattendad Made

4 new system function wlil be provided In admln.ec so that
tre operator can convanlently set the system Into unattended
modce. Typing

x unattend
wlill Invoke the following stepst

sc_command deldev tape_(01 (2 03 04 05 C6 07 18)
sc_command word togln Unattended service
set_flagbox unattended true

sat_f lagbox auto true

set_f lagbox rebooted false

Instaliations wlth more or fewer than elght tape drlves wlill
modify ¢the text of admin.ec. Tese steps leave backup and I/0
daemon functions runnirg; some s]ltes may wish to modlfy the text
of admin.ec to 109 some daemon processes out.

Returnling 1o Attended Mode

When the system has been placed in unattended mode, the
operator may revert to attended operation by typlng

X attend
whlch will perform tne followlng steps!t

sc_command adddev tape_{(01 32 33 34 35 %6 07 08)
sc_command word loglin
set_flagbox unattended false

Other operations such as logglng In daemons may be added.

Rebopting after_a _Crash

If the system raboots automatically atter a crash, the most
sensiole thing to do [s to assume that there s no operator
present. Therefore, the following {ines are added to
system_start_upe.ec?

§1f {and [get_flagbox unattended] {get_flagbox rebooted]]
8then sc_command deldev tape_(01 02 03 04 05 C6 07 08)

so that untl) the oparator expllicitiy reattaches the tape drlves
or Joes an "x attend® no user process will hang walting for a
tapee. In orger to avoid reboot {0o0opsSy the fotlowling lines are
used?
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q

£.f {ana [jet_flagbox unattended] [get_flagbox rebootadl]
Lthen set_filagbox auto fatse

These commands prevent repeated attempts +0 reboot wlithout
operator Interventlon. It these lines are omitted from
systen_start_up.ecy the reboot loop wlil terminate when >dumps
runs out of quotay copy_fdump fallsy and FODUMP finds the dumo
partition tuti, Sites may add additonatl actlons to handle this
situation. For example, a site may modify system_start_up.ec to
submit a deferred absentae Job which will enable rebooting [t the
system stays up for 3t taast an hour.

Hhat wlll Prevent Recovery

Many events could cause the system not to reboot after a
cCrasn. Among these are

o System loop or failure to return to BOS - In this case the
operator wliit ertar B80S vlia XED 4000+ and the runcoms wltli
ask the operator to lssue a command or type EOM to contlnue
with automatic recovery. Slince switches must be thrown to
cause the manual entry to B80Sy the runcoms know that there
ls an operator present to answer the questlon.

o Switches are not (040000717200 - tnls event also Indicates
that there [s an operator In the machlne room. The runcoms
wlil ask the opaerator to hlt EOM vefore contlnulng with
recoverye. Thus, even lf the operator®'s console falisy, the
system can be taken out of automatlc recovery mode.

o The system_start_up.ac never finlshed - In this case the

booting tlag wlll stlil be ons The runcoms wlit take a dumo
and do an emeargency shutdowny but wili awalt operator
Inst~uctlons from the console. If the operator *types an EOM
the system wlit try to reboot.

o The auto_reboot fiag is off - automatic mode [s turned oft
before glvlng the opearator 3 chance to typey, so that [f the
operator jJust types 800T the system contlinues In manu3sl

mode. Automatlc mode may also be turned off by the
set_flagbox commard executed while mul tics 1ls running. The
runcoms witl print a message that the system [s in manual

mode and awalt an EOM before recoverlng.

o Some dlsk voluma cannot be accepted - In ¢thls case the
Initlallzer orocess wilt have typed a message and Inhlblted
automatlc startup. The system wlil hang at operator command
level in ring 1 or ring 4, depending on when *the error ls
detected. -~

o FDUMP falled - In thls case the runcoms wlill attempt to take

a dump to tape. Since this requires tape handliing, the
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operator wlll ba asked to mount the tape ard the system will
awalt an EOM from the console.

0 Exptlcit caltt to ROS - 1f BOS ls entered as a result of a
call to hphcs_%call_bos, the system assumes this [s due to
operator Interventjon. The runcoms prilnt a messaga and
awalt consote lrput, If the operator types GO the system
resumes operatione.

0o Lock error during shutdown = [If the shutdown state s not 4,
atter an attempted shutdowny, the runcoms comment and Aawalt
console [nput.

0 Reboot loop - It the system attempts to repboot itsel t
repeatedliy, thls may be a slign of some system problem whlch
does not prevent answerlng service startup but crashes tha
system (ater. The standard system_start_up.ec wlli not
reboot the system ¢twlce wlthout operator I[nterventlon,
because automatic mode gets turned off. It this plan seems
to be too conservatlve for some sitesy they may modify the
system_start_up.ec to take other aztlon,

Runcom _Programming

In order to undarstand the ftol towlng RUNCOM flles, it Is
Important to note that BOS RUNCOM [s not recurslve. That lIs,
when one runcom calls another, the flrst runcom s entlrely
forgotten, When tha runcom flle Is exhausted BOS reads the nex?t
command line from the terminal {or card reader).

The TTY command czuses a line to be read from the typewriter
and executed as 3 commznde. If the {ine Is nully the runcom
continues. It the Ilne is a BOS commands the command 1[ls
axecJted. But if the line Is a runcom name, the current runcom
Is forgotten and the new one called.

RUNCOM_FILES

3Jto.runcom

* automatic restart
%®

Lf swltch 777777777777 nex 004000717200 nosw
flag 1 on * gset automatic mode
restar star * boot system
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restar.runcom

* restart multics - auto or manual
'3
fiag 2 on ¥ get bootlng

contig p cou mem * gocument conflg
»

boot &1 &2 &3 &4 &5 K6 &7 &8 &9

»*
rtb * system returned to bos

~tb.runcom

* come here after a poot has returned t5 bos

L 2

If rto manual mrtb  * [f manual rtb

lf rto call boscal * |f bos called

lf rtb crash crashi * |t system crash

If shut ea & normxt * |f shutdown complete no errs
wrlte => crash durlnj shutdown - eom for~ dump

flag i off *+ Jeave auto mode

tty awalt operator Input

crasni who was that masked man

»
1
crashi.runcom

* execute [f system crashed
r'3

td355 * dump fnp

blast crash * sorry {osers

tdump ¥ take core dump

1t tdump eq 1 tdump * €eq 2 Ilf wouldnt fit, happens often
i1t flsg 1 tryagn * It auto mode

Wwrlte => system crashed - manual mode, 20m for esd

tty * pause

tryagn * try esd

page
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tryagn.runcom

* try to restart
»

1t not ssenb write => storage system not enabled - eom for esd anyway

lf not ssenb tty * awalt operator Input

esd ¥ emergency shutdown

If shut neg 4 write => esd falled - wlll satvage

If flag 2 noboot * If 3.5« didnt turn off we never came up
flag 4 on * turn on rebooted flag

1f fiag 1 auto ¥ toop It auto mode

ttag & off * turn rebooted off agalin

wrjte => manual mode - eom for auto restart

tty * awalt operator Input

auto ¥ reanter reboot loop

tdump.runcom

* tdump - take a dump to tape

'3

wrlte => fdump falled - mount dump tape on 1 and eom
tty * awalt operator lnput
dump :

tape 1

proc altl

eof

qult

wrlte => label tape for printing - eom for esd
tty " % awalt operator |[nput
tryagn * t+ry to get started agaln

noboot.runcom

* died during bootload
»

write => crashed during boot - eom for reboot

flag & ottt * turn off rebooted
flag i1 off * |t opr give other cmd not [n auto
tty *+ awijit operator I[nout

auto * reenter auto mode
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normxt.runcom

* normal shutdown stop
3

wrlte => normal shutdown - eom for auto restart
flag 1 oft " * stop auto mode

flag 4 off * turn off rebooted

tty * await operator input

auto * reenter (o0o0p

boscal.runcom

¥ manual call to bos

»

write => bos calied - eom for dumps Or gog3o0
Tty ¥ aw3lt operator inpu?t
flag L otf ¥ real crash turn off auto
flag 4 off ¥ turn off rebooted

crashi * taka cump

gogoe.rruncom

¥ restart interrupted multics
Py

go
rtb

mrtb.runcom

* manual rtb comes tare
¥

wrlte => manusl rto

- eom for dump
flag 1 off * stop auto mode
flag 4 off * turn off rebooted
tty * 3awalt operator lnout
crashi * take nlce dump
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NgSwW.ruUNCcom

¥ switches ng
»

write => switches not 004000747200 - flx and eom

flag 4 off + turn off rebooted
flag . off ¥ cdisable auto mode In case he type command
tty * await operator lInput

'3

auto reanter {(oop



