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INIRQDUCTIQN

Most operating systems have somea sort of access control
1ist. HWhere systems differ [s In who has the power /to change the
ACL. This memorandum proposes an addition to the current Multlcs
rute for access to the ACL of a directory.

The current rule Is trat in order to change the ACL for an
objecty, the user process must have modlify access to the dlrectory
containing the object. This rute |Is slmple but teads to some
Inconvenlencest for example, users cannot control the ACL of
their home directories, and project administrators must request
the system adminlstrators to change access to thelr project
directorles.

BROPOSAL

The new rule for ACL changing is that [In order to change the
ACL of 3 directory, the user process must have moalfy access to
the contalning dlrectory Qr be the owner of the directory.

The owner 0f 3 directory will be a nem data ltem consisting
of Person.Project. It can be set by any process whlch has sodify
access to the contalning directory. The inltial value for the
owner flald nill be the author of the dlre:tory.

Master directories already h&ave ownaers, currentiy recorded
in the MDCS. This change applles the concept to all dlrectorles.

If all owner flelds were set to "Initlalizer.SysDaemon" we
would have the slituation which occurs In today®*s supervisor.,
Addition of ¢the ouwner rule does not make any data less secure,
since the user with modify access to the contalning directory
chooses snhether to asslgn a new owner or ts accept the default,
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APPLICATIONS

In additlon +to the Increase In convenlience provided by the
new ruley there will be an opportunity to make several useful
extensions to the supervlsor and adminlstratlve procedures.

Salvaaser

When the online or offllne salvager modlfles a directory, ¢
can |og a message contalining the owner name. A program running
In the crank can then mall a notilficatlon to the dlrectory owner,

Retrieve

The retrlever can be modlfled to send mall to the owner of a
directory it anything Is retrieved 1Into the dlirectory. This
feature might be optlonal depending on the setting of a control
argument.

Qumper

The error message produced by the dumper when 1t has trouble
with a segment can bae changed to Include the owner name, Then
the notiflcation that ltems cannot be dumped can be sent to the
directory owner.

Access _Control List Changing

Since we suspect that [t will be quite rare that any user
other than the owner changes the ACL of a dlrectorys such changes
could be audited In the SYSERR log. The program running as part
ot the crank could notify dlrectory owners of these ACL changes
alsos, at Instaltiation optlion.

Supecylsor Messagas

Varlous supervisor messages pertaining to dlrectorles, such
as directory set securlty out ot services can be changed ¢to
Indicate ?the owner. Even [t these massages are not processed
automaticaliy, glving the owner name wl!l assist operations and
system administration personnel In notifylng the people affected
by the errore.
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~ QUESTLIONS

There are sevaral unresolived questlons concernlng the

impltementation of owners.

1.

2.

3.

5.

Can an owner name be a starname?

Thls contlicts with the use as a target of mall. But It a
directory®*s ACL is naturally mailntalned by several users,
this cholce might be useful,

Can segments have owners?

I can*t think of a use for this offhande.

Can we repiace the concept of author by owner?

Noe. The Sytem program up_sysc tit_ depends on the
unforgeabllilty of sagment owner. Some uSer programs may
depend on directory owner In a simllar way.

Where should the owner be stored?

It stored In the directory header, the [tem wlll be easy for
the salvager to tlnd and not ilkely to be overwritten.

It allocated In the parent dlirectory and ponted to by the
branch, access checkling need not make the dlrectory known to
check for access to modify the ACL.

Hho can change the ouner?

Anyone with moaify permission on the parent, certalniyt but
can the owner changea the owner?



