Aultics Tecnnical Jdulletin M03=-220

To: Jdistribution

From: 4, Kobziar

Date: 10/10/75

Sudjent: JeW 3toraze 3ysten: Data Rscovery (Part 1 - 3alvaging)

Introduztion

The followinz discussion introduces the framework for tnz new
storage system data recovery design, 3pecifications for ths new
storage system were given in MIB-11). This bullatin is concerned
with the part of the data reazovery task currently teraed
"salvazing." (The remaining pnart is packup and retrieval.) Jiata
recovery 1ecnanisms exist Dbecause of ianerfections, pota in
nardware and software. The reason for a salvager redesign i3 to
increase two important #ultiecs attributes, availability and
reliability, Availability implies that stored data should always
be dynamiecally accessible a3t ths damand »of any usar, while
reliavility dimplies no 1loss of stored data as wall as tae 3afe
storage of the security information ussd to protect tae 3tored
data.

This 4T3 propos=2s a major cnanze to today's salvazing operation,
[o accownodate storage zZrowth, salvazing will becone dynanic and
distriouted, sJdora of the arrors corresctsd by tne si3lvazer will
0200M2 u32ar visionle. in implementation »lan wnican chronicalizes
tne dessisn  d=cisions still to b2 made is given in tne comnanion
4IB=-22%1 "daw 3Storages 3ystem 3alvazer [mplementation.® [n order
to =2xplain wny this dl3's design 1is beinz oproonosed, s3o0one
packIround mterial is oresented firsec.

3torams 3ystem Jvarview

As a first order aporoximation, the Multics storasgs systen can D2
viewad as a lozical organization for an array of file mnaons, fnis
1231cal orzanization 2can b2 oroken into two narts: directory
control and storaze Zontrol. Oirectory contrdsl naandles the
lozical structurinz of tn2 aser data and stores ths sa2czcurity
information. A directory consists of obdjects (brancnes, nanes,
acls, ete,) whinse data i3 held in structures, Relations awnnny the
odjects are implemented by tfnreadiny the structures tozether.
storage control nanages tna file nan  arravys. A file map i3

“nltics ?Project internal working Jdocumantation, 10t to »oe
reoroducad or Jistributed outside th2 Multics Projescet.
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nothiny aore than an array of onysically seguenced xeys to the
stor=2d data,.

Stored data can be "found" oy only one nethod: lozically
traversini throuzn a nierarcnial stracture of dir=ctories, 3inca
directnries hnave internal structure, 2 succassful loziczal

travaerss requires a paysically correct internal struacture. Lrrors
nava oeen  caus2d oy aunan, prodabilistic (hardware), and aven
cosnic (unknouan, suzh 23 lightninz causing a J0War  outaTa)
actions, 3zgauss only the human 23ause of thnese =2rrors 2an
(tn20oratically) oe eliminated, error datection and recovery are
233ar7. Tn=2 aecnanism usad for this purpos2 currently is tn=2
n2 3alvager., Th2 system is crashed upoan datection of N

and z2orrection i3 achieved oy running tas salvazer (Tauas
ng ta2 systes unavailaole for usaful workj. Jucn  oJparation
2ssary today, but itz <cost is too hign for the sarvica
d, since most of the directories salvazed havs no  arrors.

N

daw storage system Structure

Tn2 n2w Storaze JSysten (433) splits current directory orancass
into two narts, thsz 1logical attributes and the physical
attributes, Th= pnysical attributas ir2 stored in a
3elf-consistent format, tnz volume table of contents entry
(vtoca) whaich contains 1 uid nathname. The connection bdetwaen a
N33 diractory branchn and a vtoc2 is lozical in both directions.
Tnis design is inherently nore costly to process for the salvager
as wWwell as for tns storage systen vecausz two disk raferences,
oneg for th=2 orancn, tha otner for thne vtoce, are often nesc=as33ary
whars on2 3ufficsd nreviously.

Projectint tne vres=2nt 3alvazar's operation into a I35 format
7ives ruaning time =23timates of 59 hours for a1 13) disk drive
systean., Parforminz the 3ame operation with a ~7ulti-process
33alvazer could cut tnis time down by 1/2 to 1/1) denendinz on the
hardwarzs configuration. Unfortunately, tne nszar future capacity
doudsliny »>f the 13724203 1akes 2ven the multi-orocess anonroaza
u1accentaole,

Current directory control is coded witn the assuantion tnat
threads and relative oointers are always valid, Thus a orief
dasceriotion of the salvazer's aztion would be that 1its orinary
ournns2 13 naly to nrevent taults on tihread and relativz oointer

referances., A walktnrouzn of tane salvazar cod2 reveals taat
diractory control relies o1 few of the otaner parts of a directory
object's structure, Jther penefits derived fron salvazing are

zarbage collection (directory comnaction and tn=s fre=zing of so0ace
used by orocess directories and uaardcore s3ezmeats), and Jquota
verification, Some cross-chacking on acl structures and
access-class relationships is done in an atteapt tfo establisa
security non-coupronise,.
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I'ne 3alvazer also c¢cheecxs for reused addresses by recording all
page assiguuments In a new free storaze man wnichn replacas the old
one at the end of salvazing. Tals task nas bz22n 3plit out of the
directory salvaszsr by the 35 dasign, since every valune (disk
PA2K) now contains its own map. 4 3alvaze oneration over 3 voluna
will pe »2rformed oy 31 volume2 3ilvazer, to be descriped later.

lerminolouy
32fore oaroceeding any further, definitions must pe ziven for the

terms used. The tera "salvaginz™ 153 wisleading in 1its 1innate
description of the current code's function, 3ince an operational

dascrintion 1is mostly "directory cnecking" witn correction
»22ureing infrequantly.  When "salvazer" is used it it will refer
t> todav's operation. “or tnz prooosaed design, compound tarns

4111 02 us2d to ao9re zla2arly indicatz whicnh operations are 22in3
diszzuassad,

"Jireztory cheekinig" is d2fined as tnit 2ode whicn datests 2rrors

in directorizs, ")irectory 3alvager" J2finzs taat code wnicn
2orre2ts  and comnacts directories, "Connection z2neccinig” refers
to that cods which onecks brancn-vitoce 2zonnections., "Jolun2

3alvazer" refers to that cods wnizh n2rforns garoage collaztion
2n 1 volune.

3necifications for tane JDirectory 3Salvaze
The directory salvager is first viewsd a3 a2 ©olack Dbox 4itn

innut, output, and environmental sp=cifications., The following
describes the input and output constraints:

1. Tn=2 inout i3 3 bit striny and soae  (rszad only) coatext
cradicates, N
2. Tne outout is a wvalid directory (tnis inacludes 3 nuail

directory).

3. 3iven 3 valid directory as input, the outnut is tne 3ane
valid dirzctory. This <can e called the non-dz23truction
rule,

e Jdptionally, given a valid dirsctory and a lenzgtn as
inout, th2 output i3z a valid directory whicn inzludes
the input valid directory as 1 subs=t, yalid oonjects
that exist within the input leazth ~ill b2 connscted to
tae apnprapriate  places. This 1is the reclaimation
option,

If an invalid directory odject is tound, tnzn it will bpe
cnanged to D2 wvalid only 1f no security connroanises can
occur, If it is cnanzged then a possible loss of correctness
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will b2 indiecated, Otazrwise, it will be discardzd. [nis
is thz object acceptance 2riterion and the inverss 1s tane
discard criterion,

A Tew words apout the use of tne words "validity" and
"correctnasss" are in order., An ooject is correct if its data vas
not czhanzed by any neans otaer tnan Oy  user calls to storage
systen entry ooints that ars provided specifically to zhanze tne
data, (Correct data is simoly data thit has not been clodberad
oy ta2 3ysten,) Only certain corrsctnass lossz2s are detectadle,

An object is valid if its struzture 2o0nforms to tne rules that
ara  imnlicitly given oy the storage system ianlemnentation, A
minimun  s2t  of wvalidity rules 1is defined oy a o»narticular
imnlementation, The directory salvazer can, of course, validats
all nossible structural parts, zuaranteeing validity irrespectivs
of anvy s3toraze imnlementation changes, Inis =2xtra chsccing
ruarantess that all errors (clobberinzs) whicn span oota data
and structurs will, 1if ovos3ible, be d=stected. Thus tnhe
nrobability of detectins corrasctness 10> 23 is increased.

b2siagn Basics

Clearly, it 1is only necessary to repuild directories tnat navs
arrors in then, ALl other reouildinz is wasteful and adds to ta=2
cost of th2 32rvice., If tae zoal of service coantinuity is oHut
aside for the moment, it would 52 accentable to rebuild only the
nne direectory that caussd a crasn, In tne current salvazer,
consideration of reliability and =sarbaze collection had =wade  us
willinz to 3psnd the »9orocessing time rsequired to salvage all
directories, in the deliefl tnat otner inconsistenzies misght exist
and would ca1i1se 2rasnes  3ao0rtly 1nto thsz asxt  vootloald, A2
canaot afford sucn aztion o2n larzer nlerarchies vezause 3alvazing
time incre2ases linearly with the s3ize of the nierarcay.

A de=n=r 100% into the use of the current salvager at sxternii
3ites raveals annth2r puroose, that of restorinz tnz confidznc2
laval in an ”1nt3 t” nierarcny bick to 1204, (H2re "intact" i3
us2d to eoavey the idsas of correctna2ss and validity,)

It is oroposed that directory structure checking Dezons  1an
integral features of the online operation of directory control ani
tnat thes nastion of a separate salvazer subsysten e droppoed.
zrror datection will be done dynamically, and corrections will be
done by online revuildinz, Dynanmic ch=2cking can be visualized as
tne Dbreakinzg un of the currant salvazer into two parts,
scatteriny tne =2necking function throughout dirsctory control,
and retaininzg the directory rebuild function. A salvaze of tne
entire nierarcny Wwill still ve »nossible, but will oe rarely us=24.

Tne =2conomics »of dynamio 12cking indicate that it will oe aore
expensive than today's fl ine 3trategy on 3taple aardwars
configurations with small dl sx complements, Part of this zost can
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o2 written off as that necessary for utility oparation; i.e. with
lynamic c¢h=2exiar and oaline r2ouilding, tas 2a2an tinz vatwazn
failures should increase, ani Jdown time nininized to taat
nzcessary  to repair failures not causad oy tne storazs 3systen.
Also thn2 checks are aoolied in dlirect orovortion to the activity

of 1 directory; a3  quaiesnent directory is not  c2necked. A
sisgnificant cost reduction will be mades by altering struzturas to
deereass checking time  and Lo increase 2rror detzotion
oronanility, Since thaes2  C2o23t3  2an only pe civen in balloark

figures today, oart of tne design process will De to mzasurs  tae
acztual costs on 3 {33 systemn before decidiny wnat cansc<ing is
viaole,

environnent

-
.

-

2 2nvironasant of the directory salvazar is considared next., A
i3 tru= for tns offline salvazer, th2 directory s3alvazer relis
on  correctly functioning lowsr level nachines. 3otn today!'.
3alvazer and thes 433 directory salva-er assume that hardaare,
page control, and the sysere a2chanisa work, [n addition, thz
directory salvazer will assume tnat dirscrtory lockiny i3 also
functioning., Thaese assuaunotions can be nade safely 3as long as
errors fron low2r level macnines are either procassed 1in  Tne
lovar level meciaine  or are random. A4 ranioa 2rror distrioution
T13aranta2e3 that tne directory 3alvazer will eventually run during
a tiaz narind uginzn no errars ocour, and therafore will return 2
valid dir=ctory.,

w U w

As insidrance azainst non-randon errors thit are not datectad by
tne dirsctory 31lvazer, a small array of invocation tim=s and
errors  foand will bhe kent in avary dirszsctory ne=adzr., If the
dirsctory 3alvazer is invoked too frequ2antly, it will infora thns
Jonerator that a  o233iole 1o9p exists. A raeview of th2 errors
found snould nelp in determinins whether hardware or softsare i3
susoneat,

Ine 1%ility for a boot to always get to coamand 1leval i3 2n
incortant factor in tne coafidenca2 level in dultics., Tne offlins
3alvazter's contribution ners 42as to suirantes structurally valid
lleaPlea. I'na eguivalent confidance in the new sStorages systen
will b2 acanieved as follow3: Part of every boot will bz to run
th= volums 33alvazer over thza root's opaysical wvolunz and to
directory salvaze tn=2 root, »>systen_control_1, and any otasr
imaportant system lioraries, In2 inclusion of s3lvazing a3 an
intesral part of Adultics boot relies on a nardecore ‘artlblon as
proposed in AT3-213., If the answerinzg 3service cannot oe started,
a reload of the prinary s3system livraries could pe nerforaed.
Jdnce  coanand level 1s rezxched, every sitzs 1s at lioerty to
specify more cnecking in its startup seguence.



fage 5 AT 3=-229)

Distributad Tne2xking

30 far tnes directory 3alvager nas v=22n viewed as a black box. [h=2
following section descrioes tae soe2cific checks and structure
cnanges that are oropos=d.

At the and »f eazh 3tructure a checzksun field and an owner field
will ©pe addad, Thz2 owner field will contain tns directory uid
for direztory taread2d o2onjects, and tne entry 11id for 2a2ntry
threaded objects., 4 lenzth field and an object type fizld will b2
added to ths front of eaca onject. #Hach tareaded list will nave
a unique enunt of the numoer of memnhz2es in tnz list, since tihis
is already tru= for all lists 2xe=2nt initial acls, the initial
acl total count will pz renlacad by an array of individual 1list
counts,

T'herefore 3111 directory objects Wwill have thae following format:

Based on directory structure 3tatisties at “ILT, ths pronosad
structurs nmodifications would 1increase an average directory bdbv
3% .

The followingz checks can be nade oy directory control, rmach
2heck can b2 mada independently of thes others; thus the final
installatinon will have the most viaple coabination, as deterained
by cost/narformance stuiies outlined in MTB-221,

1. ~-hanzt2 111 storage system oroc=dures that calculate relative
3ddrasses to cna2ck if the address is 0 Hefors using it., 1In
md3L  2ases this can pdbe done by adding one instruction wnan

nizkiny unp ralative nointers. “or prooer op=ration, the 2=2nd
nf a2 valid thread will be 3002 valus otasr than J.

2. 111  directory objects Wwill have a1 typs 1id in ta=ir
struztures. All references to a tnread nointer or to tae
iten itself, will first cneck for the correct tyos wvalusz.
This @¢ne22k «Wwill orobably add thre=z instructions to avary
reference, In 31 similar manner, the2 lengtn and owner fields
can b2 2necked,

3. “or all directory obj=cts, feanlates are forned which test
2ll the =2onstant pits. for ASUIL data this would translats
to testinz the first two bHits of each character to bDe J. For
directory hsaders ind 2ntries this would translate to
testint that all nad fields remained J. Thess 2h2ck3 can oe
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inmnlenented via extended instruztioas and 1 tes . Tennlate
cnacking will first oe used oy tae lirectory salvazer wnen
r2ouilding a dirsctory,

4, finally, eaca ovjest will have 3 cnzeksum storad aloaz witn
its data, i coecksun 2alculation would taxke as 1any
instructions as the lenztn of the ooject plus two diore for a
2217%arison and transfer, he cost of 3torins a che2k3iun wnen
11 2bjs2t i3 ereated or cnanzed is nezlisible if we assuine
tnat the nunber of directory referencas is nmucn zreater than
tn2 nunover of directory aodifications; thus i
caloulated along with eazh <wodification and  used 5y the

ted for only
re, not for

dir2ctory  3alvager. Checksuas will be calcula
thna relatively constant data fields in a structu
itens 3ucn as date-time-used,

An  =2asily 1wnlemented installation option would pa to tennlate
and/or checksunm all access nanes during an AC2233 node
calculation. Access_modes alresady references exceotion bits in the
nds and taus would require oaly two or taree extra instructinas
to ch=ck anotner z2xz2ention nit.

ACL =rrors

«h2n 3an 3cl errcor occuars, ths current directory strategy of

snaring azcess namnes creates pronlams in retainiar any
1nPormatlon fron taz valid acl =ntries,. 41l acls tnat shars 13
nad 2233 namne 7nust de deleted 3s no secure nethod =2xists for

oraue“tlnz the intezrity of an acl., It is oronos=d that an acl
ouat-of-service =2ondition 92e sunported by the storage systen,
Rz2placansnt of tne acl would b2 required to turn o2 service. Jdut
tne n3112 sharinz strategy nas often peoduc2d nany (if not 1ll)
invalidated acls in 1 directory., Thus multionls corractions for
one 2rreor are r2quired, If acl =rrors are fregquent eaouzh in 133
then 3naring of access nam=2s should ve droponed. Tais cnange
would also nave tanes benaficial effect of 1localizing all oranci
attridutes, thias reducingz pacge faults. 3naring within a branca
would still o2 supnorted.

In2 203t of not snaring azl nanes is rataer hizn, wWwitn an average
incr=2ase in directory s3ize of 45%, Even if tne savinzgs obtained
I'ro1 reducad paze faults (due to thne localization of tne acl) are
included, tne suz will still show a cost increase, Recovery of
the co3t increase could b2 acconnlisned oy imnlemnsating varianle
size nasn taoles,

Dirsctory Control Cnanges
A5 well as type and owner field cnecking, certain bounds and

crnss 2hacks 2f structur=s valuss  will ha add2d to dirzsctory
control wnsn it is in thz =xplicit inter=st of a orocadure to
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decrease its gullioility. JSeveral caecks >f tnais kind already
exist; for example whan acls ars listed, the aunosr found in the
anl list is comdnared to the count in thes oranca,

Currantly the count of sharers xent witn each acl naas is usz2d to
allow d=l2tion of tns name, If the count was incorrezt, tnan
reassigamnent of the nans slot would chanzs a n2rson or nroject
name on several azls. Yor tils reason, it is prosossd thit ac2233
namnes not be freed until a rebuild is perforned, A refereancs to a
name witn a zero sharing count will be one mors foram of error
detection.

pirectory Allocation

4 simnlification to tn=2 directory allocation schneans is proposaed.
Instead of maintaining several differant fixed 3ize fres 1lists,
all allocation reguests will be »laced at the end of a directory.
S3lots that are fre=d will b2 z2roed and not reused. 4 total of
the freed space will 02 kent so that tne nec=3s3ity of coanaction
2an 22  determined., [nis stratezy 133 the desir=d effect of
isolating tne introduction of errors. For exam»nle, a 124 Drancn
Wwill have its names and acls oaysically 2as well a3 lozgically
attacned, In case of modifications (deletions and additioas), ant
renusing the freed slots allows the detection of cross threading
errors, 3o0m2thiny th2 current salvazsr does not chesek. Tnus w2
are introducing s=2zrezgation in an attemnt to less=sn the occurance
of errors that spill over (affect more tnan one dranch).

NoWw thiat allocation 2an iccept any r=asonable 3iz2 regquaest, links

zan b2 3stored more 2omnnactly. Alsn the introduction of naw
objects into a dirsctory n=ed not consider the current bHlock size
limitations. changiny sizes of currant structures 13 also

facilitated, Iaplicit in this sugzzestion is tnat dirzsctory 3space
manazemnant will be done inline by directory control oecause it is
30 simple. If wvariable s3ize allocation 1is adapted, than tha
proposa2d new directory structurss would only increase an avarags
directory's size by 5% ratn2r than J%. If variable size nasn
taovles ar2 imolemnsnted, then 3 net size decrease of 324 could o2
acnieved,

Trigzering Aeouilds

dnenesver thz frsed soace total and the count of diresctory
attribute modifizations =2xce=ds 3ome thresanld, tnz directory
salvager will be invokxed to perforn 3 rebuild., dere we have
acnieved the desired oroonerty that tne more a directory 1is
nodified, the more often it is validated, It i3 not nec=ssary (o
cenount dirzctory read opnerations becaise the new storaze systen
dasign doz23 710t require any directory modifications in order to
r<id (s=arch) directories,
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For dynamically detected =earrors, tns mecnanisn used to trigzer
tha directory salvazer is taz followinz: Wnen=avar a directory is
locked, a nandler for the "invalid_directory” condition is 32t up
to call the direztory salvaser, After tne reouilding, control is
transferred to tne 3tatement following thz 1loek <call, thuas
ranzating ta2  function on  the rebuilt dirsctory. Internal
dirzctory control procadures nead only signal whensver an  2rror
is  found. All orocedures wnica lock direztories nust be cnscxed
for code which will operate oroparly _J4han restarted after the
locx call - for instance, variables assigned bdefore tne loeck call
cannat ve reassigned after the lock call.

Srror Renortins

Tne methods wused today for reporting =arrors detected ny tne
salvager are inadaquate, 0Of significant coacern to users are
nissing Dobranches, bad naames, and lost acls, Althouza the
salvazer oprints all detected =rrors, no a2tnod exists for
distriouting tnes2 messages or issuinz warninzgs. [nare is 3ls30 a
orovlemn in deciding wno should rec=ivae tne messizes.

gotn tne directory salvazer and the volunz salvager will use tne
syserr mechanisan for recording errors, as tas syserr loz is the
perminent record of systea events (especially detected failings).
The loz can b2 processed online in order to detect error natterns
and mybe even pradict hardwars failures, To refl=s2t  2rrors to
usars, flags will Dbe set, 33d names and 21issinzg dranch flags
will pe set in the directory hesader waile an invalid 1aecl flag
#11ll o0e s3et in the brancn, IThe current action of deleting
invalid acls will pe changed to retain tae acl for listing
oaronose3, Directory coatrol will treat tns invalid acl flag as if
tn2 acl was null (a2l out-of-sarviez), Tne invalid acl flag 2an
be turana=d off by sithar deletinz ths esatire azl or renlaciaz it.
40 aztion for 1issing namess and brancnes is currantly »lann2d, as
th23e are relevant to Malties searcnh rules and could affect avary
5roz23s.  For exanple, 1if a nane was 1issing ia >333 tna2n svery
proca3s mignt be 3topned until th= flazs was reset, In tne future
3dcn  error3  could b=come visiole ny caaazing th2 searcn of sucn
dirzsctoriss to signal some condition., Tne d=f3ult action would
pe to ignora tnis s3iznal.

o

Storaze Zontrol

3torazs  2ontrol errors ars aandled by a4 voluiae salvagsar, I'he
inout and outout snacifications for tns volume s3alvager are 13
follous:

1. Tne inout is the string of Dits thnat coaprise a volune,

2. T'he output is 31 valid answ s5toraze 3ysten format voluas,

3. 1iven a valid storage volumne, the saae 3torage volunse 1is
raturnad,
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4. If an invalid vtoce is found, it «will Dbe deleted, [f a
reusad address is fouand 1n1 the vtoz2s appears to be a
directory, the volumz 33lvagsr will invoke the directory
silvazer on tnis directory. [ no errors are found, then
the osage in question will be awarded to the directory and
the vtoce 32t out-of-service. Turninzg on 3=2rvice to 3uch a
directory must be nerformed oy an administrator,

The voluae 3alvazer eavironment is also similar to the directory
salvazer's., FEacn establisanzs cxelusiva coantrol over its sudbjects
(in this ecase 1 disk nack). Also =acn reliss on correctly
functioniny lower lavel mechanisns, ~for the volume salvazer tnis
is disx i/0. 1In the [final inpleamnentation, tne volune s33lvager
snould gain control of tne volunz via 3CP. 3ut for now, 3 direzt
natn to tnhne disk dim will o2 usad,

2 will ne extend=2d to b=
h2 vtoca cheaoksun will
s3-class, a3 other vtoce

To aid in checkinzy vtoeces, thesir structu
similar to that of directory objects, T
cover only the uid pathanane and ths ace
fields chanzge too frequ=atly.

Since only a 1limited reused address check can b2 mads by paza
control (taz ussr of vtoces), volume cneckxing would normnally
occur infrequently. Therefore trizzsering thz voluas salvazer nas
to bpe accomplished artificially. One installation ontion would
be to salvage at th=2 time the disx i3 logically conascted. Tnis
might b2  judged too costly (1 - 3 ain. per 3J0433), so that
schedulsd volume 3alvaginzg could b2 implemented for blavx tinme
nariods.

As well as salvazin: all vtozcas, tas voluns salvager
reconstruct tne volume man and will canesz« for reused addraesses,
reused address involving a dirzctory will be ra23olved by asxin
the dirsctory salvazer 1f any errors were found in >alva;1n3 th
nazes thait include the reused address data, A fiadinz »f 1>
errors Jould ra2s3ult in awarding the pasge to that dirsectory., [Ff
errors Jere found, than the renbuilt varsion of tas directory witn
a zero naze wWould renlace tne dad one, and 2 retrieval raquest
for tnat directory 1issu=sd. (A iore detailed dascrintion of
directory ratrisvals will be =ivaen in tn= backun AI3.) 4 rauss=i
address on a 3segmeat would result in 3 null address awsard
(equivalent to zeroing), an »out-of-3ervice indication, and a
retrieval request. A second pass ovar the volume will o2 mads to
handle any directories that were the [irst claimants of reused
addresses.

(/) W

Brancna - VIDCH Coan=ction

Tne newWw 3torage systen design includes the dynamic cheexinzy of
the lorzical coanaction s2etween the oranch and vtoce at activation
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tine. Th2 resolution of an error at  tanls time s3hould De as
follows:

1. sheek tha2 vtoce checksun., I[f it is <correct then nark tne
brancn as unconnacted., A user =saclunterinzg an unconnzcted
orancin can zither delete it or issue a retrizval request for
its vtoce., 4 future addition miznt pbe to allow scanaint  of
volunes for an unconazcted vtoce =ntry Wwith the matcanianz nid
and unon finding one, connscting tnea ovranch to it,

2. If the checksun is wronrs, then aark the vtoca out-of-servi
and issue a retrieval request for tnat vtoce, Tne use
referancing the branch would receive thz out->f-servica
arror imizdiately and could try azain at some later time,

(9]

S

=]
=

On=2 future =2xtension should be mentionsd. Whenever a diractory
retrieval is performed, instead of replaciny th2 contents 1in
toto, tne version from oickuo and tne e2xisting version could be
lozically coalescad., Tnis would oravent loss of nsw vrancaes. In
any ¢332, notica that altnouzh a retrieval can return already
dsleted oOrancnes, tne correct action is taxen at activation wnen
3 conne2tion misnaten is detecte:d.

LoOD3

In tne 2ffort to o»nressrvae all possivle infornation, Wwe nave
2103201 ot to d=lete objects but o mar< tham a3 naviny arrors,
and allowing us2rs to issue retrievals., Unfortunately, ta2re i3
no narantee tnat the retrieved information is correct - in fact
it may nave the 3am=2 =rror, [nis is a looo whicn only 2 usar can
di2te22t, Thae2 resnlution is that, if necessary, a ovrevious 20Dy
ra2trieval saould b2 tried, ad infinitan.

An  anparent 1oop alsno exisis in the specifization of raused
addreass processing., Assune taat the volums salvazer detects a
reus2d address when orocessing a directory vtoca., [t as<s tne
directory salvazer for sone adviece., 5ut thes Jdirectory 33alvazer,
in  formulating its opinion, can g2t a resused address signaled
from nage control, and this would invoke tne voluinz salvazer!

rais 3ejaznce 1is prevented fron happzning if we insure tnat all
aidr2ss2s in 2 narticular directory are uniquz (done oy tne

volume 33alvager) and that the volumne 33alvager 1as exclusive
control of the disk pack (taus 9aze control cannot signal a
reas24 addrass on it).

Loose ands

Purnosaly saved until the end is the subject of guota validation.
The e2limination of offline 3alvaging 1implicitly drooned tnis
funetion, sinece it can oanly bz dJdone on gquisscaat sudtrzes. It
could 52 nerformed oaline only if thera vas a guarantez that tnis
Wwas tnz only o2rocass lookinz at the subdtre=z2, Une apnroaca to
azhieve this wcoild b2 to tura on 32curity out-of-sarvice for all
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compon=nts in tas 3subtre=., Jnze W2 3s3uama or take action to
provide =xclusivena2ss, a procedurs whicn s2ts tne ussd values in
an aste ~ust  be orovided., It i3 »roposed that guota validation
become a3 »oart of the adninistrative mechanisms 132d in
deteraininz volume usage cnarges.

4nile on thes subjez2t of cnarges, notice that ths directory
control checkinT design has transforamed th2 collactive 13133rezata
cost of offlin=s 3alvaging into a orocess assizned "pay as you
use" ovart of tns storage 3ystem. for paysical volumes that are
wholly owned by projects, even tha use of the volum2 salvager 33
the 7arbage collection davice is automatically charged to tae
aorr22t oroject,

suamnaey

1. The salvager 1s 3plit into tares 2arts: a dirzectory silvazsr
winich repuilds direztories, scattered checking in diractory
control, anl a  wvolune= salvazer whica c¢heaks for reusad
addresses and rebuilds tn2 voluns man.

2. Dz2tected =arrors ire entered in thne sysarr 1oz, and users are
notified of errors by out-osf-3ervicas conditions and srror
hits in the :directory h=ader,

3. JDiractory structuraes are exnandzd to oe more roodust and the

diractory allocation scname i3 changed to taxe advantaza of
tne directory s33alvager. The cos3ts for an averase directory
are as follows:

structure 2nanies - ¥3%
variaole allocation - -35
non-sharad access names - +455%
variable 3ize nash tanle - -32%

(and)



