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During the recent design review for the new card input
facility, there was a good deal of discussion about the
way system storage would be managed for the card pool.
Several guestions were left unanswered regarding the access
a user would have to his card image segments while they
resided in the card pool.

The attached design memo describes a set of pool manager
subroutines which will provide all the management functions
needed to make the pool compatible with the Access Isolation
Mechanism. The arguments allow the process calling on the

pool manager to define the access to be given to the user.

Thus, the card input facility will be able to ensure that

the user can only read his data without abusing pool storage.
The same pool manager software can be used in other applications
to allow the user to share and expand data within his pool
directory.

This design memo is presented as an answer to the questions
from the design review. The changes to the original design
are minor, and thus, no further design reviews are planned.

Multics Project internal working documentation. MNot to be
reproduced or distributed outside the Multics Project.



POOL MANAGEMENT STRATEGY

Poo! storage used by 3 system process on vehalft of a user will be
managed by a set of subroutines which assume that the csller has
access to the systam privilege gate. The subroutines and the
pool hierarchy are g¢escribeda in the ftollowing paragraphse.

POOL HIERARCHY

Pool storage s aescribed relative to the pool root cirectory.
This root airectory must exist for all! pool tunctions to be

performeds l.es9 the ~o00ot wWill never be created automatically.

The pool root airectory will have an 3access class equal to the
lowest &CCeSS class to be usea in the pool. Normalily this wlit
be equal to system low. Unger t he poot root, there will be

sepasrate airectories tor each access class currentiy active in
the pool. The name of e¢ach of these directorlies witl be a unigue
name cerivecd from the bit string whlch describes the access
class, The e&ntry 1iIn convert_authorization_ which performs the
pit string transformation will return a null string for the
system_low access ctass. Therefore, the directory under the pool
root which [s used for system low pool storage will be named
“system_Jlow" to avoid over-crowding the poot root with branches,

These Jirectories urcer the pool root form access class pools.
Storage within an access class pool witl be further segregated by
the personic of the user who reauired the pool storages. This is
done Dby creating sepiarate directories named "personid™. The ACL

ot the personia adlrectory will be as follows:?

variable Personic.*.*

sma *,SysDaemon.*

variable “at. ¥
The ACL entries fo~ Personige*.* and *.%¥.* above wWill be
parameterized in tha pool magagement software in order to allow
flexlibility in pool usage., The process whlch manages a pool for
a given function will control the access a user will be alioweq.
For carag pool managemerit these ACL entries will be set to 's*

thus requiring the Jser to copy his deck in order to modify {t.
OQther applications may choose to use “sm"™ for Personid.*¥.* to
allow the user to share his data from the pool. However, the
user will ot be able to append a3 branch or link to the
directorys this must 2e¢ done by the system processes which manage
the pool storage, :

Quotae wWill be allocateu to each access class pool at creation
time., This guota will be optionally 3liocated to the personid
girectorjies within the zccess class pool at the discretion of a
Systum processa. For 2xampley it may be useful to altlow a user to



Jrow his system pod i storage.y within limitsy, for certalin
apoticatlons.,

If & poot managing procass encounters a record quota overtlow
Anile copying gata into a personid directory, a conditlion handler
will sttempt to move juota to the access class directory wusing
the pool mansager add_gquota subroutine (this is a privileged
operation for any access class above system_Ilow.)

The poo!l managlng process will create segments or muitisegment
tiles under the pers>nid directory of the requesting user within
the appropriate access class poot.,. It the personid Jirectory
does not existy, it wili be created by the pool manager at the
time the personla pool [s opened (initialized). This is not a
privilegec operation for a pooil managing process ang ls provided
by the pool manager ohly to isolate the structure of the pool
hierarchy from other software.

POOL MANAGER SUBROUTINES

The module "pool_mavrager_*" will perform all operations on the
storage pool which reauire system privilege or complete knowledge
of the structure of the pool hierarchy. The root argument in the
pool manager subroutlires may be ejither a pathname or one of two
keyworass "System_Cardi_Pool!* or *"System_Tape_Pooil"s The keyworas
are usea to isolate the pathnames of two common system pools from
varjious system and user programsSe. The followling entrypoint
definitions cescribe the functions of the pool managar.

ENTRY: pool_manager_ginit{root, quota, accesss ec)}

root keyword or pathname of the pool root (input)

Quotas initial value of quota to assign to the access
class directory if it did not aliready exist
{(input)

access access for ¥.%.* to be Jysed an personid

directiries in the pool (input)
ec standa~ag system error code (output)

This entry will ensure that an access class directory exists at
the zuthorization of the caller. It it did not existy it will be
createa ana the value of "quota" witl be moved from the ©pool
root, if possipie, It the remaining guota on the pool root |s
tess than "guota™, th2 remainger will be moved. The ACL of the
access class directory wilt be set to “sma *.SysDaemon.*"™ and "s
¥ E L v, The Initial ACL for directories in 1the access ctass
directory wili pe set to the value of "access"™. Access to the
system_privilege_ gate (s assumed, The error code wili be zero
as tong as the airectory exists on return to the caller,



ENTRY: pool_manager_g3wd_auotalroot, quota, ec);
root keyworad or pathname of the pool root (input)

Juotas the nunber of psges to add to the quota of t he
gccess class directory (Inpuft)

ac stange~c system 2rror code (output)

This entry will attempt to move quota to the access class
girectory at the ltevel of the colling process.s The airectory is
assumec To be Upgraded and thus access to the system_privilege_
gate 1s assumeds., This entrypoint (s I[Intended to be used by
recor¢ auota overfiow condition handglers to restore a useful
number of unuseo pages In the access class pool.

ENTKY: pool_manager_3%$zlz2an_poocl{roots, age, grace_guota, ec)}
root keyword or pathname of the pool root (input)

a3gc allowed age (in days) of data to remalr. in the
pool (input)

Jrace_quota number of Uunused pages of quota to remain on each
access class pool directory If not celeted (input)

€C stanaga~d system error code (output)

This ertry wili agelete all entries in 2ach personid directory
drder each access ciass poot uirectory for which the dfm is older
than "aye" and will detete all personid diractories within the
access class pool sirectory for which the «tem [Is older than
"age™, The access class pool will be deleted if the directory is
empty after garbage collection, If the uccess class pool s not
deletecs all auota greater tharn pages used plus grace_guota will
be movec back to the pool root. Access to the system_privilege_
gate [S 3s55umed.



ENTRPY! pool_manager_%apen_user_pooll{rooty personid, path, ec);
root keywora or pathname of the pooi root (input)

personic registarz=d person name of the user for whom the
pool Is intendec (lnput)

path pathnane of the user®s pool directory {(output)

Qc standa~d system error code (output)

This entry wiltl create a personid directory unger thz2 3access
class pool airectory at the tevel of the caller's authorization
if it Jic rot exist, It will sat the ACL of the personia
directory to "s persolic.*.*" and will move any quota on this
directory bpack to the access class directory. A poo!l managing
orocess may then freely appenc branches t9 the cirectory 'path'.

ENTRY?: pool_mansger_g$cliose_user_pool{root, personid, adota, accessS,

root keyword or pathname of the pool root (input)

personic registerea name of the user and entry name of the
personid diractory {input)

Juota quota to place on the personrid directory on
closing. If the value Is one (1) set the gquota to
pages J4sed (input)

access access to be used for Personide*.* on the personia
girectory (input)

ec stancarc system error code {(output)

Tnis entry will set the quota for the personid directory under
the access class directory at th2 authorization of the c¢alling
Process., The ACL o2t the personid dlrectory will be set to the
value of "access'™ for Personic.*.%. The quota valtue willl be
determines Dby the caliing process. A value of U will alion the
user to grow segments in his personid directory whiie dqrawing
quotzs from the access class pool. A value of 1 is used to
prevent the user from growing segments created by the systems
The oriy privilege required for this entry is modify access to
the access class poci airectory.



ENTRY: pool_manager_$find_pool{root, ac, personidy path, ec);

root kKeywora or pathrame of the pool root (input)

ac access class for the access class pool dir (input)
personic personi ¢ of the personld directory (input)

path patnrame ot the pool directory {(output)

ec stanue~u System error cogde {ouftput)

This entry will retura the pathname of a personid pool directory
if ir exisTs. The primary purpose of this entry is to remove
knowlecyge o0f the pool hierarchy structure from user software. No
privilecey asccess is ~equireag for this entry. The error code
will be zero 1f the pool airectory exists and is accessable to
the user (with at least "s* effective access) at his current
A3CCESS suthorization. The val ue of ec will be

error_table_¢mocerr o~ error_table_ino_info for incorrect access
anug error_table_ftnoentry for a missing directory if the user has
"5 access to the access class pool. The value of path wltl pe
correct for the rejuested personid pool dJdirectory it the error
Code is e€lither [ or error_table_3$noentry.

GENERAL NOTES

For zach of the entries which reqguire system privilege access,
durinyg privileged ope~astions alt IPS signals will be masked andga a
conaition handgler will te established for the any_other
concitior. This wiil ensure as bast we can that the process will
3lways take known asction while it is operating in privilegea
mode . Al priviteges establishea after entry will te removed
npztfore returring to the calter,



