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Sublect: Unattenaec Operation of Muitics

Several Multics installations have be=2n attemprting to run
their systems without an operator present. Al though this is not
an agvertiseaq featu~e of Multicsy these sites have don=2 pratty
well by leaving the system running when the operators ga off
shift, with the uncerstanaing tnat the system will be availaocle
Wwithout backup or tapsa mounting facilities, and that if the
system c¢rashes it Aill stay down untill an operator coms=s in.
This memorancum gescribes changes to the sdypervisor anc support
procegures which woulao make unattenda=d operation easisr and morsa
reliables With some very simple changes, urattended moce becames
usable almost immealiately; later changes which make accitional
improvements in unattended mode are also describedq.

AUTOMATIC RESTART AFTEZR A SYSTEM CRASH

When Multics crashesy the operator usually brings the system
back up again. Aimost altl of fthe steps which the operator tak=s
Can be automated. These steps aretd

1. Determine that the system has crashad.

2+ Invoke the "CRASH'" runcom.
3. Invoka tne L0355 ana BOCT commandse.
Le Peply "startup® to the Initializer processe.

5+ Start tne Backup and IO daemens.

Existing faciijities a~e sufflcient for automating many of these
stepss Oniy minor changes need be2 madz to fix the others.

Qetrtermjining bWhen the System Has Crasned

Crashes wilt be detected when the system returns to B80S from
Multics operation. There are some cases of system crash such &s
power failure, ldle loopy oOor hung Initializer process which do
not return to B80S these cases sre not hanclec by the new

Mui tics Prolect Infernal working Jocumentation. Not to be
reprocucead or cistributea outsice the Multics Project.
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scheme, but are fortunately fsirly rare. Thaere are atlso casa2s in
which the system returns to BOS but has not crasheds for instance
after a normal shutcown, Or in response to the system_control_
“"bos'" command; moaifications will 0oe made to the supervisor and
to BOS to cetect thesz cases.

We will set up one wora of storage in the 30S toehola for
intercommunication Gbetween Multics ana BOS. This worad will pe
used as a set of 36 swWwitches which will pe sat cither bty & 30S
command or by a Multics privilegeo call. One of these switches
Wwill be reservesd to mean "automatic reooot moce (s on';s this
switch witl be turned ON by 3 Multics commandy, and will bs turned
OFF by Multics command, B0S commanrd, or py automatic crash=1loop
detecting coce in MuUltics startup. Another switch wiitl mean "the
system crashed*? tnis switch will e set ON at boot time and

rescet by normal shutuown arng calls to pmutgbos_anc_return.

When the systen returns to BOS, 3any rdrcom which contain=21
the 800T command will continue on to [ts next statamert, Tnis
statement will pe a test of the “crashed'™ switch [ tThe stanaard
rur.com, to discover whether the sSystam c¢crashed or shat 1N
normallye.

It is already pdssibi=2 to distinguish between the case cof 3
Return-To=-80S causeu Ry the Multics sofftware ana cne causea oy an
XED 4CGJ from the processor pariel. Since the latter case implizs
that someone is present in the computer roomy it shoulc not oe
assumec that this action is a "crash." Simitariy, the setting of
the ‘‘crashegc" switch will allow 80S to distinguish betwean callis
to pmutinos and pmutddcs_and_return; the gacona c¢all ls made
only in responsc to mandal intervention and so shoulas not Dde
detected as a crash.

Some chenges coula be made In the schaduler to aetect icle
1o00pS, ande it shoulc DpDe possivle to set up a detector for tne
cases in whicn the Iritiallzer process is hung? but these are
refirnements which can be proposed separately. A special commana
to cause the system 1o Ccrash should also be constructed which can
be used by trustworthy installation personnel (n cases where they
notice that the system shoula be restarted. (Speciat access
privitege wiltl be provided on the gate wnicn performs tnis
function.)

Invoking the LGRASH Runcom

When the operato~ aiscovers 3 system crashs,s he usualily types
CRASH immediatelyy, unless it is obvious that a haraware ftailure
will prevent recovery from wWOrkKing. The usual recovenry
procedures consist of the following commanass

FOUMP (unliess irnhibited)
FD355
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BLAST CRASH

ESD

SALY (if necessary)
L0355

800T

The &actual runcoms will of course be much more complicatea, in
the style of MOSN-=-¢241. Various switches will be adaec to 3tlow
the operator to reguest that the system pause before vootingy and
salvaging, after crashing, and so  on. Simitartly, nmoaes to
suppress crash adumps altogether or to take printer anc/or tape
dqumps in adcition to the FOUMP will be Jdefinec.

In order to prevent the system from cycling in a tight loopo
of boot - crash immecistely -~ recover =~ DOOT, seversl small
modi fications will be made to the scheme so far outliirew, so tnat
the default after an automatic reboot Is to turn off automatic
moae, uUuntil the answe~injy service determines that the system i1s
truly upDy ana i1s not in & ¢crash toop. The acvantage to this
approach is that the full Multics environment is avaitaole for
programs which try to aetect the |oop. Automatic revocoting will
be discontinued after N crashes after automatic mode Wwas =ntersd,
It will also be turned off (f there are more than M crashes in K
minutes: anc admin commands will be added to the Initiallzer to
allow the setting of these parameters.

Invoking KR355 apa BOAT

The restarting of the system will be done a3s a part of tha
rercaom loop wnich the system will be ftrapoeu in, unliess 3 "7mzrusl
interventior” swWwitch s set or automatic mode has oeer turnz=d
off. Tape-positioning operations may have to ge inse~tes in  *ne
runcom 1o position thne unitied bootload tape (s5ee MTH=-130). Tne
drive on which the unlfied tape ls mounted must Le uravailzole
for wuse by the supervisor tape-asslgment cocey 5o that the tape
can remain permanentily mountedad.

Replyina to Initiaglizer

When the Initiallizer has completad hardcore initialization,
it enters the ring=1 envirorment and waits for an input command
from the master console which tells it whather to do a cola Coot,
enter 80Ss Or start up the systen. The system_startup_ program
must be modified to check the switches In the toehola anag to
manufacture a “startup' command [f "automatic raboot'™ mode is ON.
The ring-1 envirocnment will then proceed to cali
system_control_gstartup for answerir g service initialization.
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2lscting the Jaemons

Most instailations have their system_start_up.ec arranged so
that the «wzemons go not automatically start runnings dut onty
come to commanc levely, so that operstars may modify parameters or
choose not to run the daemons at aill. 3ut when nrno operator is
present, tne daemons will then hang. A simple solution to this
problem s to have ruaning unattenueg imply running without any
backup or I0 caemons. Alternativelys the standarc action taken
by system_start_up.ec could pe to include the startup of the

SaemorsS. Neither of these choices i3 Aattractive. Tha best
solution is to make an actlive furiction available which will
return “true' wher. the system iIs Iin "automatic reboot’™ mode,s s0

that the system_start_ups.ec can take a default action whenn fthe
system Is unattendea, and otnerwise wait for ths operator.

FACILITIES AVAILABLE IN UNATTENDED MODE

The other auties of the system operator relats to the
tenoing of the printer and the mounting of tapes. If we provide
a per-system switch which tells whether tne system iIs urattendeds
it will be fairly easy to cause the system software to reject all
requests which <cannot be handled automatically, and to suppress
messages which have no function except to prompt the operator.
For example, user tape=-mount reguests which cannoct be satisfied

wlthout nhuman intervention should De relectad by the
tape-management software. Simiiarly, there seems to be little
harm (n attempting to run the I0 daemon, but when the printer
paper Jams or runs out, the message describing this situation

neec be printec cnly ances the device griver shoula then wait
quietly for someone to fix its problem.

Once "unattenced mode™ s set, usSer programs shoula be aple
to determine tThat there is no operator presenty, and when one will
be svailabley, If tThis Is Known. A ffag in whotab will pe used to
inaicate the system mocey and a few more words to show the time
this moage will change. The system mode and schedule data will -
set Dy issuing an Initializer process command. (Perhaps adding
anda Geleting an operator shoulu Dpe thought ot as dJdynamic
reconfiguration.) When the system changes from unattandecd toa
attendecd, the flag in whotab may be uUseuy at instaliation option,
for some other intormatjion such 33 thsa initiats of the chief
operator on dutye The subroutine system_info_ ana the
commanc/active function “system®™ will pe upcatec to return these
new items,

BACKUP
The major problen with running the system in unattendeda moge

is that the incremental backup daemon will eventually ftill [ts
output backup cump Tape. Wnern it voess 1t will reauest another
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tape number from the operator. The reply to this question coula

have been Issued in AdVANCE by a call to “repoly* in
system_start_up.ec but the daemon will then take this string and
call the tape software to have & tapae mounted. Qur sudgestion s9

far has been to refuse to mount the tape.

It will not e gifficult to chanje to the tap=-assignment
package to make It work alfferently for the Backup asemon [f the
system [s unattendedq. When the operator is placing the system
Into unattended mode, he will load all avasilablzs arivas with
blank backup tapes, ana instruct the tape~assigment software
assign these tapes one by one to the Jaemon as needed. This
reguires that the tape mount software perform 3 siightly
different action when assigning a tapey that the tape 0IM not
dump a tape at mount time if |t is already mountedy, and also that
the tapes which are not at load point wWhen Multics is ©Dbooted
shoula be (file marked anua) unloadgec.

CONFIGURATION

The bug which asrevents the system from coming up Wwith more
than one CPU should be fixea, SO that a large system which
crashes and successfully recoots is not Jimited to one CPU.
There will be casessy however, when the supervisor ceconfjigures
some system resources du2 to &rrors. (This s 4done with bulk
store records currently, and will be don=e witn memory in th:a
future. With the new Storsge systam, disx drives may aiso pe
treated this waye.) If a resourc?2 has been dropped ade 1O  error,
an automatic restart should know not to try to use th2 device
againe.

GENERALIZATIONS OF THIS SCHEME

Unattencec mode shoula probably be implementec as & set of
SWwitches, one for automatic rebooting, another for tape-drive
hardl ingy and so fortn. Some installations may wisnh to provide
Wweekeno service with no operator in the computer room but wWith an
3ttendea operator console agistant from tne macnhnine room (via the
mess&age coordinatorle. There are also devices on the market wnich
aytomaticaily find a3 tape anu 10ad it anto a tape 2arive in
response to a software ordery so that an unattendega system mignt
be able to answer most tape mount rejuests. Arother possibility
which might be usec by some Sites is that one or more 10 cevices
{card reagers, tape drives, printers) mignt be located in an araa
accessiple to trustea users, who would be able to issue commanas
to attach ana use these wevices even when o operator is
attenaing the main conputer,

The unattendea moues should probably oe Implementel 30 that,
when a problem occursy it will be conveniant for someonc to come
iny fix the problemy, anrd let the system continue unattended. for
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example, if a3 orinter runs out of paper, and a3 system programmer
napoens to pass the machine, he should pe able to insert 3 fresh
box of paper anag allow the caemon to continue orintings without
naving to issue any Initiallzer commanas, or having to asftact
unattedad mode with respect to tapes.
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