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To: Distrioutlon 

From: T. H. Van Vleck 

Datt: 01113/75 

Sub)e:ct: Unattenaeo Operation of Hultlcs 

Several Muttlcs lnstal latlons have been attemotlng to run 
their systems without ~n operator present. Although this ls not 
an advertisea featu-e of Multics, these sites nave done pretty 
wel I by Jeaving the system running when the operators go off 
shift, wlth the unaerstanJing tnat the system wil I oe avaiJ'1ole 
without backup or tapa mountln::J facil lties, ana that if the 
system crashes it ~llJ stay Jown untll an oper3tor com.es in. 
This memoranaum aescrioes changes to the suoervlsor dn~ suooort 
orocEaures which woulo make unattena~d oper3ti6n easier anJ mar~ 
reliable. With some very simple changes, u~attended moo~ becomes 
usable almost lmmeaiately; later changes whlch make aa~itionaJ 

improvements in unattenaea moae are also describeo. 

AUTOMATIC RESTART AFTER A SYSTEM CRASH 

When Multics crashes, th€ operator usually brings the system 
back up again. Almost aJ t of the st~os which thE operator tak~s 
can be automated. These steps are: 

1. Determine tnat the system has crashed. 

2. Invoke the "GRAS H" run com. 

3. Invoke the LD355 ana BOOT commands. 

'+• Peply "startup" to the Initializer process. 

5. Start thE Backuo and IO daemons. 

Existing facitltles a~e sufflclent tor 3Utomating many of these 
steps. Only minor ch3ng~s need ba mada to fix the others. 

Crashes w 1 l I b .:: d e t e c t .:: d when t he s y st .: m re turns t o BOS fr om 
Multlcs operation. There are some cases of system crash such as 
power failure, iale loop, or hung Initializer .Process which do 
not return to .BOS: th~se cases 3re not hanalea oy the new 
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scheme, but arE fortunately folrly rare. There are also cas2s in 
which the system returns to BOS but hJS not crashed~ for instance 
after a normal shutaown, or in response to the system_control_ 
"bos" command; moalf icat ions wi 11 oe made to the supervisor and 
to BOS to cetect these cases. 

We wll I set up oie wora of stora~e ln tne GOS toehold for 
intercommunication between Multics ano BOS. This worJ wil I oe 
used as a set of 36 sidtches which wi 11 t>e set eitnEr ty a JOS 
command or by a Multics privlleJeo caJJ. One of these switches 
wl 11 oe reserveo to mean "automatic re::ioot moo·2 is on"; this 
switch will be turnEa ON by a Multics comman:j, and wll 1 o-s turn.ad 
OFF by Multics command, BOS command, or by automatic crash-loop 
detecting coce in M\,;ltic.:s startup. Another switch wi 11 mean .. the 
syst<::m crashed": this switch wil I be set ON at boot time and 
reset by normdl shutoown anu calls to pmut$bos_ana_r.eturn. 

~hen the systeTI returns to BOS, any rur.com whicn containeJ 
the HOOT command wi I I continue on to its next statemert. Tnls 
statement wll 1 be a test of 
rur.com, to jiscover wheth~r 
norrllc.l ly. 

the "crdshed" switch 
the system crashed or s>iut 

It is already possible to distinguish betwe.::n the case of a 
Return-To-BOS causeG oy the Multlcs softw~re dnO one c3usea oy an 
XED 4000 from the processor panel. Since the latter case imoli-:s 
that someone is present ln the computer room, it shoulu not oe 
assumea that thls action is a "crash." Sl;ill.larly, the setting of 
the "crashed" switch will allow BOS to distinguish b<etwe;an calls 
to pmutioos and pmut$oos_anJ_return; the secona call ls made 
only in responsd to manual intervention and so shoulJ not be 
detected as a crash. 

Some ch6nges coul a be maae in the scheduler to aetect icle 
I oops, a r~ c i t sh o u I c be poss i o I e t o set u o a a et e ct or for t n e 
cases in which the Ir.it id I lzer proc.ess is hung: out these are 
reflGements which cai oe proposeJ separately. A special commana 
to causE the system to crash should dlso oe construct~d which C3n 
be used by trustworthy instal laTlon personnel in cases where they 
notice th3t tne system shouJa oe rdstarted. {Special access 
privilE~e wil I b€ provided on the gate whicn p~rforms tnis 
function.) 

WhEn the ooerator- olscovers ::i system crash, he usudl ly types 
CRASH immediately, unless it is obvio..Js tnat a harawar1;:; failure 
wi 11 prevent recovery from working. Th.e usual recovery 
orocL:-Jures consist of the following commanas: 

FOUMP (unless inhibited) 
F0355 
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BLAST CRASH 
ESD 
SALV (if ne:~ssary) 
LD355 
BOOT 
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The c;ctual runcoms wll J of course l:JE much more comp I icate::i, in 
the style of MOSN-241• Various switches will b~ adaea to allow 
the operator to reouest that the system pause before bootln~ anJ 
salvaging, after crashing, anj so on. Similarly, moaes to 
suppress crash dumps altogeth€r or to taka printer anc/or tap~ 

d\.imps .i.n adaition to the FDUMP wil I be definec. 

In order to prevent the syst~m from cycling in a tight looo 
of boot - crash lmmt-aiately recover boot, several smal I 
modifications will be made to the scheme so far outlin~~, so that 
the default after an automatic r~boot ls to turn off automatic 
moae, until the answe•lnJ service o~termlnes that the system is 
truly up, ana is "ot in a crash loop. The aavantage to this 
approach ls that the full Multics environment ls avallabh: for 
programs which try to aetect the loop. Automatic rebooting wlll 
be discontinued after N crashes after automatic mod~ ~as ~ntered. 

It wlJI also bt turned off if there ar~ more than M crashes in K 
minutes: anc aamln commands wiJJ be aadej to the Inltlalizer to 
allow the setting of these parameters. 

The restart lng of the system wll I be done as a oart of tl')g 
r 1.." c 0 ~ I o op v. n l ch t he sys t e m v. l J I be t r a p oe a l n , u n I es s :. ",-: :: nu 3 I 
int.:rventior" s-,.,itch ls set or automatic rioae r.as CH:i::r. t·.;!"';,'=j 

o f f • T a p e - p o s i T 1 v r. i n :1 o p e r -l t i on s m.:.. y h a v e t o t e i n s ~ r t ~ ~ l r. t r":: 
runcom to position tne unified bootloaj tape <set. MH1-13;J). Tne 
drive on which the unified tape ls mounted m1Jst bi:: ur.3vail::.ol~ 

for use by the supervisor tape-asslgment co~e~ so that the taoe 
can remain oermanent ly mountea. 

When the Initializer has completed hardcore initialization, 
it enters the rlng-1 environment anl waits for an input command 
from thE master console which tel Is it whgther to do a cola boot, 
enter BOS, or start up the system. The system_startup_ progr3~ 

must be modified to check the switches in the tothola ana to 
manufacture a "startup" commanJ if "automatic reboot" .11od1:: ls ON. 
The ring-1 environment will then oroceed to cal I 
system_control_$start..ip for ar.sw.crlr,~ service initialization. 
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Most lnstal l3tlons have their system_start_up.ec arran;ie1 so 
tnat the oaemons oo not automatlcal ly start running, out only 
come to commanc level, so that operators may moJify oarameters or 
choose not to run the daemons at ~I 1. 3ut when no operator ls 
oresEnt, the daemons will then t1an-:J. A simple solution to this 
oroblem ls to have ruining unattenaed imply running without any 
backup or IO aa~mons. Alternatlv~ly, the stanaara action taken 
by system_start_up.ec could o~ to lncl~de the startup of the 
aaemons. Neither of these choices ls 3ttractlve. The best 
solution ls to make an active function available which will 
return "trut:-" wner• the system is in ·•automatic reboot" mode, so 
that the system_start_up.ec can take d default action when the 
systEm is unattendea, and otnerwlse wait for the operator. 

FACILITIES AVAILABLE IN UNATTENDEu MODE 

The other auties of the system ooerator relate to th~ 
tenaing of the printer and the mounting of tapes. If we provide 
a oer-system switch which tel Is wnether tne system is unattendea, 
it ~di I be fairly easy to cause the system software to reject al I 
reQuests which cannot be handled automatlcal Jy, and to suppress 
messages which have no function except to prompt the operator. 
For example, user taoe-mount requests which cannot be satisfied ,,..... 
without human interventl~n should oe r~)ected by the , 
tape-management software. SimllarJy, there seems to be little 
harm in attemptln~ to run the IO da~moi, out when the printer 
paper jams or runs out, the message describing this situation 
neec be prlntec c~Jy Jnce; the aevice ariver shoula then wait 
ouietly for someone to fix its problem. 

Once "unattenaE:d mode'" is set, o.Jser programs shoutJ be aole 
to determine that thE:~e is no operator present, and when ant wi II 
be c.vailable, if this is known. A flag ln whotao wlll oe used to 
inoicate the system moae, ana a few more words to show the tlme 
this moai: will change. The system moe1e and schedule jata will o~ 

set oy issuing an l,ltializer process command. (Perhaps ad~lng 
ana oeletlng an operator shoulu be thought of as Jynamic 
reconflguration.) When the system changes from unatt~nd~d to 
attended, the flag ln whotab may b~ u5eJ, at installation option, 
for some other information 5uch a5 the initials of the cni~f 
operator on duty. The subroutine syst~m_lnfo_ ana the 
commanc/active function "system" wit J oe updatec to return these 
new items. 

BACKUP 

The major problen with runniny the system ln unatttndeJ mooe 
ls that tht incremental backup c.iaemon will eventually fill Its ~ 
outp1..;t backup cumo tape. Wher. it uoes, it wl 1 l request another 
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taot: number from the operator. The reply to this question coula 
have been lssued in advance, t>y a C-i I I to "rt:o I y" ln 
system_start_up.ec but the dc.emon wl 11 then takt: this strln9 anJ 
cal I the tape software to nave a tbpe mounted. Our suJqestlon s~ 

far has been to refuse to mount the tape. 

I t w i I I n o t t> e d l f f i c u I t t o ch a n J e t o t h e t a o "" - as s i gn rn e n t 
package to make lt work alfferently for the Backup aaemon if the 
system ls unattendea. When the oo&rator is olacing the systam 
into unattended moda, he wlll load all available arlv~s with 
blank backup tapes, ana instruct the tape-a~sigment softw3re 
assign these tapes one Dy one to the ctaemdn as n~eae1. This 
reQuires that the tape mount softriare perform a st lght ly 
different action when assigning a tape, that th~ tape DI·"1 not 
dump a taoe at mount time if it ls alr~ady mounted, anj also that 
the tapes which are not at load point when Multics ls booted 
shoula be <flle markeJ anu) unloaaec. 

CONFIGURATION 

The bug which ~revents the system from cominJ uo ~itn ~ore 

tnan one CPU should be flxea, so that a larg~ svst~m wnicn 
crashes and successfully rEboot~ ls not limited to one CPU. 
There wlJI be cases, however, when the suoervisor ~econfig~res 

some system resources due to error5. (This is aone with bulk 
store records currently, and wlll b~ done with memory in th! 
future. With the new Storage system, disK drives may also be 
treated this way.) If a resource has been dropped due to error, 
an automatic restart should know not to try to use the device 
again. 

GENERALIZATIONS OF THIS SCHEME 

Unattenaea mode shoula probably be lmplementea as a set of 
switches, one for automatic rebooting, another for taoe-arive 
handling, and so forth. Some lnstalJatlons may wlsh to provide 
w~ekeno service with no operator ln the computer room b~t with an 
3ttendea operator coisole distant from tne machine room !via the 
~essage coorainator). There are also devices on the market wnlch 
automatlcal ly flna a tape ana loao it onto d tape drive ln 
response to a software order; so that an unattenae~ syst2m mi~nt 
b~ able to answer most tape mount requests. Another oossiblllty 
which might be ~sec DY some sites ls that one or more IO c~vlcds 
<card reaaers, tape d-ives, printers> mlght be located in an area 
accessible to trustea users, who wouJd be able to issue comman~~ 

to attach ano use these ~evlces even when no operator ls 
attenalng the maln coTiputer. 

The unattendeo moaes should orobdbJy oe lmolemente~ ~o that, 
when a problem occurs, it wll I be conveni~nt for someonG to come 
in, fix the problem, and let the sys.tern continue unatterided. For 
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example, lf a orlnte~ runs o~t of paper, anJ a system programmer 
hapoens to pass the m~chlne, he should be able to lnsErt a fresh 
box of paper ana ::illow the oaemon to continue orlntlng, without 
naving to issue any IiltiallzEr commanas, or having to affect 
unatteded mode with respect to tapes. 

··-


