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I. Introauction

The content of this MTB describes some proposed changes to
the punched card input tacility. The primary oblectlive of
this cesign change is to efliminate the security hole present
in the existing <card input mechanisme. Issues which are
addressed iIinclude the controis necessary to malntain
consistency with the Access Isotatlon Mechanism, the
approach to card data pool management, and the necessary
operational procedures to support the described software
changes. The general approach taken is to perform atl card
input from 3 system process ana deny user attachments to the
card readerae

II. Backgrouna

Currentily a user of the Multlcs punched card input faclllty
Is reqguirea to construct a controi card containing a
<dim_name>, <cdirectory_name>, <antry_name>, and an
optional<access_name>. This control card ls placea in front
of the card deck to be read and an end-of-fite carad (a card
containing a 5=-7 multi-punch In column 1) [Is appended to the
enug of the decka The deck and controt caras are now
submitted to operations via dispatch 4, where the read_cards
command of the I0 daemon (s used to read the decke. Card
images are placed in a segment In >daa»cards anga 3 llink,
namead <entry_name>, is placed in <directory_name> pointing
to the card image segment. Read, “r'y access is set on the
card [mage segment for <access_name> or to *.*.,* [t not
specified.

This methoa is unsatisfactory in the context of the Multics
Access Isotation Mechanism. Flirst, a system process should
not be allowed to create a Ilink in a alrectory with no
validation ot its authority to do so. The placement of this
link might altow the installatlion of a TrojJan Horse program
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in an unsuspecting user®s aulrectory. Second, there 1is no
mechanism for setting the <access_class> of the card image
segment, or verifying the ownership of a card deck, other
than via <girectory_name> or the optlonal <access_nhame>.

II1. Proposea Card Input Facillty

A.

1.

B.

Requirements

Each card dgeck (file) must be uniquely identifled to
ensure that muiltiple decks in the Input hopper are not
grouped in the same card image segment,

Card data must be assigned the correct <access_class>
when placec in a card image segment.

The card lImage segment must not be placed in the search
path ot 3 process without explicit actlon by the user
{(no automatic link creationl.

Onily the owner (submitter) of the deck shoulad be able
to read the card Image segment. No personid of ***
should be placed on the ACL.

The user should be able to easily copy the card image
segment from the card pool into his working directory,
using a segment name supplied by him at +the time he
submitted the deck read requeste.

New Deck Format

The user witl supply his card deck with two control
carads in front. The control card used in the present
facility will be modiftied to Inciude onily <dim_name>
anc a new fietd <deck_name>. The <deck_name> [s the
name the user wishes to call the deck and Is the entry
name of the cara Image segment Tto be wuseg in the
move_cards operation described befow. This card will
be referred to as the deck_Iid card.s. A new card, the
access_id cardy will preceed the deck_ia card. It will
be useaqa for access control purposes and will contain
the <personlid»y <prolectid>, and <access_class>»> to be
usea for the card Image segment. It the <access_class>
field is omjtted, system_low authorization is assumed.
The user 1Is responsible for the correctness of the
<access_class> and for including the access_la and
deck_id control cards with each decke. .When the deck is
submjitted to dlspatch, site personnel should validate
the access_ld c¢ard as a procedural check, alithough no
security violation will occur if this check is omitted.
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Operations will suppiy two identical card pairs for the
tfront and back of the deck. The flrst card of the pair
is an end~of-flle (EOF) card. The functlon of the EOF
card (5-7 muiti-punch) wiil not change. This card will
stitd be detected and interpreted by c¢rz. The second
card Is a unigue id (12 characters) in mcc format (See
Appendlx I for a sample deck). The EOF card is used as
control information to mark the end of user supplleg
gata. The unique ic¢ card Is used to verify that the
deck is correctly identifled and that the user has not
put an EOF carda In his decke.

C. Card Poo! Management

All cara image segments createg by the card input
facility will reside in system pool storage. The
focation in the pool hierarchy |Is determined by
<personid> and <access_class>. That issy the path name
will bet

card_poof_rootr>access_class_dlir>personia>dceck_name

where access_class_dir is a unique name derived from
the authorjization of the card readlng processe. The
user witl have "sm"™ access to the personid directory at
the authorization of access_class so that his process
ma3ay remove segments which have been successfully copled
Into his working area.

Terminatl quota will initiatly reside at the
access_class directory leve! auring carag reading.
After the successful completion of a ready quota equal
to pages used wlill be moved to the personid level. In
this way a user®s use of the system card pool space is
{limited.

Garbage cotlection in the card pootl will be basead upon
the dtem of the personid directory branch as well as
the dtm of individual segments Iin the directory. It
will be performed by a single subroutine which invokes

system privilege to effect its deletion and quota
moves, based on the card_pool_root and the number of

gays efapsed since {ast collection. This garbage
collection subroutine may optionally be invoked from
the card reading process or from command level of a

privitegea process, but always at the explicit request
of operations personnel. Once the expired card image
segments have been removed from the pool areas, the
quota wil i be restorea back to the highest tevel
possiblee.
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Name aguplications in the personidad directory indicate a
possible attempt to clrcumvent access validation and
therefore wWill <¢ause the operator to be notifiea and
reading to cease. The segment bearing the offending
name will be deleted to eliminate the possibility of a
trick deck being siipped In on some unsuspecting user.
Therefore, the wuser must ensure that deck_name {s
unique wlthin the personid directory when 1t s entered
on the deck_ic card.

New Operatlon of read_cards Command

Read first card in hopper using mcc dime.
If no cards present, return to process command level.
If not an EOF cards go to step 1.

Read unique idg from next card and save for {ater
checking.

Read <personid>», <projectid>»>, and <access_class> from
next <card and save for tater use. A “*" In any field
except the prolectid field is not tegal.

It <access_ciass> not equal to current authorization of
cara readlng process,y, abort and notify operatore.

Read <deck_name> and <dim_name> from next carde.

Create the <personid»> subdirectory in
card_pool_root>access_class_dir if it does not exist.
Create the segment <deck_name> In personid with no
access to any other oprocess at this time. On name
duplicationy, delete the old segment, abort and notify
the operatore.

Attach input stream through <dim_name> to c¢rz card
input stream.

Read caras Into <aeck_name> untit EOF s founadg.

Detach input stream and reattach through mcc dim to
reaa in an Inteltliginle formate.

Read next card to verify the unique id from above.
It unique la Just reaa Is not eguatl to unigue id from

step Ly delete deck_namey, abort and notify the
operator.
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Terminate deck_name segments, set the blt count, remove
access of the carc reading process ana set access for
personid.projectid.* to r on the segment and
personid.*.* to sm on the directory.

Go to step 1

User Access to Card Image Segment

User togs in as <personid>.<projectid> at t he
authorlzation equal to <access_class>e. It the user |s
unable to login with the correct <personid>,
<prolectia>», and <access_ciass> the card image segment
wltl not be accesslble to him.

User executes 3 new command, “move_cards <deck_name>

(target_segl"y where <deck_name> may use the star
conventlons and the optional argument target_seg s the
pathname of the segment in which to pltace the card
image sagment matching deck_name (equals convention may
be used). It target_dir 1s omitteag, the working
directory is assumeag.

The move_cards module wlll locate and copy segments in
the pool girectory belonging to <personid> for which
<access_class>» equals the authorization of the user.
After the copy Is successfuily performea, the card
image sagment will be deleted from the pool directory.

General Comments

Any segments remaining in the pool directories more
than n days without being deleted by the users will be
deleted by operations, as will any empty pool

airectories auring garbage collection.

The card reading process will ensure that a pool
directory corresponding to its leve!l exists by using
system process privilege whjle In cards_overseer_.
After that, the only privitege usedg (s attachment of
the card reader, use of the message routing dim and
pooi management.

There appears to be no good reason for the card reading
process to be I0.SysDaemon now that the process no
longer mogifles the user's directory. Theretore, a
process group id of Cards.SysDaemon is proposed to make
the name more descriptive of its function and to
simplify the coage in the regular I0 Daemon.,
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Appendix Ie. Deck Setup Description.

EOF

unligue character id card

access_id cara (personid, projectid, access_ctass)
access_id card continued as necessary, terminated by
deck_la card (deck_name, dim_name)

(user data inserted here)

EOF
unigue character id cara
(contlnue sequence for mulitiple decks)

SAMPLE

EOF

XGHSKLTPC WQT

\R\NJONES \COM_PROJ SENSITIVE,C1,C23%
LINPROG.PL1 MCC

LINPROG? PROC S

/* WRITVTTEN B8Y R. JONES 1673774 */
{ remainaer of program text )

ENOS
E0F
XGHSKLTPCHKQT
EOF

TRPLWNQ@MT BXL

(next user supplied deck)

EOF
TRPLWNQMT BXL
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Command
11712774

Name: wmove_cards

The move_caras command moves speclified card image segments from
system pool storage Into a user®s directory. The segments to be
moved must have been created wusing the Multics Card Input
Facillty. The user process executing this command must have the
proper access to the card Ilmage segment in order to perform fthe
move, After a successtul move, the card image segment In pool
storage wlil be deteted.

Usage N

move_cargs deck_name [new_deck_name]

1) deck_name is the name which was entered on the deck_lid
card when the card deck was submitted for
readinge.

2) newn_deck_name is the pathname of the segment In whlich fthe

matching card image segment is to be placed.
It omitted, fthe working directory and
deck_name ls assumed (optlonal).

Notgs

The deck_name may follow the star conventlion ana 3lil matching
card image segments in pool storage to which the user has access
wilil be moved. Simliarlys new_deck_name may use the equal
conventions. It Is the wuser®s responsibility to resolve name
dupl icatlon difficultiese. The original segment will not be
deletad until the move has been performed successfully.

See the description of the card input facility In the MPM tor the

format of the control cards needed when submitting a card deck to
be reaa by system operations.

Examole
move_cards my_deck

would move the user®s card image segmant namad my_deck from the
card pool storage Into the user®s current working directory.



