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Introduction

This MTB describes proposed changes to the message segment
facility needed to enforce compliance with the “securlty"
controls described in MTB=047. The reader 1Is assumed to be
famlliiar with the new terminotogy of the Access Isolatlon
Mechanism (AINM) defined in MTB-100.

The Access Isolation vechanism will prohlbit the message segment
tacilityy, In its preseat form, from sJypporting system-wide gueues
for apbpsentee and I/0 requests In a multipte access class system.
The oprincipal ditficultyy of course. Is that a segment of access
ciass X can only be written by processes of access aathorlization
Xe Heace, a singlie message segment can only serve pracesses of a
singte access authorization so long as message segments are bound
by the standard AIM restrictions. Since the approach of
providing ohe message segment per possible process access
authorizatlion for each system gueue was jJudged to be Impractical,
It was aecided to incorporate the message segment faclility within
the security kernel. This would make it possible to detine
individual messages as fundamental objects and t32 give the
message segnent faclility the new responsibiiity of Interpreting
AIM rules as applied to messages. Driginallyy, this approach
would have meant moving the message segment facility into ring 0.
For reasons explained in MYB-089, however, it was declded Instead
to extend the security kernel to include ring 1. Thus, the
message segment faclility will remain In ring i, but witt be glven
security kerne! privileges and responsibitities.

Access Class of Message Segments

Desplite the fact that nessage segments wlil contaln nrnessages of
varying access classesy the storage system stii! regqulires that a
single access class be assigned to the segment as a whole. If we
view the segment access ctass as a label indicating the degree of
protection required for a segment, then (|t |Is cfea~ that the
message segment access class should define the maximum access
class of any contajined Information. As It turns out, it 1Is not
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onliy »propery but ailso convenlient to have the message segment
access class define an upper timit on access +to a message
segment, Thereforeg a process wlil! only be able to use message
segments having access ciasses greater fthan or equal to the
process access authorjization.

In keeping wlth the standard storage system rutes, a message
segment can only be created in a directory of access ctlass X by a
process 2f access authorization X« This i{mpliles that the access
ciass of the parent directory of a message segment must define a
fower limit on access to the message segment, Othernises, the act
of creating 3 message segment would be visible to processes of
fower access authorlzation than the creator and would therefore
constitute a read~-up path, Hence, in order to enforce this f{ower
limity 3 process wil! not be pernmitted to search .a directory
unliess the process access authorization Is greater than or equal
to fhg directory access class., (1)

Combining tne above two resuits, we see that access to 3 message
segment is constrained to processes having access authorizations
In the range between the parent directory access class and the
message segment access cl1asse The only problem with this scheme
is tnhat for many apptications it requires that message segments
be upgraded segments, l.e.s Segments having a higher access class
than their parent directory. In general, upgraded s2gments are
not supportad by the storage system sincey as discussed in
MTB~Q4?, they can be wused as w~lte-~down paths. This is
accomplished by manipuatating the size of an upgraded segment and
thereby changing the records used and current iength stored in
the braach and the quota used stored Iin superior directoriese.
Message segments, however, are not directiy wrlteablie In the user
ring. The sjze of a3 message segment c¢can only be changed
Indirectiy »>y means of a call to the message segmant faclilty
which executes within the security kernel. In this sense,
upgraaed message seagments are analogous to upgraded directories.
Both can be usedy with some difficulty, as write-down paths.
Therefore, oJur approach to the write-down probiem of upgraded
message segments will ne similar to our approach to that same
problem as it concerns upgraded directories. Whenevar a message
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{1} The need to restrict the searching of directories stems not
only from the specific problem of message segments, byt a3aiso from
the mo~e gen2rail probdblem of the KST d2eing an information channei.
It is 3 mneli-known flaw of the KST management scnheme that by
attempting to initiate inaccessiblie or non-exjstent segmentss one
can learn of the existence of directories which are not ofherwise
accesslible. Since dirsctoriesy and directory names, dlscovered
in this manner coui{d be used to pass information, It is necessary
to prevent a process from making known a directory uniess the
process access authorlzatlon is greater than or equatl to the
directory access ctass.
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segment s c~eatedy It wit} be upgradeg {by ring 1) to the
maximum access authorlzation of the creating process. Thus, the
upper acgtess iimlt of the message segment is lIdentical to the
upper access {imit of the user who created it. Hence, a user
cannot create 3 mess3age segment to be used as 3 write-down path
by a Trojan Horse program for informatlon which the user is not
aireaily legitimately austhorized to see. 0t course, a Trolan
Horse program could be designed to use a3 message segment
innocently c~eated by a hlgher-authorlzed user, A comprehensive
solution to the generat probiem of uJpgraded segments and
directories is knownys but Is unfo~tunately tno awbitious to
implement at the present time.

Access to message segments cannot be computed In the standard
fashion. The message segment facility, executing In ~ing 1, must
have essentlialtly unrestricted access to message segments as it
does nNOwWe Therefore, 3 new one-bit flag wlll be defined In the
branch structure to identlfy certalin ring 1 segments 3as "multliple
access class”" segmenfts. For the time pbeingsy this filag witl only
be used fo~ message segments and wiltf be set by the message
segment faclility at the time a messare segment |s c~eated. In
the tuture, howevers [t may be usec for other ring 1 segments as
weltl.

The muitlple access class ftlag will be checked by the access_mode
procedure on each actess computation. If the fiag is on and the
segment ring brackets are less than or equal to 1, then speclal
action will De taken as follows. If the segment access class is
greater than or equal to the process access authorization, then
the computed mode of access will be the mode specified by fthe
ACL. Otherwise, the mode will be nuli. Hence, a process will be
able to I[Initiate a message segment within ring t so fong as the
process access authorlzation is inferjlor or equal to the message
segment access class (and superior or eqgual to the parent
directory access ciass).

Gontrol of Message Segaent Qperations

As described in ¥YB-100, the ATIM rules dictate that a process can
only read Information of an access class iInferior or 2qual to the
process atcess authorjzation and can only write Information of an
access :slass eqgual to or greater than the process access
authorization. Furthermorae, the write-up operation shoutd only
be permitted where it cannot be used to desftroy I[nformatlon.
These ruates <¢an be applied in a straightforward manner to the
control of message segment operations and wl!t take precedence
over extended access controlse. The basic operations performed on
messages consist of addingsy reading, updating (not currently
used) and deleting.
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Whenever a message is added to a message segmenty a naw item of
control information, called the sender access authorization, wiii
be stored with the message to [dentlfy the access authorization
of the process which addea the message. A second new jitem of
control information, the message actess classy will 2e set equal
to the sende~ access authorization by default. However, the
sending process may optionally speclify an Baccess class greater
than tne sender access authorjzation (but not greate~ than fthe
message segment access class)e The purpose and use of thls
optlon s explained later.

In order for a process to read a messages the process access
authorization must be greater than or equat to the message access

classe, If the process access authorization is fess fthan the
message access classy the message wiitl be "invislibie™ o fthe
process. This meanss for exampie, that If a process requests fto

read the first message in a message segment, it will actually
read the first message of an access ciass equal or inferior fo
the process access authorizatlion. The message segme~t faclilty
will deliberately skip over those messages which the process [s
not aathorized to see. It 3 process requests to read a specific
message which 1t [Is not authorized to see (by somerow guessing
the message ID) it will be raturned an error code indicating that
no such w®essage exlsts. The message access class and sender
3access authorjization wiii be added to the reftu~n argumnent
structure for altl read calfis so0 as +to properly [dentify aili
messages.

Since the updating and deleting of messages represenfs a
potential means of sabotage, a process wlili only be permitted +to
update or 2Jeiete those messages for which the prscess access
authorization is equal to the message 3access Ciasse. As In the
case of readings 1t 3 process requests to update or deiete a3
message whicn it is not authorjized to sees an error code witi be
returned i[ndlicating +that the message does not exlist. iIf a
process ~eaquests to upaate or delete a message of Inferlior access
classy 3 “noderr"” wili be returned since such write-down
operatfons are prohibited.

In asddition to the basic message operations discussed above,
there also exists a primitive to return the message count for a
specified message segment. Since the message count can be used
as a comsunication path between processes, we cannot &sliow Jjust
any process to obtain the total message count. Therefore, a
process requesting the message count for a gliven message Segment
witl be returned the count of only those messages which [t is
ablie to reade This Implies, of coursey, that at sites empioying
AIM controls, only those processa2s with system high access
authorizations will de abie to accurately determine the state of
the apsentee and I/3 aueudes. For the sake of efficlency, fhe
case of 3 process of access authorization X requesting the
message count for a message segment of access class X wiit be
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optimized to simply axtract the total message count from the
header as s done now. In alil other casess however, 3!{ messages
will have to be examined in order to determine the count of
readadblie messages.

Another message segment operation ls the reading and resetting of
the salvage indicator, Whenever an internal inconsistency 1In a
message segment is detecteds the message segment ls salvaged and
a ftlag Is set in the message segment header, Clearly, the setting
of this ttag is not user-controliablie and resetting does not
change |[ts state uniless the flag has been previously set.
Therefore, the salvage Indicator cannot be used to pass
information anad hence no addltional restrictlions will be placed
on its use.

One last group of message segment operations {currently unused)
deals with the readlng and writing of header messages. A header
message {s 3 message of fixed maximum length containad in each

message segnent header. Header messages exist to provide a
convenlient oprotected storage space for sJubsystems employlng
message segnents, At presenty thr onily proposed use of header

messages ls to store an event channei ID, process IDy, and a few
other [tems for the secure send_message faclility. The2 primitlves
which read and write header messages will not be directiy
callable from the user ring via a gate. Insteady, the use of
header messages mwill be restricted to subsystems executing within
ring 1. It will be the responsidility of these subsystems to
ensure the security ot header message Information, Currentity
there exists a single primitive to write all or part ot a header
message. This will pe replaced by two primitives, one to write a
new header m2ssage, and one to update an existing header message.

The write primitive witl complietely 2rase any previosous message
and store the sender access authorization of the Nen message.
The update p-~imitive can be used to change allt or »o2art of an

exlsting header message providea that the access authorization of
the calling process matches the stored seyder access
authorization. The exlsting read primifive wili be modified to
return the sender access authorlization of the heade~ message SO
the calting program can determine its origin and accordingly, how
the information should be protected. The speclfic use ot header
messages by the seno_message faclilty Is discussed later.

Altnough tha above controls will be strictly enforced for atl
user processesy a mechanism will be provided to allow system
processes uarestricted access to message segments through the
standard interfaces. This Is necessary to 2llomw processes of alil
access adtho~lzations to communicate with the Initlalizer and the
I/70 Coordinator via message segments., Stored atong with the
process access authorization (in the pds) wiil be a group of
one-bit flagsy, each indicating a speclal system privitege which
may Dpbe enabled for a system process. One of these flags will
denote priviteged access to ring {1 ‘'system segments.™ In the
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course of Computing access to a message, the message segment
facility will check this flag and, If It Is set on, It wiil altow
whatever operation is ~ejuested.

slge-Effects of Message Segment Qperations

Unfortunately, the controls described above do not orevent the
passing of information via certain slde-effects produced by
message segment operations. Perhaps the most obwvious problem of
thlis nature Is due to the fact the message segments have a finite
maximum iength. Therefore, a process can communicate a number to
a lower-authorized process by filling up a message segment to a

certain polint. The lower-authorjized process can fearn the
number, ie€ay the amount of remaining space, by adding messages
to the message segment until the overflow point [Is reached. No

practical method has been devised for closing this iInformation
path. However, iIts use can be geftected within the message
segment facility by noticing each time a request to add a message
is rejected for lac< of free space. Whenever this sltuation
occursy It wiil be auzitead so as to discourage Jse of the
write-gdown path.

Another side-effect having securlty impiications concerns the
structure of message Ils. HWhenever 3 call is made to add a
message to a message segment, the calier Is returned 3 message ID
composed of a wunigque bit string and the offset of the message
within the message segment. The message ID can be usa2d to tater
identify the message for readings wupdating, o~ deleting.
Unfortunately, it can 3ailso be used as an Indirect communicatlion
path slnce it enables a process to detect when another process
has added a messagee. In order to ellminate this potentiat
write-3own path, it is proposed that the message offset be
removed from the message ID. Instead, the unique bit string will
be used as 3 key for entry in a hash table stored in the message
segment header. The hash taple can then be used to locate
messages by message ID. It is expected that hashing aill be no
tess efficlent than the current use of offsets due ts the amount
of checking ~equired to verjfy that the offset portion of a
message ID isy indeedy legitimate.

Conyersion of Message jeaments 1o a Mew Eormat

The adoltion of a hash table to the message segment header as
well as the the addition of new per message control information
wllis, of course, require a new message segment format. The
message segment facitity already provides an automatic mechanism
to detect and convert message segments of obsolete formats into
the latest format. This is done by simply c¢omparing a version
number stored In the message segment header to the latest version
number stored jn an external data dase. It the message segment
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version (s nat the latest, then a conversion routine is Iinvoked.
Hencey 3 converslon routine must be provided to convert from the
current verslion to the new version. Thre routine wnil! have to
construct 3 hash table and set the sender access authorization
and access ciass of each message to the access ciass of the
message segment.

The message segment salvagling procedure will have to be modlfled
to properly handle the new [tems in the message segment format.

Hessage Seament Meters

The message segment facility keeps certain metering Iintormation
In a8 segment called nseg_meter_data_. If this segment Is to be
written by processes of all access authorlzationsy then It must
be made 3 multiple access class segment and shouid be upgraded fo
the system high access class. Another possibility Is to simply
eliminate message segment metering since the results are rarely,
it every, exanlned.

Currentiy, mseg_meter_data_ has ring brackets of 4y,bke4s This |Is
clearty a bug since it permits any user to clobber the segment.
However, simply changing the ring brackets to 1,141 wiil prevent
the use of tnhe meter printing program. A new ring 1 program and
controliing gate entry would be requlired to extract the metering
data. Furthermore, 2access to this gate would have to be
restricted since the metering data represents a potentjial
Inter-process communication path. Given the appareat lack of
usefuiness of message segment meters, it seems that any
significant effort to preserve them would be unwarranted.
Therefore, it Is r~ecommended that these meters be efiminated
unfess some Jse for them is knowne.

Implications for Queue Message Seaments

Because QgueJye message segments are only used to support
communication wlth system processesys the impact of AIM controls
on the use of gueue message segments witll be slight., All systenm
aueues nWlil be upgraded to system high access ciass thereby
permitting a3l! processes to add messages to the system queues.
The access class of queue messages will always equal the sender
access auytho~izatlon. Hencey, 3 process will only be able to list
or count those requests having an access class equal or (inferior
to thea process access authorization. Also, a process will only
be able to defete requests having an access class equal to the
process access authorjization, Daemon processessy of course, by
virtue of system privileges, will be able to read and delete all
messagese. As discussed earller, directories contalning system
queudes can have a terminal gquota ana no status permlssion for
ordina~y wussrs in ordar to close the write-down paths associated

-7 -



MTB~-101 Muitics Technlcal Bulletin

with upgraded segments.

Implications for Mallbox Message 3egments

This section describes the impact of AIM controls on the proposed
use of message segments fto Implement a secure mail and
send_message facliity. (See MTB~-070 and MTB-085). Because
mailboxes are used for inter-user communicatlon rather fthan
user-gaemon communicationy the effect of AIM controis on the use
of mailboxes is more severe than on the use of system aueues.

The use of maliboxes for mali communlcation {as opposed fo
send_message communication) will be identical to the use of queue
message segments from the standpoint of AIM controise. The access
class of mall messages wiltl always equal the sender access
authorjization. This Implties that a process which recejves malt
from a process of lower access authorization will be ablie to read
the mall, but not Jelete |t. In facty, It wilil not even be
possible to wark such mnail as "has been read” since that wouid
constitute a write downe Therefore, the recelver may have 1o see
the mail repeatecly untit he flnally 1logs In at an access
authorjization equal to the maill classiciation at which time the
mail cat be delteted. Although this problem of finge~rlng malitl is
an inconvenience, It Is at least preferable to the alternative of
no mait reception at all from processes of foner access
authorization. Furtharmore, the inconvenience can be minimized
by use of a special mall command. For exampie, a spejcal mall
command Zould pause after printing the first line of 2ach message
and await a3 user jastruction fto either continue orinting the
message or to skip to the next message. :

The use of majiboxes for send_message communication will be
somewhat ditferent from mall communication. If 3 process is
accepting messagaesy the header message of the mailbox for that
process Alll contain an event <channel 1ID, a process ID, and
switches Ilnaicating whether normal! and/or Jrgent wakeups shoutld
be allowed, The sender access authorization for the header
message wlil!l identify the current access authorization of the
process acca2pting wessages. When an attempt is made to send a
messagey the header mnessage of the target mailbox wiil be
examined, In the case where the target process access
authorization equals the sending process access authorjization,
send_message will operate in the standard fashion. The access

class ot the message transmitted wiliil equal the sender access
authorization. When the sending process access authorization is
greate~ than the target process access authorization, it wlit not
be possilble to send 3 wakeup. In this sltuations the user should
be asked if he stili wishes to send the message. It so, the
message will be given an access class equal to the sender agcess
authorlzationss.  The target user wWill{ not recelve the message
untii he next logs in at a sufficientty high access

-f -



Multics Technhical Bultetin MTB-101

authorization. The most interesting case occurs when the target
process access authorization Is greater than the sending process
access aatha~ization. In this casey 3 wakeup can be sent. In
order t5 altow the target process to delete the message after
reading 1ty the access class of the mnessage wil!{ be Jpgraded by
the sending process to the access authorlization of the target
process. (The interface for adding an upgraded message to 2a
message segment will 2e Internal to ring t.) Unfortunately, the
sending process cannot be Informed as to whether or not the
target process Is deferring messages since this would constitute
a read up ooeration. Simitariys the sending process cannot
recelve 3n acknowleggemnent from the target process. +However, the
sending process can be jinformed of whether or not the target
process is accepting messages at all. Technicalty, tnls too Is a
read une. But since there is no way to '"unaccept messages,”™ the
act of accepting messages can only be used to pass one bit of
Information during the lifetime of a process which Is not enough
to worry aboute.

Qetaited List of Changes

1. Provide a new ring 0 primitive to set the multiple access
class flag. This primitive wilt only be callable from ring 1 via
aagmin_gate_.

2« ©Uhange access_mode to check the multiple access class flag as
described.

3. Change find_ to ot make known (and hence not search) 3
directory untiess the process access authorization Is greater than
or equal to the dlr~ectory access class. Thls check wllil be
performed by a call to the new AIM access checking module.,

b Change mseg_add_ to store the sender access autho~ization and
access ciass of each wessage and to mailntain a nash table.
Provide a n~ew entry polnt to add upgraded messages. Audlt
attempts to 3dad a message which are ~elected for ltack of space.

5 Change mseg_util!l_ to perform the proper AIM check for read,
update and delete operations and to J4se the hash table, Add a
new entry to get the count of readable messages. Return the
sender access authorlzation and access class of each nessage read
by expaniing the return argument structure.

b Change mseg_ to provide the new header message enftries and a
new entry to add upgraded messagese.

7 Change queue_mseg_ to provide a new eantry to add wupgraded
messages.

8. Provide 2a new mseg_convert_ osrocedure for the new message
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segment format,

9. Modify ms_salvager_ and ms_salv_util_ to handle the new
format.
10. Change the Incluae file mseg_return_args_.incl.pll to

contain 3 declaration for the message2 access class and the sender
access autho~jization. Change the following I/0 Daemon programs
which wuse the Include file (if necessary)? output _request_,
tind_next_reguest_, free_oldest_request_, lodc_» and
save_reqJdest_. Aslo <change the foilowing modules which contalin
their own declarations for the mseg_refurn_args structuret
cancel _abs_request, tar_utjil_, and adsentee_utiiity_.

11. Makxe fthe necessary changes to the forthcoming secure mail
and send_message facility as described.
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