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To? Distribution
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Subject? Multics Data Security and Aczcess Control

I. Reaquirements for Data Security

Computer data security 1Is an important topic today at the
federatl,y, statey and focal tevels of government, and In the
commercial environmant. The needed security precautions affect
all aspects of the operation of a conputer system, from computer
room locks and backup tape vaults to Internal access controls on
data and cor~ectness of the operating system. HWork is being done
toward making computers “secure.”™ However, true data security
can be achievecd only wnen ailt aspects of the system oderation can
be certitied secure; achievement of this goal Is unfortunately
stitl years ahead.

In the meantime, some current efforts are aimed at datining the
access control mechaaisms within an operating systen which wiltl
providge the necessary legree of control over direct access to
intormation. Three abstract mechanisms have been found to be
required for providing this degree of controli

a. Multipte state haraware to 1isotate the access controt
mechanisms (and the operating system) from unauthorized
actions of users.

b Discretionary accass controls whicn allow individual users to
grant speclflc access to other users.

Cs Acministrative access controls which witl timit tha effect of
the discretionary access controls throughout the system,

Fortunateiys controtlied sharing of Information among users has
been one of the fundamental design goals of Multics, making
satisfaction of the above requlrements retatively easy. The
Multics ring and access control list mechanisms, which meet the
tirst two ~eqguirements, are evidence ¢that the data security
issues whicn faced the Multics development communjity nere
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successfuliy resolved. The need for the third readirement was
not obvious until aftte~ Multics had 2een announced as a standard
product,

When 1ooking for a soilution for the third reauirenent,s notice
that the ring access control mechanism is the onliy one
administered on a system-wide basis. However, the limit of onty
eight rings with their hierarchicalliy-ordered privileges does not
provide the degree of control needed to satisify the requirement,
Aiso, rings 2o not generalize well! for the protection of other
objects in the systen, sSuch as terminals,

Theretorey, to satisify tnis fthird requirement, the Muit]cs
stangara product Is being provided with a diftferent type of
access controi which wiii serve to contaln the actlions of a user.
Within ¢fthe boundaries of this containment, the Muitics system

Wwill look the same as it does today. The containmant concept
will pe ve~y useful at many Instaliations., For exampie, a
service bureauy may wish to sei{l the apitity to isolate Its major

customers, so that the customer®™s emnployees cannot accidentiy or
del I berately '""give away™ access to propriletary data.

The pasic internail access control mechanism has been described in
several 4Y7Bs on the security controis enhancements., These MTBs
have stressed the mititary application of this new access control
mechanisne +Howewver, even though the military security system has
provided a model to work from, the Impiementation goal is to
provige a mezchanism which will prove useful for many 3applications
other than the military. Thus,y it is misteading to use military
terms in its descriptlone.

The following sections describe the new access confrol mechanism
in terns which are bdoth descriptive of thelr data security
tunctlions and chosen to sftress thelr wide applications This
description is not jatended to be exhaustivey, but rather fto
introduce the new te~ms In context, I propose that these terms
be useg In atl future codaing anc docamentatlon.

II. Multics Data Security Admlinistration

Data security on Multics depends on the correct operation of |ts
access control mechanisms and on the correct administration of
these controise The correct operation Is a rellabiiity issue and
Is not ot primary concern heree. The administration ot access
control has been a tunction of the system adminilstrator In
setting the initlal ring for projJects and ensuring correct ACLs
on gates and system control data segmnents.

These security retated functions are fogically distinct from

system acmiristration, though Inseparable under the current
imptementation. It Is desirabie to have theses functions
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separated so that a site can have the option of delegating the
responsibiiities of security and resource administration to
different persons; In the future we may be able to separate
security admwinistration from resource administration completely,
but tor tow it is useful! to separate the logical roles ot the
System Aaministrator (SA) from the System Security Aidministrator
{SSA). This is possidte since normal SA administrative functions
are controiied by a (laslted subsysten to ensure corract actions
In security sensitive areas. It is the responsibitity of the SSA
to wverity the correctness of the {imited subsystem used by the
SA. Currentiy a user of the “SysAdmin®™ prolects. but althout the
timited subsystemy is an SSA.

The administration of the new accass control mechanism wiil be
another duty of the System Security Administrator. During the
upcoming imolementation, there will dbe no binding of the new SSA
tunctions to the "SysAdmin'" prolecty, as a first step toward total
separation of the SA and SSA.

I1Y. The Multics Access Isolation Machanlism

The nea access control mechanism is calied the Multics Access
Isotlation Mechanjism (AIM)., The Multics AIM provides an
administrative control over atl users of the system fto ensure
that an Individual cannot glve users access to Info~matlon when
these users are not authorizeg to see it.

Authocizatlions
The process is the active agent of the user on Multics. The
user's system wide authorijization to access Information is

assigned to his process at creatlon time In the form ottt
<max_3access_authorization>» and

<gccess_aJthorization>.

The <max_access_authorization> of a process |Is the least
authorization fromt the <access_authorlzatlon> assigned by the
SSA for the personid and projectids and the project
administrator deflned user <access_authorization>, The

<max_access_authorization> is the greatest <access_authorization>
which can be atlowed for the user {(process_group_Iid).

The <access_authorlzation> of a process is t he feast
authorization froms <max_access_authorization>3 the
<access_authorlzation» assigned by SSA for the terminal; and the
user®s login option (or default <access_authorization>).
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Thus, the <access_authorizatlion> of a oprocess is its current
authorization and is statjic ftor the life of the process. It can
be cont~olled by the user at login time but must be in the range
of system-iow authorization through <max_access_authorlzation»>,

Protection ot QObilects

The Multics AIM is designed to provide access {solation or
contalinment for the set of oblects [t protects. Currentiy this
set of objects includes? segments, directoriess processess I{pc
messagessy and message segment messages. Protected oblects [n the
system are given an attribute,

caccess_class>y

which describes  the <access_authorization>» needed to perform
operations, such as read, write, send, recelve and execufte, on
the object.

The <access_authorization> of a process 1[Is c¢compared to the
<access_class> of the oblect it is attempting to reference, to
verify that the operations to be performed are altlowed within the
Multics AIM. When the oblect of an operation Is a pracesss as In
the <case of sending an ipc wakeup, the <access_authorization> ot
the target process ls taken to be [ts <access_class>.

Ihe Framework of the Muiltics AIM

The tftungamentat concept of the Multics AIM (s a ganeral
administrative access control mechasisme The impiementation has
provided for both the <access_authorization> of 3 prozess and the
caccess_ciass> of an oblect to be represented by jdenticai bijt
strings. Only three system modules understand the |interpretation
of these bit strings and the entry points of the three moduies
are described by their access control functionse. The Mulitics
ring access control mechanlism protects the <access_authorization>
and <access_class> data used for access control declslons. This
framework provides for the evolution of the decision aflgorithm as
customer needs change.

The Multics AIM has been designed with sultabte defaults to
ensure that the mechanism is totally lnvisible to users when |ts
tfeatures are not apptjed at a given instatiation; there wiill be

no measureable perfaormance change. When the mechanism |Is
appllied, use~s will have a few new commandsy, but the exlisting
user intertface will not change except tor the desired access

restriction, The mechanism will onty atfact users with a higher
authorlization than the defaults Thus, it can be apolied slowly
as reaui~ements expand with no noticeablie effect on other userse.
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Iv. Isolation Strategy

Intercporetation of Agcess Attributes

An <access_audthorization>» or an <access_class> contalns two
components, a <¢category_set> and a <sensitivity_level>, defined
as follons?

<category_set> 3= <access_category{l)>.ee.
sestdccess_category (181>

<access_category({i)> t= 110y 1 indicates Inclusion in
the <«<category_set>

<sensjitivity_tlevei>» = gl1i213141516187

Each <access_category> in the <category_set> represents a logical
protection compartment. The meaning assigned to each of the 8
caccess_category>s (s defined by the jinstaliatioyr, 38s Is the
meaning of each of the 8 <sensitivity_level>s,

Objlects are consldered +to be more highly protected I[If they
require a nlgher <access_authorization>» to read then. The term
“higher"™ indicates more <access_categorles> In the <category_set>
and/or a larger valde of <«sensitivity_Jlevel>, The empty
<category_set> and a <sensitivity_level> of zero is the
system=low authorizatione

The relationships between access attributes can be best described
it the astho~izatlon or class ldentity |Is temporarily Ilgnored.
Consiger two access attributes, A and By each with 2a
<category_set> and a <sensitivity_level>, The four possible
relationships between A and B are defined as foliowst

1. A is gaual_to B when the <category_set>»s are identical and the
<sensitivity_tevel>»s are equal.

2. A is less_than B when A®*s <category_set> is a subset of B°s
<category_set> and when A's <sensitivity_level> |5 not larger
than B*s <sensitivity_level> and A and 8 are not ejuafe.

3. A is greater_than B when A's <category_set> iIs a superset of
B*s <catagory_set> and A®'s «sensitivity_level> is not smailer
than B*s <sensitivity_tevel> and A and B are not equat.

Lbe A is [solated from 3 when A [s nelther equal to, 1ess than,
nor greater than B.

With these relationshlips deftined, we see that the t2rm “higher™
is the same 3s "greater~ than™ and the term “lower" [s the same as
*iess than". Two other terms are fregquently used to describe
changes t0 an <accesSs_C13ass>. The term *“upgrade' means to make
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the <access_cliass> of an object greater than [t was. The term
*“downgrade™ means 0 make the c<caccess_class> of an object tess
than it wnas. The "“upgrade™ and “downgrade™ operations are not
directly available t5 wusers other than the SSA as mentioned
{ater.

Ibe_Isolatioa Degision_Alagorithm

Yhe system procedures which must make decisions about what type
of access to altomn for a process will caltl a new procedure,
glving the <3ccess_authorlzation» and <access_class> as
arguments, to determine the operations that are allowed by the
Multics AIM. The operations are described 3as follows:

1. READ operations such as read, status, execute, and load are
allowed if the <access_authorization> is greater than or equal
to the <access_ciass>e.

2. WRIVYE operations such as store, modity, append, write and send
are 3atlowed It the <access_authorlzation> is less than or
equat to the <access_ciass>.

3. READ/WRITE operations combined In the same process are altlowed
it the <access_authorization> is equal to the <access_class»>.

4. A process is not altowed to perform any type of operations on
an object {f the <access_authorization> ls [solated from the
caccess_class>.

The allowed operation data from the AIM (s used by the access
declsion procedures to tfurther restrict the access which would
otherwise be granted by Multics. The allowed operations do not
grant any fo~m of access by themselvess

In sowe cases a WRITE operation without a READ operation aliowed
is not meaningful or useful, but can be destructive, e+.g9., for
segments as opposed ft0o ipc messages. In these cases, the access
decision procedures n#nill provide further restrictlions to
eliminate the possibilility of HR{TE only objects.

Storage_System _Suppoct_of the Multics ALM

Al segaents and direcfories have an <access_class»., Processes
may not ™modify* or ‘"append to" directories whizh have an
<access_class> iess than or isolated from the

<access_authorization> of the process. All Segments created by a
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process wiil have an <access_class> equal to that of i[ts parent
directory. A process is aliowed to create a directo~y nhich has
an <access_cliass> that is greater than the <access_cliass> of its
parent, but not greater than the <max_access_autho~izatlon> of
the process. Such a directory is called an "upgraded directory."

When attempting to Injtiate a segment, a process will! not search
a directory with an <access_class>» which s greater than or
isolated fron the <access_authorlzation> of the process. Thils Is
because It would be Iimpossible for the process to perfarm any
operations on the segment, due to the monotonically increasing
<caccess_class> in a subtree 0f the storage system,

Some _Impligations._of_tnae Multics AIM

Some lmplications of the access isolation functions provided by
the Muitics AIM arel

1. Since some processes may have an c<access_aJdthorization> equal
to system-low and the <access_class> ot directories 1is
monotonicatly increasingy, atl systaem dlrectorles must have an
caccess_class> of system={owe This Inctudes? the root, udd,
pddy ssss lang, aqoc>»**, sci, ddd, 1dd and others.

2« Within the unlverse of objects which have an <access_class>
equal to the <access_authorization>» of the processy, the other
Multtics access control mechanisms operate exactliy as they did
before the additlon of the Multics AIM,

3. If an instaltation is using ontly a single <access_category>
pe~ <category_set>, informatlon will not be permitted to pass
petnWeaen <zategory_set>s.

4L« A oprocess Is alliowed to read segments Althin its
<category_set> or any subset thereot, Jdd to the
<sensitivity_tevel> of its <access_authorization>, but it witl
only be able to nrite in segments when the

caccess_authorization>» and <access_class> are equal.

5« A process wili ontly be able to send iIpc messages to processes
which have an <access_authorization>» equal to or jreater than
that ot tne sending process. Two way ipc communication is
aliowmegd only between processes of equat
caccess_adthorization»,

6. The default <access_authorization>» of a user reglistered by the
System Agministrato~ (wlthout further authorizatlons provided
Dy the SSA) is the system-low autho~izatlon,

7. At login time, a Jser may request that his process be created
with fewar «<access_category>s in its <category_set> than the
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use~*s maximum authorization (he wil! not be permitted to have
more), Also, he may reouest a lowner <sensitivity_levei> than
his maximum authorjization f(he [s not permittad to obtain
higher). Thus, system-low is a common authorization for all
users of the system.

B. A process with a glven <access_adthorlzation> can “upgrade™
information of a ™lower®™ <access_class> to one squal to Its
<access_aJdthorization» by copyinge. A process cannot
“"downgrade” information since [t can only write in objects
which have an <access_class> equal to or greate~ than |ts

<caccess_adthorization>, Oniy the SSA s aliowed to directiy
“downgrade" the <access_class>» of oblects, thus aliowing them
to ne read or written by processes with a lesser

<access_adthorization>.

EXAHPLES:

Commergial_Environment

An obvious apolication of the Actess Isolaticn Mechanism for a
commercial eavironment [s to assign each functionail area within a
company or each major user of a service bureau 0 one
caccess_categorys, Yhe individual use~s will be allowed to work
up to a glven <sensitivity_level>» according to the propriletary
nature ot their positions or the degree of privacy needed within
their <category_set> {as for personal data within the personnel
department). The access control 1lst on segments stlit provides
the «qalscretionary access control needed for personal prilvacy or
controlled sharing witain the restrictions of the Multics AIM.

Goverpnment Eavironment

The Access Isolaftlion Mechanlism directiy meets the regulrements of
the DoD Information Securlity Program Regulation. In this context
the <access_authorization> corresponds to the c¢learance of the

user. The <access_class> of oblects corresponds to the
classifization of the objecte The <sensitivity_level> [s used as
the classiflcation level (esgdey uncilassified, confidentliaiy,

secret) and an <accass_category> woutgd be used for compartmented
securjty as a formail nead~to-know compartment {(2sgey nNuciear,
crypto). The Access Control List on segments corresponds fo the
“onner~defined" neec~-to-know authorizatlon.



