
~ULTICS T~CHNtCnL AULLETI~ 

ToT Jistributlon 

i=-rom I nndrew M. ~obzla~ 

M3V 30, 1Cl74 

<; u~ I ec t 1 Solutlons ~or Security Holes in Ai1ltlonal Storage 
Controls 

l:l'"ltroductlon 

~T~-0~1 introduced storaqe system chanqes whi:h, together with 
the chanqes summarlze1 In ~T~-047, lmnlemert a multi-level 
~ecurltv ;ystem on Multics. The effect of securltv ls that users 
~n1 thei~ files are :omo~rtm?ntali7ei into 1i~Joint grouo~. 
Security re1uires th.=tt no unco"trol led inf11rmation paths exist 
between como3rtment~, 3ni th~t ~ccess mode rules for levels 3re 
observ~1 within 3 compartment. The i~nlement~tion describ~d in 
~T'l-O'H I eaves ooen c;everal sue ti oaths. l\ I thouq., t'1esl" paths 1~a 

security holes ln 3 forinJ sen:;e, th~ informJtlJn handwldths are 
on thP order of a bit oer s~coii ~nd ar~ of little or no value 
for 1lrect oenetratlon. 

The ouroose of this ~T~ ls three-fold: 

1.) T.., list the sec.Jritv h:>les tl')at will r~rnaln after th:? 
~TR-081 lmolementatlon. 

2) To sho~ solutio~s f:>r these holes which can 
lmole~ented in the o~ese..,t storaqe systcn. 

~l T~ ~staollsh co..,straints that must b~ co~sidere1 whe.., the 
stora~e system is upgr3d~d or re1eslgnP~. 

T w o t v p es o f s ec u r l t v t hr ~ =i t :; e x l s t w h i ch ca J I d u t i I l z e t h es e 
information oaths. The first is collusion betwP.en users. 
'Jnfortunatety. all 5ld~ '?ffects of "1ultlcs usP. such ai lmol lclt 
orooaqations up the hi~r3rchy :>r the apoe~r~nce :>f a user's n~me 
whf>n '°who" ls typed. ·~rf> ca..,dldatec:; for col luc:;lon. Only the 
~!lmln~tlon of ~II security holes c3n ~emov! ~ultics as ~ 

ootf!nti::ll vehicle for cr>t luslo"l. The second thr?.at ls that of an 
1Jnl-l:nown "extra" Ca troJ an hors!) in an executao1 e orocedure. rn 
hoth cas":'c:; the closure '>fall h'lles limits th::! comoromlse to 
violations of need-to-k~ow i~ that com~artm@nt•s us@r group. 

~ultlcs nrolect lnter~3l wo~klng 1ncu~ent~ti:>n. Not to 
rt3orod1Jce1 ">r '1lstrlbut~1 outsl:1~ thl~ '1ultlcs nr:>tect. 
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These hol~s ~ust o~ rP~o~ed h~fare ~tt~motln~ security 
certlfic~tl~n. Since c~rtlf lcation is sryme tl~e off and the 
r~moval is non-trivial, the lm~lementation desc-ib~d ln this ~T~ 
~,v be o6stno~ej until the next redeslqn of the storage svst@~. 
~irst, the automatic uo1~tin1 of iate-tlme-usei ~nd 

13te-tirnf"-mo1ifl"!·j ls jiscuss?.d. The vari3ble le""lgth of file rrno; 
ls 1e~lt with nP.xt. Th~n a nrooosal ls maj~ for containlno th~ 
1 u o t a ch ;:w 'J e c; c ~us e :~ h v 'Jr> '1 r :'J 1 ~ d c 1 re c t '> r i es • ~ o 1 I o w l n g t h i s i s 
~ co~ment~rv on the soeci~I h~~dlinq of 3Cc~ss by ring o. 
Fl~~ltv~ re1ulrements and suqgestions are listed for the 
removahle hierarchy stuiv. 

ryatP-tl~e-us~~ is uo13t~i whenev~r ~ se~ment ~r directory ls 
de3~t!v~ted (or status re~uested on an active se~ment or 
dlrectorv.l tf ~ too secret process e~ecutes an unclasslfi~d 
I ihr3ry routine, the cha,qes i, 13te-ti~e-use1 c3n be detectej oy 
an unclas~lfl~d orocess. ~ sl~ol~ chanqe in active se1ment table 
~~hage~~nt not to uod3te the 1ate-tlme-Jsed unless at least one 
orocess of eiuival~nt ctoar3nCP references that segment or 
1lrectorv wll I sotve this orobl~'TI. The i::ilobal transoarent usaqt? 
switc"" which ls currently usej by b~ckuo. wll 1 "'lot be turne'.1 off 
unless ~ ~r~cess of oquiv~tPnt clear~nce takes a s~gment f3ult on 
t~e segm@nt or dlrectorv. Notice that when ~uttlcs ls operatei 
with ~vervthlna at one cl~sslflc3tlon, t,e resetting of 
13te-ti~e-used retains its ores~nt ~eaninq. ~ince fln1ing a 
se,ment Involves the searching of suoerlar 1lr~ctorles, t~? 

i3te-tlm~-used value for directories is the +ime the jlrectory 
w~s l~st ~ctivP. !n con)u,ction wit~ the abo~e change tne 
~e~nlnq o' 1lrectorv d~te-tiTie-usej coul1 be ~ha,qed to ~xctuJe 

re5ettin, w~en~ver de~ctlvatlon ls oerforme1. The iate woul 1 

then refl~ct ~ctual use, su~h as listing or statJs. 

T~e mo1ific~tlon of ~ seqmPnt or 1lrectorv c~uses the uojatln1 of 
the 1~t~-tl~e-modlfled field. Tn order tn ald b~:kuo•s search for 
recent ch1n'les, this ~ate ls oropaqated throu::ih '111 superior 
1lrectorl~s. Slnc~ the s~cu~lty sv;tem ha; non-~ecreasl~g 
~lassiflcation with incr~~slnq 1~oth in the hierarchy, 
modlf icatlo~s oPrfor~ed bv high tevel pr~cesses could be observed 
hv uncl~s~lfied orocesses. The ,est solution he~e ls to define 1 

"ew branch item. date-tlme-subtre~-modifiad for tne exclusive use 
of th~ 1u~oin1 orocess. T~is would not be av~llable to users, 
3nd wou!rl allow date-time-mnjlfled to holj th~ local meani,J 
01'f y. 

~ l t e "'l:lp 
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A mare Intrinsic oroolem ewists with the bran:h of an uagradej 
1lrPctory. ~lnce it is lmo0ssibl 0 to protect ~ br~nch (because 
ch~n1Ps ir Its size :an oe ohserved In th~ p3rent ilrectory), 
Items that reflect information ibout the (pnssibly changlngl 
nhysical ch~r~ct~ristics of ~n uoqr~de1 di~ectory must be 
orotected. Fi-st, current length ~n1 hit :ourt ~ust De 
orotected. ~econa, the ~~ch~nlsm f~r ~htalnln~ larger file maos 
~s thP 1irectorv ~rows must be 1lsabted for ungr31ed 1irectories. 
The current mechanism obtains new file mans at the 4th 3nj t6th 
n~ge boun~~ry. A possible solution is to force the ~irectarv to 
:::ic41uire :::ind retain the l~rqest fi II!? m,3p ~t the time it is 
...1oqrade~1. 

To comotete thls securing task, the uugr~ded braich must be sol it 
i '""t n t w o c I ::'Is s 1 f i cat i on s. V ::1- i "lb I e I en~ t h I i st :; :3 s soc i at?. d w i t h 
t~e branch, sue~ as GCLs an1 na~Rs, ~ust re~air at th~ level of 
th? oarent, but fixed l~'l'1th items such a-; currf'nt lenqth a"\j 
!'.> l t - c ou n t t ha t a r e us 3 q e r e I at e j h ave to b e 3 t t he h 1 q he r I e v e I • 
The blt-cnunt author has to be further restricte1 to h~ 3 na~e 
atrear:!y in th~ directory. as the setting of a novel na1T1e coul 1 
lncre~SP the sl7e of the parent 1lrectorv. This will protect th~ 

values in the b~anch which ch~'lqe automatlcal Iv ~1th the use of 
the U0'1rAie1 directory, sine~ the us~ is at the higher 
c t ass if 1 c "l t I on. 

11uota 

In order to orevent the size of the upgrade~ ~lrectorv from oel'l1 
reflected In the parent•s 1uota, 1uota must bP self-containing 
for a iirqctorv. Two non-trlvla1 changes ~r~ reaulred. Since 
iuota ~ust be enforced by o~ge control, lt ls storeJ in the 
3ctivP. s~qment table entrv for the dir~cto~y. 1ut because of a 
c~rt anrl horse situation this value ls not ~v~il3ble ~t the time 
the ~lrect,,rv ls actlvate,1. The value of 1uata is st.Jred in the 
1irectory hPader (first oaqel an1 is not 3CC95Sible to oaqe 
r;:)ntrot Uf'tl I nrocesslf'lg of ttie seq11ent f-=iul t <which incl \des 
~ctlv~tlon) flnlshes. fhe current mechanism ~alts until the 
first activation of an infe-io~ branch to fill in the oarent•s 
iuota since a oaq~ f3ult has to be taken to fiid the inferior 
branch ~nywav. quota wa:; probably 1eflne1 ta refer to ttie 
i'""ferior suhtre~ because it W35 '1ot dV~llahle 3t the time of 
activation ~or ls it defln@1 at th~ time of creation. To be self 
containln'1, the value must he :;tored in the bran:h rather than In 
the he31~r. If this schP.'llP. is acfootcd, c;o~e soecial casinq of 
thi:i root, which must be a te~rnin~I account <i.e. has a 1uota >al 
3n~ h~s no branch, 11USt le wor~ej out for o~qe control 3S wel I as 
fa~ the moveauota pri~itive. The other chan~P r~quire1 is that 
c;wltchln'1 between ter1Ttir'3l ·;:ind non-terml'1'11 status Cvi'l 
move1uota) rnust take into ::ft:Co:Jnt the 1irP.ctorv•s own lenqth. 
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~ 1uota red~sign that is curre~tlv belnq aiscussed suggests th3t 
311 ~lrPctnrles have 1uotas, and that pages used be reflected 
thrnuah all sup?rior dlrector-ies to the root. Tf an overcharge 
occured 3nVwhere alon~ the line. ther a·~uota overflow woulj oe 
c:;igrnl~r1. Thus. o"IY the r-oot•s '.liJota wouli.1 he '"ter'Tlinal" and the 
1uota on each directory only a check oolnt. 9ecause security 
re1uir~mPntc:; ·f~,...hld ~pw1rct nronagations, this scheme must De 
~I tererl to ret3ln tt-ie te,...-nln31 nature of auot3 on 311 uogra1ej 
'1lr~ctori~s. 

The ~vs~ae'Tlon Window 

WhPnev~r a SP~ment or 11,...ectorv ii cre1ted the vlrJln ACL ls 
inltiali?.~d with an o?.'"ltry for "rw -:t-.Sys!Jae11on ... ". Next, the 
Tnltlal Ar:L is :"JrJderl. i::-1",3J Iv, a'l ACL ?.ntry f:lr the ~ser is 
1djed. The olaclnq of .the ~vsnaemon ~ntry was done In ~ooj 

snirit, S:'.'Yin1 ''trust .:ill our syste'Tt servic?s." n•.Jrlng th~ 
storage syst~m dark ~ges before Initial ACLs, this was the onty 
automatic metho1 .to etimln3te the worrv about 8~:kuo anJ I/O for 
car~fr~e us~rs. A user coul1 always delete the SvsDaemon e~trv 
l~ter. leaving onlv ~ small window of tirn~ for SysOaemon 
rn ls trust. 

''1h"ft ls slgnifica"lt h~r~ ls not that ....... '3vs0a~mon.•" ls on th~ 

~CL to,.,, SP'lm~nt but tr.~t lt ls placea there lmol lcltly by rl11g 
o. How c~n vou prP.vent ~'l ~d~inist~ator from registering 
" 0 r~sldent.~vsna~mon," a process which keeps or truncating your 
se-:rment "lmoe,'"lchment_•iata"? C~ulti-levet security will ~II.ow th~ 
~~structuring of adminstratio" b"!se::! on essentL.:it access. If the 
a1mln1strator ls llmltP.d to ~u" unclasslflerl, he does not have to 
b~ cle~r@d or trustej, 3S he will not b~ ~big to force access to 
any classlfie1 data ~ven though he has mo1ifv permission on 
uc:;er-rllr-<1lr.I If. rhq t') qives snecial pe~mlssion t1J t11~ 

~vs13emon prolect, ~ certlflcatlon of ring 0 must also Include 
Jlt ~v51~emo" orocesses. r.1e~rtv this ls ~ot the direction wa 
wish to takP. since certlflcatlon tod~y ls vlabla onJv on a small 
SC.''llP.o 

Tl)r1ay a •J<;f>r can cl osP ttie window by adilnq '"nul I 
t') the !nltial ACL. ~Ince the Initial ACL ii 
"ivs'la('mon ~ntry by ":~poend," this resets the ri,od2 
unless rlno 0 forces Initial ACLs to start 

•,sysDaemon.•" 
added 21fter thP. 
to null. F~ut 

w 1th a ''nu I I 
"'.<;vs1"\~mon."''" <!ntrv. t'"lis does 'lOt fulfill th~ certification 
re~ulrem~nt. An ~1t~rn3tlve mech~nlsm which ret~lns the carefree 
~h~r3cterlstlc but rlo~sn•t ~e1Jlre SvsOaemon certlf lcation is 
orooosed. "l'.\ooend" ls ~hanqe1 t':l copy the Tnlt ia I ACL rathar 
ti,~n out ··s.,, •.Syo;!la~mon."'" wheri creatlnq directories. As lo11q 
~s new users have •.~vsnaemo~ ln their home dlre:tory InltiaJ ACL 
th~ :1°-;ired utl lity is.orP-;erve1. This change is significant .......,. 
b~cause now the lnstatlatlon a1mlnistrator, pro)ect leader, an1 ~ 
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user are thP on~s rlecldi"1 t,e an~roori~teness of tne Svsna~~on 

P.f"trlP.S ;::in-J not the supervisor. If this Ch-"n1e ls adopt:~d, users 
must be made aware of the ne:esslty for checkinq (3nd correct in~> 
Tnitial A~Ls ~hen~ver they create directoripc;. 

Imollclt ~ccess ~rem Ri~g O 

S~ecl31 ~ccesc; to dlrectoriPs ls qlven to the Initializer orocas~ 
~Y rlnq o. ~ither modlflc~tlon~ to ~ltow sv5tem functioni,1 
wit'1out thi-; speci31 ac:ess or th~ certification of the 
Tnitl=ll l:!Pr orocesc; le; r:?.a..ii"eri. If th~ latt~r is chosen, "l:imin 
mode, which allows exec~tlon of Multics co~mands from the 
Tniti~li7er, must he disabled. 

oemovable Hierarchy 

~!though th~ abilitv to ohvslc31ty removo. 01rts ~f the hierarchy 
<via 1lsk oacks, for exa~ole) ls not lncludej ln the oresent 
t~sk, the 1~siqn committee ev1lved sever~! quldelines whicn 
shoul1 he of interest to the new stor3qe system proJ~ct. These 
recommendations are: 

1' ~a.-:h ohysical 1i-:;k o,lck 'llUst he ldE'ntifi.fd as p3rt of 
t~e hardware known to the storage system, sJch that lt would 
be i~oossible for any orocess to us~ sue~ a pack for I/1. 
So~~ ~ardware lnterlock5 such 3S th~t provided ~n 

orer~c~r1e~ cassettes ls desirable. 

2) TherP ~ust oe a uniaue, machine-readable header on each 
ohvslc~I p3ck. No jlsk p3ck may be used for demountable 
s~qments until the hPader has ~een initialized and the 
oack"s existence reco~dej in perman~nt stnrage. If 
encrvptlon ls use1 to nrotect the ~ata on the nacks the~ the 
location of the hearler could bP a functl~n of a uni1ue id 
keot 1~ oermanent storage a~1 available onlv to ring a. This 
woul1 ~elo prevent the use of the structure1 nature of the 
hea1~r in an Illegal 1~coding ~tt~mot. The header must 
identify the highest c1asslfication stnr1bl~ or this vol~me. 
This Cl3ssificatlon shoul1 be usej bv the system when 
decl11~q o~ which ~3Ck to pl3ce a s~gm~nt. 

3) N~ so~clflc rel~tlonship between the c~ntents of 3 jl5k 
o::ick al"\ 1i the I OJlcal hlerarcl-\l al poslt.ion of the seg'!lents is 
necessary. On the o~~ 1-\and, it ~poea~s try be more 
economlc,1 to groJp on the basls of or0cess grouo Id or oy 
direct~ry subtree. On t~~ other hand, the ~ore secur~ 

~poroR~h ls to h~ve no rel~tlonshlo so that knowle1ge of 3n 

uncl3sslfled segment b~ln3 onllne c~nnot be use~ 3S 
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knowf~i1e that l~ferlor, cl3ssifled se1ments ha~ hee~ 
ref<=>renc~d. Tf we 3SSU'Tle a "dP'llount/move_onl ine seqm.~nt" 

comm::ir.1, tt-ien tha cf-ioice of which nae~ i"> used for the 
re1uest must be tot a 11 v m::rna]ed by the svstem as w~l l as the 
exact time of movement to or frorn a volu'l'le. The al loc3tion 
of jr!ves to oacks mJst 3fso be un1er co~olete control of 
the ":jvstern. Phvslr::ill re".lu~sts to mount a pack wi II oe 
issued on · thP has is of :=i label but ~d 11 b~ checkej 'JY 
como3rinq the permanenttv st~red oack ideitif ication with 
the o~ck"s he~der. Any dlscrenencies muit be audited for 
security evaluation. 

4) Th~re exist no security reasors to ll11it refl'lovabillty 
only to seqments, esoecially if the allocation to a vol•Jrne 
ls at one classlflcatloi level. We assu~e that removPd 
nacks will receive nS much ohvslcal orotectl~n as do the 
ner~~n°nt ones. If a 03Ck ls ?Ver r~rnoved from the 
orotPcted area, then the contents cannot oe trusted anj lt 
must t~ comoletely recreate1, unless sufficient encryption 
w~~ us 0 d jurlng qeneratlon 3nd the oac~ contains Information 
at ontv one c,lasslficatloi. 

Summ~rl?inq. the ma!or weakness these recommen13tions ad1ress is 
the rle1uctive knowledqe (rlhic~ can be usej as a bit of 
lnform~tion' qalned from the on-line status of a demount:ibl~ 
seqm~nt. Assiqnlng on1v one c13ssiflcatlon and onlv o~e oro]ect 
to :i ')ar:k 3re methods which tor::;,:il 17.e tl:e problem •. ~ tot31 
s0lution sh~rt of al location of Olcks/person ls ,ot vet known. 
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