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Tntroductlion

4TR~081 introduced storage system changes whizth, togather with
the changes summarized in MTR-047, inmplemert a multi-leveal
sacurity system on Multjics. Tha effect of gsecurlty is that users
and  thejr files are compartmantalized into Adisjoint grouns.
Sacurity requires that no uncontrolleq infnrmation paths exist
hatween compartments, and that access mode rules for lovels 3re
ohsarved within 3 compartmant. The implementation described In
MTR~84 teaves apen several such paths. Atthouan these paths a-=2
security holes Iin 3 formal sense, th2 informatisn bandwidths Aare
on tha order n0f a hit ner second And Aare of 1ittte or  no value
for diract nenetration.

The purnose of this 4T [Is three-fold:

1) Tn tist the security hatlas fthat wit! ramain after tha
MTR=~081 jimplementation,

2) To show solutions for these holes which can ba
Impiemented in the p~esent storage systen.

Y To astantish constraints that must be considered when tha
storane system is upgradad or redesigned,

Two tvnes of securlty threats exist which coald utilize these
information opnaths, The first is collusion between userse.
Unfortunately, all side effects nf Multics uses such as Imptlticit
ornpag3tions up the hiararchy 2r the appearance 2f a user's nama
when "who" is tyoed, are candidates for colltusion. Onty the
aliminatior of Al security honoles c¢can remova Muttics as 3
notential vehicle for coHollusinon. The saecond thr2at (s that of 3n
Jynknown Mextra' (a3 troYan hors2) In an executanstie procedure. In
hnoth cases the closure »nf a3l hniles timits tha comoromisea to

vioflations o0f need-to-know in that compartmert®s user group.

Myltizcs nrolect internal wor~kinng documentatione. Not to nea
reoroduyced ar distrlhuted outsids the “Myuttics praolect.
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Thessa holas nust ne renoved hafore a3ttamoting security
certificatinn, Sirce certification Is same tinae oft and the
removal is non-trivial, the [mniementation desc~ibed in this MTR
mav ha postnoned until the next redesign of the storage systan.
First, the automatic uni13ting of 1ate-time-usel and
date-time-modifizd is discussad. The variable tangth of file maps
s dealt with naxt, Then 3 nropnsal {s maje for containinag tha

unta changes caused hv unqgraded cirectories, “oflowlng this s
A commantary on the snacial nandling of 3cc2ss by ring .
Flmalty, requlrements and suggestions are fisted for the

removahie hiararchy stuiy.

T and NTwv

Nate=-tima-used (s upi3tad whenever A seament aor diractory is
deactivated (or st3tus reauested on 3an actlve segment or
Airectory.) It 2 too secret process executes an unciassified
tibrary routine, the changes in date-time-used can be detacted oy
an unclassified process. A simola change in actlve segment tabla
miInagement not to update the date~-time-used unless at least one
nrocess of equivalant cieraranzce references that saegment or
Yirectory will sotve this problan, The alobal transparaent usane
switchy which Is currently used by backups will "ot b2 turned off
unless 3 aracess of erauivalent clearance takes a segment fault on
tha seament or directorv. Notica that when Multics Is operated
with nsyervthina at one classification, tnhne resetting of
fate~time-used retains its odreseant meaning. Since finding 23
sagment Irvolves the searchingy of sunerinr directories, th2
J3te=-time-used value for directories is the ¢time the Jdirectorvy
WAas last Active, Tn conjunction with the abovo change tn2
meanlng of Adirectory data-time-used could be changed tao eaexclude
resetting whena2ver deactivation s operformei, The d4ate woula
then reflact actual use, such as listing or status.

The modificaition of 3 segment or dlrectory causes the upiating of
the Aate-time-modifled field. In arder to aid bazkup®s search for
recent chanaes, this date Is ornpa3qgated throuah all superijior
Yiractories, Sinca the sacurity system has non-J3ecreasing
classifizcation with incressing Aaptn in the hiararchy,
nmodlfications performed ov high level praocesses could be observead
by unciassified processas. The hest solution here is to define A
naw branch [tem, date-time-subtrea-modifiad for the exclusive usa2
n ¥ the Aumping DrocCess. This woutd not he avallable to users,
and would aliow date-time-mndifled to ho | 3 tha {ocal meaning
onty,

Cjile Map
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A more Iintrinsic proolem exists with the branzch of an uograde?
1irectory. Since it is impoassibla to protect a branch (because
changes ir 1ts slze <can de ohserved In th2 psrert directorv),
items that reflect informatjion ibout the (pnss3ibly changing)

nhysical characteristics of an  uynagradei directory must b2
nrotected. Fi~st, curreant length and bift zourt nust D2
orotectaed. Sezcongy tha machanjism foar nohtalnirna larger file maos

35 the Airectory arows must bz Jisabled for ungraided Airectories.,
The current mechanism odbtains new fille maps at the 4th anid 16th
nAage boundary. A possibla solution is to forca the “directory to
acnuire and retain the largest file map at the time it is
4o0qradad.

To complete this securing task, the upgraced branch must he split
intn two <classifications, Va~iable length |ists associated with
the branch, such as ACLs and namase must remair 3t the level of
the parant, but fixed fanath ftems such a3 current length ani
bit-count that are usage related have to be at the higher level.
Tha bit-cnunt author has to bwe further raestricted to ha 3 n3amne
3lready ir th2 directory, as the setting ot 3 novel name coul i

increase the s5i7e of the parent directorv. This witl protect th=a
values [n the b~anch which change automatically Alth the use of
the uonraded direztory, sinca the us»= i< 3t the highar

classification.

Nuonta

In order to prevent the size of the upgraded <lractory from neing
raflaected in the parent*s quota, juota must ba self-containing
for a +diractory. Two non=-trivial changes Are required. Since
quota must be enforcad ny page control, it is stored In the
3ctive segment table 2ntry for the directory. 3ut because 2t A
ca3art and horse situation this value Is nnt Available 3t the timea
the Ylrectory [s activated. The value of auota 1Is stored in the
directory header (first page) ani is not accassibie to oage
coantrol urtil processing of the segment fault {(which includes
activation) finishes, The currant mechanism asalts until the
first activation of 3n infe~io~ branch to fill in the parent's
tYuota since a page fault has to bhe taken to fingd thea inferior
branch Anyway. Quota wAas probably dJeflne to refoer to rthe
inferior subtres because it was 2ot aviilahle 3t tha time of
activation nor is it defined a3t the time of creatiorn, To be 3=2If
rontaining, the valua must he stored in the branzh rathar than [n
the headar, ¢ this schamne is adopted, some special casing of
the rooty which must ha a te~minat account (l.e. has a aquota > g)
and has noa hranch, must 22 workedl out for p3age control as well as
for the movequota primitive, The other change raquired is that
switchlng between terminatl - and non-terminal status (vi=2
moveiluota)l must take into account the Ajirectory®®s own tength,
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A vuota redasign that is currently baing dlscuss2d suggests that
31 directnries have 1Juotas, and that pages used be reflectad
throuah all superior dlrectoriz2s to the root,. TS an overcharge
accured arywhere alona the line. ther 3 '1uota asverflow would de
signaled, Thus only the root®s juots would be “tarminal'™ anad the
Tyots on each directory only 3 check point. Jecause security
reauiraments forbid upward oprooagations, this scheme must ba
3l tered to retain tha terminil nature of auota on 311 upgraided
Airectoriss,

The SvsTaamon Window

Whenever 3 gsanamant or directory (s creatad the wviraln ACL is
initializad with an a2antry for "rw *,SysDNaanon,.*". Next, the
Tnitial ATL is added. Finally, an aAcCL antry for tha yser is
3dded. Tha placinag of .the Sys0Daemon entry was done in 3jooil
snirity saying "trust ERN aur system servicas.'" Nuring tha
stnrage systam dark ages before Initlal ACLs,y this was the oniy
3utomatic metho?d te eliminate tha worry about 8azkuo and I/0 for
carefree users, A user could always delete the SysDaamon entry
later, leaving onlvy A small window of tima for SysOa=amon

mistrust,

4n3at is slignificant her2 is not that “*,SysOazmon.*" (s on th=
ACL to » seament but that it Is placec there impliclitly by ring

0. How c¢can vou nrevent an administrator from registering
"Orasjdent.SysNaamon,'" a orozcess which keens or truncating vyour
seqment “imneachment_d3ta"™? (Multti-level security wiilt allow tha

~astructuring of adminstration based on ess=a2ntial access. If the
administrator is timlited to ~un unclassifiedy, he does not have to
ha clearad or trusted, as he will not ha Abla to force access to
any classified data oven though he has modifty permission on

Gsar=dir-d4ir.) If . ring n gives spacial permission to tne
SysDsemon prolezty a certlficatlon of ring 0 mus t also include
ER N SysD3emon processes. Clearly this (s not the direction wa

wish to take, since certification today is viabl2 only on a smalt
scAale,

Tnday 3 user can close the window by 3dding "null *.SysDaemon.*"
to the TInjtial ACL. Since tha Tnitial ACL (5 added after tha
SvysNaemnn entry by "apoend,'" this resets the moda to null. But
unless rira 0 forces Initiaf ACLs to start with 3  "nult
®.SvysNaamon.*" antry, this do=ss not futfidd tha certification

requirement, An Altaernatjive mechanism which retains the carefres
~haracteristic but dnasn*t r~euire SysDaemon certificzcation is
oroposed, “Append™ 1s changey to copy the Tritiat ACL rathar
than oput “sm *,SysDaamon.*" when creating directories, As tong
IS New users have *,SvysDaemonrn (n thelr home direztory Initial ACL
the desjred utjility is.oreserved. This changs is siognificant
hacause now the [nstaliatior administrator, project teaadar, anAd
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user 3re the ones deciding tna 3aonrooriateness of tna Svslaamon
entries ani not the supervisor. If this change is adoaptad, usars
must be made aware of the necaessity for checking {and ¢correcting)
ITnitial AfLs whenaver they creata directories,

Imnlliclt Access From Ring 0

Sneclal access ton directories (s glven tn the Initiallzer process
hy rina 0. Fither modificatlions to Aalifow svystem functionin?y
without this special access or tne certification of the
ITnitislizer orocess (s raanuyired. If the latter (s chosen, admin
mode, which allows eaexecutinn of Myitics commands from the
ITnitializer, must e disabled.

Pemovabie Hierarchy

At thouah the ability to ohysically remove parts 2f tha hierarchy
(via disk onacks, for example) is not includa2d In tha present
task, the lasign committes evolved several juidelines whicn
should %He of [Interest tn the new storage systam prolect. Thase
racommendintions are:

10 Tarch physical disk s53ck must be jidentified 3s part of
tha hardware known to the storage system, siach that [t wouid
bhe iroossible for any orocess to use such a pack for I/7.
Soma  hardware interlocks such EES that provided 2N
preracaried cassettes (s desirable.

2) There must ne a uniaue, machine-readable header or each
physical p3acke. No disk pack may be usaed for demountanle
seqgments until thea hesder has heen Initiatizad and the
pack's existence reconrded 1In permanant storage., It

ancryptinn Is used to protect the Z3ta on the packs then the
locatinn of the headar could be a’ function of a3 uniaue 14
kept In permanent storage and availanle oniy to ring ne. This
would help prevent the use of the structured nature of thea
headar in an iliaqgal decoding Attemnt. The header must
identify the highest classification storabi2 or this volume,
This ciassification should be wuser bv the system when
daciding on which nack to place a sagment.

z) Nn spacific reiationship between the coantents of 3 disk
nack and the Y1o3lcal hierarchial nosition of the segments s
NeCRASSAry. In the one nand, it apnea~s to Dbe mora

sconnmical to grnup on th2 basis of nracess groun id or sy
directary subtree, In the other hand, the more secursa
apprnach s to have no relatjonshin so that knowl21ge of 3n
uncltassified <ceqgmant baeina onlln2  cannot be Jaser as
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knnwleige that 1Inferinr, classifie? segments had bhean
refarenced, Tf we assumr2 a "“demount/move_online segmant”
commart, then tha cholice of which opacx is used for the
request must be totally managed by the system as well as the
exact time of movement to or from a volume. Tha 3llozation
of Jrives to packs must 3lso be under connteta controt of
the system. Physical reauersts to mount 3 p3ack will D2

issusd on -the basis of 3 fabel but will b2 checked nHy
comp3aring the permanently stored pack idaytification with
thae pack®s henqder, Any discrepencies must be audited for

security evaluation,

4) Thore exist no security reasors to 1init removabiility
anly to sagments, esnecjally [f the allocation to 3 volumae

is at one classificatlion level. We assune that removed
racks wilil recejve as mJuch physicatl orotectiosn as do thae
nermanent ones. IT¢ a onack 1Is eyer ramovead from the

orotected areas, then the contents cannnt oe trusted and |t
must ta completely recreatedt, untess suffizient encryption
was used dJuring generation and the pack contains information
At onlv one classification,

Summarizing., the mator weakness these recommendatjons address is
the deductive knowledge {which can be used as a bit of
Informstion) galned from thae on=-1line status of a demountabla
segmoent, Assigning only one classification and only one orolect
to 3 nack Aare methnds which {ocalijize the problem. A total
sotution shart »f allocation of nacks/peaerson (s rot vet known.

-



