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Introduction

This MTA8 cnvers the changes that Honeywell has agreed to mAake to
the Mul tics storage system. It i{s part of 3 series of MTB°*s on
several J1fferent functional components ntanned for this nrolect
and introduced in MT38-047. Although the final qoAal of this
andeavor i= to oproduce E] multi-leve) security system, the
contracted imnifementation will only cover part of the Work
required, As witl be seen latery, securitvy "holes”™ wllt remain.
Proposals for the eltimination of these hotes are 3lven [n 3
comoanion MTHB entitled “"Solutions For Sacurity Holes in

Addlitional Storage Controis.”

A brief review 0of the 3ccess control requirements in a aititary
security systen is in order., Fvery oblect (se2gment, terminail,

messAage, etc.) 1s given a level number Lo (0<=Lo0<=7) and 3
categorvy sat o {any ot 16 bits). The nair {(LosCo) will be
raferred to as a ""classification.”" Every onrocess has 3 1avel
number Lo (0<=Lp<=7) and 3 category set Cp (any of 16 bits) which
togather form a pair [LpsCp) termed *clearance.,” {The
nomenclature used for fevel/category valtues is Instaltation
dafinabte. The mititary®s security svystem terminology will be

used in examples in this MTR,) The securitv rule 13 glven as
fallows:?

/¥ if process®s level is too low
or the oblect®s category set |is
not 3 subset of the nrocess®s
category sat ¥/

I1f (Lp < Lo) ' “({Cpo & Co) = Tn) then mode = null?

/¥ it level and cateqory match

then aflow futll mode ¥/
elsa it (Lp = LO) R (Cp = Co) then mnde = ACL mode?

Multics oranlect internal working Aocumentation. No t to be
renroduced or distrlbuted out<side the Multics prolect.
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/* otherwise allow reading */
else mode = <read, execute> & ACL moce?
/* for segments ¥/
<status> % ACL mode?
/* tor directories */

This allows a oprocess to "“read down"™ but only write when
classification = clearance. Aithough In the paper worid "write
yo™ often occurs when information is giver to superiors, on
Multics "write up" would permit the sabotage of segments by
overwriting Information with garbage. Append mode In a dlrectory
does renresent a safe but useless *“write upn® capability (since a
process would not have access tn the created segment) and wili
not he implemented, Tn addlitjon to the above rules on
classification and clearance, access to documents in the papsar
system aisn requires a need-to-know. Here the standard Multics

access controil tist (ACL) dupliicates the paper world In ptlacing
responsibility for dJdetermining need-to-know on the holder/owner
nf the document.

Tt Is theoretically possiblie to have the clearance of a3 process
increases 3utomatically as the process references segments of
higher classiflcations (Hithout a3 heurlistic that automatlicalily
ciassifies a segment from its contents, it is necessary to
cltassify evervthing that 3 process writes at least at the tevel
of the hlghest segment read.) This would allow a user to answer
her/his mai! and messages and then go on to classified work. To
effect a change in cltearance atll segment descriptor words must be
faulted to reaquire new 3ccess computations and all temporary
segments (such as the stack) would have to be upgraded. It was
tudged that the usefulness of this capability did not warrant the
cost and Jdiffliculity of Imnlementation. Thus the clearance of a
orocess wil! be constant for the 1ife of +the bpDrocess. The
ciassitication of a seqgment is also constant for the {ife of its
uninue id.

33ckground

A nrincipal guideline for changes to the storage system states
that the additional security controls must be an integral part of
Multics. Trom our viewpointy, It shoult atso he transparent and
inexpensive for instatlatjons not using the security features, as
well as simola and potentialiy certifiable.

The paper worid provides physical security for . the storage of
classified material via sates., Juring the time that a person is
working wlith a cltassiftled Jocument {at a desk), the
resporsibility for protecting that document is nlaced on the
person. Refore divulging ctlasslitied information to another,
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clearance must be checked and reasonable need~-to-know
aestabl ished. It 3 person not meeting these reaquirements walks

Into the room, the hotder must cover or remove from sight ali
classified material. In the computer world, not only nmust

"nphysical™ securlty be provided for stored files, but also the

security to "cover'"™ all Information in current use. There is an
added danger in a computer system in that users cannot see every

actlion of the programs that they are executing. Thus in the
computer environment the responslibiility for eilminating ati
information paths from a higher cleared user to a fower cleared

user (l.e. "wrlte down™) Is placed on the system.

Nesign

s In the (introductlon, the format of this paper witl be to
nresent the desjign atong with the varjous alternatives that were
relected. The first topic is the relationship between the
classification ot a directory and the classiflcation of its
contained bhranches, Next, the changes necessary to implement a
mutti-teve!l securlty system are presented. These Include the
introduction of “security nut=-of-service" for retoading,
retrieving, and satvaging. Finally, the problems of starting
sacurity 1In an exlisting Instalilation and the implications of
security to users are given.

Information Paths

Ratlonale for the relationshin between classifications of a
parent directory and {ts inferior segments and directories was
glven in MTB=-047., Tnferlor directorles must have a
classitication eaual to or higher than their parent. Otherwise,
A hlgher claared process would be able +to nass one bit of
Information to a lower cleAared process by changing the name of
one of the middie components in the pathname nof A segment which
the lower cleared process was continuatlily checking. Simitar
reasonlng was used to arrive at the restriction that the
classitication of a seagment must not be fess than tha
classiflication of {ts parent directory.

What about a segqment at a higher classificatinn than its parent?
Tntormation about a segment®s attributes (AL, name, max iength)
and about 1t*s contents (blt count, current jfength, and date-time
valtues) are stored Iin the segment®'s hranch, physicality located in

the parent dlirectory. Changes to the branch data pertalining to
the segment®s contents could be observed by 3 fower clearet

process unless the branch was classified at the higher ftevel of

the segment. Unfortunately this solutjion is Insufficient as
three paths to "write down'”™ informatlon woutd stitl exist.



MTR-081 MULTTCS TFCHNIGCAL BULLETIN

1 Changes to the segment®s length may be observed In the
value of the quota stored in the (lower classified) parent
directory

2) The size of the parent directory may be fncreased by
adding tn the ACL or name list of the higher <classified
segmant, Also if the directory®s size 1[s near a page

boundary, growing the seagment could renuire a new file mao

which would cause the parent directory to grow another page
In size. Fven setting the bit count, which implicitly sets
the bit count author, could cause the parent to grow.

3) The fower cleared process may finAd the name (and
therefnre existence) of a higher classifled branch by

quessing names when creating a segment in the directory and
recelving a name duplication error.

The third error could be etiminated via an edict stating that
names may not contain clAassified I[nformatjion. Because no
sotution short of restructuring directories is known for {1 or 2,
the restriction on segments states that thevy must be of the sams

ctassliftication as their parent. This forces all segment upgrade
and downgrade onperations to be actual moves to different
directories. DNowngrading (l.e. declassifing) will be further

restricted to be only avaitable to the system security offlcer.

Upgraded Nirectoriles

A mechanism for obtaining a Adirectory a3t a higher classification

than [ts oarent is stitt necessary: otherwise the entire
hierarchy wouid be at only one ctassiftfication (as is the MIT
system,) A new primitives "upgrade_directory", witl raise the

ciassification of an empty directory with a terminal auota. (The
tJuota must he > 0 to prevent the recording of opages wused in 3
fower classified parent.) This operation witl be performed by a
nrocess at the clearance of the parent directory as ([t reauires
moditying ¢the inferior directory®s branch. The use of the lower
clearance for this function aiso prevents a write doan fto 3

process watchlng for the completlion of the upgrade. Onca
unqraded, the directory is not accessible to the upgrading
DrocessS. A new bprocess at the hlgher clearance Is required in

order to use the dlirectory.

Cltassification of the B3ranch

Three options for the classification of an upgraded directory®s

branch were discussed. Classitying the branch at the higher
feve! was ralected since the same wrlite down paths exist as did
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for the higher classified segment branch discussed eariijier. An
ad hoc solution to classify the name at the oparent®*s level and
the rest of the branch at the higher level did solve the name
dupllication oroblem. Together with the auditing of any attribute
changes (such as ACL additions) [t might have heen effectively
secure in a3 working context, but this was only 3 postponement for
A concrete designe. The axtra costs of such treatment as well as
non-homogene ity are reason enosugh for its relection. The las?t
ootion, and the one to be implemented, considers the branch at
the lavel of the parent directory. Changes to values stored in
the branch which reflect the state of the contents of the
unqraded directory, as well 3s the size of this directory
reflected In the parent®*s auota, remain as securlity hales,

When viewing the Muyltics hierarchy as Aan inverted tree,
cliasslfication Increases In the downward direction. All explicl?t
values and (implicit) side affects that opropagate up the

hierarchy are security hotles and render the system unsecure.
With the ([nstaliation of the restructured storage system in
system 18-0 an architectual dependance on upward propagation was

introduced. This Is caused by variable slrze file maps which can
cause every superior dlrectory to grow a nage when a segment is
grown. Nther upward opropagations, such as date-time-used, are
required by the present implementation but are not essential tn
the desian. Suggestions for eliminating their effacts wili be
given In the future MTB on the changes necessary for a file
system design that is able to pass certitication.

Part of +the gstorage system modification task will be the
inclusion of calils to record audlt information. Audlting will
also he used to record certalin security events such as
downgrading. The information stored will be selective by process
identification 3s well as by event or operation In order to
minimize cost and output. Another MTR on the sublect of auditing
Is included in this seriss of MTAs,

Impiementation

A Access Controt

The cltassification of each segment or directory will he stored In

its branch. Two words currently tabeled as "“pad™ will be used as
fotlows?
dect 1 securlty aligned,
? categories bit(36),
? level flxed bin(17) unatl,
”

pad bit(18) unal?
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This structura axceeds current securlity requirements for two
regsons?

1) The maximum number of levels and categories permitted by
this structure [Is thought to be sufficient to support atl
forseeable apnlications.

2) A tradeoff between storags and code efficiency has  been
made in favor of code efficiency.

The cztearance of every process wlll be stored in two words in (ts
PNDS wusing the same structure declaration. Also stored in the PDS
w}|! be special privitege bits and special auditing bits. (The
snecial privitege bits will be used to skip security checks for
processes such as the initiatizer, 1I/0 coordinatar, and retriever
which must be able to work at many levels.)

Presantly the storage system calculates A process®™s raw access
mode to 3 segment via the procedure *access_mode"™ and the
affective mode {which inctudes ring brackets) via "fs_get”.
Tncorporating the extra security checks In "access_mode®™ appears
to ba the best sofution for both security mode cailculation and

auditing. The returned mode will now have the security rules
factored In. Certain nrocedures wiltl still reaulire 3 raw mode
and this witl be avajilable via another entry in "access_mode™.
Tor axample, bhoth *status_'" and "quota™ require the raw mode
bits, The Inclusion of securitv checking In "access_mode™ witl
add about 20 instructions to every access mode calculation. Thea
ciassiflcation of att new branches wit!l be st by aponend’™ to

the vatue in the parent directory.
ls. Mopveauonts

When computinag access to move auota, tha problem of obtalning
modes is somewhat more complicated due to the possibility of a
move between a parent and an upgraded directory. Since the mnve
can pe ohserved at the ctassificatlon of the parent, the process
perfarming the move must be at that ciearance. Thus quota must
itsetf calcuiate a non-securlity access mode to the upgraded
directory.,. The move (s oniy altowed if quota Is iIncreased In the
upgraded Adirectory {(since subtracting quota would be a way of
tinding 1Its wvalue as this wouid fall when quota = used In the
unqgraded directoryv.) Implementing a auota move In this manner

onty atlows 3 "write up." as it is atways done at the lower
cltearance,

S« New Prpcedures
New procedures to elther reset or return classification and

clearance levels wlll have to be added to ring 0. Resetting the
classification will only be aviilable to a retload/retriever

process and the system security officer. The procedure resetting

cliassifications wil! also have an entry, avaitable via hcs_, to
upgrade sampty, terminal account directories. Raturn of
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cltassiflication and clearance wil! be avaliliable via hcs_. Two
commands will be modified to make use of the new hcs_ entries.
List wilt have a "-effective_mode”™ control argument which would

return tha eoffective mode (this Inclucdes security and ring
hbrackets) instead of the raw mode on everything {isted,. Status

witl be changed to print out the classification when a "-mode™
contro! araument is gliven as well 3s including this item in 23

“-ali{" control argument.

N. Backup

The backuDd nrocess will operate at the highest clearance and must
circumven?t security In order to set the date-time-dumped fietd in
altl branches, Pather than use 3 special access bit to allow

backup to circumvent security In atl! directory references, 23
spaecial gate entry Is propnosed which would only be availanie to
Fa3ckup.SysDaemon to update the date-time-dumned field. If 3 new

g3te Is not wanted then hohcs_ could be used. To npreserve the
ctassiflicationy backup wll! reqaulire modificatlons to store a new
tyoe branch listing which includes the classification. At soma
time oprior to the Iinstatiation of the changes that back up the
pad fieldy 3 satvager which zeros this field wili be instatltled.
A version of "append™ which coples the classification will be

Instatlied In contunction with the backup changes.

E. RPeloader

No comoromise threat exists during a complete reload since no
Jusers are logged in. It is onty necessary to insure that the
hierarchy Is security consistent at the =and of the reload (even
when parts of the dump tanpes were garbaged and not reloaded.)
Since severa! processes can perform 3 reload simultaneously, only
the tast one to finlsh is reauired to perform a3 conslistency
check, This can be Implemented by Introducing a new branch item,
“"security_oos" (securlty out-of-service), whilch is set in every
reloaded directory. After the reload flnishes, the consistency

check wWill be accomplished by 3 procedure which scans the
reloaded subtree, Insures that all upgraded directnries have a
terminat aquota, and turns off the ™security_oos™ bit. This
procedure will be run by the system security officer.

Foe Ratrjiever

The retrisver, being on-lina, has several security problems to
handle,-
1Y It must be able to create directories at many different
classiftications. .
2) It must insure the terminal auota status for upgraded
directories.
) It must handle the case of missing intermediary

directorles wlthout knowling the classificatlions of these
directoriese.
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Whenever the retrjever restores a dlrectory that is at a higher

ctassification than that of the nearest on-tine parant, all the
Iintermediary directories are created by "bulid_tree”™ at the lavel
of the an=-1ine parent. These directories are marked

“security_ons" (by setting the bit in the branch) to prevent any
comopromise due to an error Iin the choice of the classification.
If a3t some tater time {(on the next tape) the retriever finds that
an intermadiary directory should realily be a3t a higher
classification, it raises the classification. This may finvolve
increasing the classifications of several Inferior Intermediary
Airectorjeas,

A new procadure that upgrades subtrees will be used. A subtree
upgrade could fajil 1f an inferjor segment {(which imnticitly
defines the ctlassiftication of its parent dlirectory) or an
inferior directory had been pnreviously reloaded at a lower
classifications To implement ™security_oos"™, 3 new entry to
create a dAiractory with this bit on wiill be added to "append.™ A
modification tn “ftind_" wilt' prevent anv process that doesn't
have the special skip security bits on from mAaking that directory
(as well as the interlor subtree) known. At the compietion of the
retrieval renuests, 3 bprocedure which <scans the subtrees
retrieved will be invoked, It witt set default terminal quotas
n¥ 1 on upgraded directories it necessary, and wWwill turn off the
out-of-service bits. This is the same procedure as used after a
reload. 1¢f Myttics crashes during a retrieval, the reloaded
subtree cAan only be placed into service by running the
consistency procedure. Since oniy the system security officer |is
atlowed to run this procedure, he iIs responsiblie for vallidating
the classification of all intermediary dlrectorijes.,

Ge. Salvager

The salvaaqger wilt reauire some modificatlons to preserve
classiftications and to insure that the downward increasing
classification rule and the terminat quota for wupgraded

directorles rule are observed, Tt a security error Is ftound then
the satvager will mark the eatire subtree ™security_oos"™ and
racord this on the operators console and/or audit 1o0g. This
mechanism is preferahlie to one where a3 hardware failure might
cause the entire hierarchy to ba overclassified L f the salvager
3utomaticalty Increased the classification to the consistent
value. The security officer wilt be reoulred to check and correct
alY <classification wvalues before placing the branch back into
servicae. Forced resetting of cltassification,s, along with the
setting of "securlity_oos," witl be provided for the systenm
security officer. But "“security_oos*" can only be turned off by
axecuting the consistency checking procedure.

Startup of Securijity
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Users of an instaliation at a single classificatlon wil! be
completaely nhtivious to the storage system changes described
aAbonve. Fven at Instaltations altowling use of several
cliassifications and starting with no user ftiles, no effects on
user utility of the system appear. This 1s not the case with the
Pentagon Instattation. Here, Multics will have heen in operation
at an impticit level of top secret for a3 vear, Two oroblems witl
nccur Aafter the security instatliation., The first |1is the
necessity to ctltasslifty atl exlsting work at the correct
tevel/category values, Tt has been suggested that current users
organize their files Iin a manner which wil! allow procedures *to
perform the actual upgrading. It is expected that Honeywel! wltt
help in this task. A special session will be used to atlow the
satting of classificatlions with access mode security disabled.
{This rcoul? be done by having a system without the securlity
version of "access_mode™ on the system tape,) Retrieval reguests
spanning the turn-on date reaulire speciat handtina because no
classificatlion was recorded. The security offlcer must verlfty altl
reguests Iin order to valjidate that an old top secret segment
(Implicit from AF Multics operation todayvy) Is not reloaded into a
1irectory that Is now unclassifiel.

At new Multijcs instatlations this oproblem does not oCccur.

Security 1Is simoly “turned on" by atlowing users to 1og In at
classifications other than zero, and makina *ungrade_directory"®
availabte to atl users.

Utility Tmptications

The second problem for the Alr Force, and for all sites using
securityy is the more permanent one dealing with system utility.
Since users will be abte to choose their clearance (up to 3
timity of course) at loqgin time, they may not he able to read
their mail! and messages or successfully a2xecute the start_up exec
come. Tn general, there will be a sudder decrease of user
sharabliity as well as Aaccess glitches. Faor exampla, any
procedure that uses the access mode bits returned by "status_" as
if they Indicated the effective mode may no longer Work
corractly. Although not necessary for this protect, “status_"

and "star_*" could be modified to return the effective mode
{Inciuding rings) rather than the raw mode. This wliil make use of

multiole rinas easier as well, but costs in executlion time. A

mutlti-tevel security system essentially compartmentalizes the
user commurlity based on cateqgory sets and clearance levels.

Summary
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Se2gments and directories wiilt contaln two additional branch
attributes:? level and category. These will be compared to the

values stored [n the PDOS and the raw access mode will b2 modified
to take (ntn account the security relationshio.

Nty diraectories can have a <cilasslification higher than their
narent, Such directories are termed "upngraded directories®™ and

must have terminat auotas. The branch of an upgraded dlirectory
is protected at the tevel of the parant,

A new security out-of-service bit Is Introduced to be used by the
salvager and retriever. The retrijever u4yses this during the
processing nf reguests to prevent incomplete data from presenting
compromise windows. The salvaser uses ¢the bit to indicate
security inconsistencies and these must be corrected on-line by
the security offlcer before nlacing the directory and subtree
back into service.

Although there will be special flags that indicate security
checking should be suspended for processes such as the

inltiatizer, current Multics access control is unaltered and is
never suspended., Users of an instattation that has everything

classified at one value will see no change in Multics utitity or

functionality, The only (beneficial) change introduced is that 3
racreated subtree is out-of-service during a retrjieval,.
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