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Subtact? Security Access Controls - Pntential Problems

T. Iptroduction

Tyer the next few months, the Myltics standard oroduct will oe

modified to orovide an additional access control machanism, To
Snme axtant, thea new aczcess controls will timit 3 programmner®s
fltexibititv In desianing now subsystems and wilt! cause some

axisting commanis Ind subsystems to stoo working under certain
candjitinns,

The purnose of this MT3 [s to (12ntify some desiin pitfalls which
are turking 3Iround the cornar and to orovide A "first cut'™ sa2t of
lagsigr auleaiines, These oronlaems are of particular jnterasst tn
1as igners of system functions. e  would 1ike all systam
functions tn work esu3ally well ko) mattar haw the new 3ccess
~antrols ara  usecd. So now Is the tima to DbDegin copini with the
orablems nutlined belfow.

Tl The New Acgcess Controls

Tafare dascrihing the problens, It iIs useful to ~eview just what
the nrew 3ccess control mechanism s and why It (s heing added to
the staniard oroduct,

A, Purnnse

To Aate, th2 aonroach to controllaed sharing of information has
haen tn 3ltnaw any user (who "3s permission to zhanga an ACL) to
take full roasnonsikility in spa2cifylng the mage of access for
each ACL antrv, This dnaes not allow an admninistrator to have tnho
system enfarce his desire to restrict access on senslitlve
32aments to A ce2rtain arouo of nersons, He must rely on those
AhOo can set the AL to do the ~ight thinng.

Tha new access coantrol mechanism will [dentify 31l rrocesses with
A set nf attributes, Likewisa,y, s2gments and oth2r oblects, which
araviie cammunicAation piths batwean processas, will have 3 set of

attributes, Thase attrjoutes are defined svstem wide and are tha
hasis for restrictiny access to some ohlect by 3 nrocess. Thnis

Muttics norot=ct intern3l working documertatinsn. Not to oDbe
renroduce? ar distributaed outsiia the Muttics pralect.
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Wwilt gquiarantea that systam ald2 access definitiors cannot be
changed by an irdivitual user setting an access zontrol list,.

The obvious aoplicatioan of  this mechanism is the military
secyrity systam, but the attributes cnuld eaualiy apply to
iivisions within a company, t3sk grouns within a project or group
of nrotects, nr even competitive companies using a singte service
huyraau,

Thn contrnol of these attributes ~2s5ts with a3 single administrator
{cr1ied the System Security Dfficer for ltack nf 3 better term).

3. New Puless far Access Sontrol

i Hick raview of MT3 047 shows that the nraocess s8ttributes are
caliad 3 2iln3arance and tha saament {oblect) attributes 3re called
3 classification. There 15 "o change in the naperation of the
svystem when the cleisrance [s 2943l to the ctlassification for all
ohlects a process attemnts to 3access,

HYowevers i f the process clearanc2 is "agreater than'™ the oblect’®s
classification, the nprocess will not be able to pass Iinformation
tn tha nablect (2¢3a9 can*t write, modify, send, wakeups etc.).

TS the procass claarance 1s "less than'" the objects
zlassificatior, the process will have no 3ccess.

The access ~ontrols will nave the effect of 1imlting the users®
ahility tn snecify the access mode on an ACL entry, That iss

even thouah tha tistac! command sShows

row ¥.SysNaemon, ™
roaw 4.¥o¥

N theo ACL of a sagmenty, the SNIW will contain only “re* when a
arocess of a3 higher clearance initiates the segmant,. IT¢ A
nrocess nof gl fower rcleAarance than the segnent attempts to
initiat> tha segment, it witl Aot be added to th2 process address
SpaAce.

Mnra syccinctly, the naw access zontrol mechanisn is attemoting
to oronibit any informatisn trancfer between processes which
Aduld vinlata these rules,

III. The Praoblem gf Shared 23ta Among Progcesses

Ne A1) systam s2gments in ring 3 are exampt from the n=2w accass
rostrirtions. Pina 1 is nrelinked and has a static adidrass
spAaAca2 which is the same for all processas, Thrus, ring 0 is
“trustad,"
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3. In onuter rings (1 through 7)), 3l segmants which neesd
raad-execute Accass for ERI users should have the lowest
classifization in the systan, This wilt 31tow nrocessas of
311 clearinces tn read and/or exacute the seqament (as wlill be
the cass foar 311 system oplect seaments).

Fxamnlasg?

whn table
instatlation narms

T+ Tn the outer rings, all seaments which are intended to have
rw Fo* ¥ access will cause access violations wnen A process
nf 3 higher 2lear3nce attemots to write in tha segment. Thus.
it is simoly not posslihite for 3 singte segment to serve  as 3
writeahle shared data basa outside ring 0 for processes »f all
clearancas, Tt such a3 d3ta  hase is needed, then [t will
require ane seament pa2r nassinte process clearance,

Fxamninas:

mailhox
user.con_msags
command usage monltaring

ring 1 message segments - l1acking oy read

Yolume Adescriotor sogments - {if modified by a Jdser
Drocess

ring 1 system tane data segments - | f modified by 3

us2ar process

7. The same prodtem dJescribed in "C'" above will sefatl the user
who muyst operate  at more than one clearance using tne new
1ogin notions, Sevaral "oer~ user' seaments will nno longer be
writeania when working a3t a clearance higher than the segments
classifization.,

Txamnlag? (these ara2 assuJamred to he system loa classification)

majiibox - Zommand attemnts to lock
UsSer.con_m3gs - c3an't store avent channel
Jdser.pmotd - can't Jndate

dser.profile - can*t a3dd abbreviations
userl.breaks - can®'t modify

“a Tt is pitanned that each user will be anle to zrenate 3 onrocess
3t tne lo2wast possible Zlearance to nerform common functions
such as?t

mail and message communication
pra1ram dabyagqgina

Jodting User.xxx seaments
nrolect Aand syatoam administration
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Fe FExcantions to the s=2curity access restriztions wilt he
providad ¢nr certain orocess2s which must perform functions on
benalf of Hther (uUser) processes. They are?

ITnitializoa-~

I/70 coordinator

Tackup
Poloader/Patriever
Systam Security nNfficer

TWe Tha2 Prablen of tha Stor3az System Structure

Analysis of the security storage system model has shown that eaach
saoment nf ~lassification "N must be contained in a directory of
classification "N and that the classification of a directory

must he 2qual to nr higher than its parent. {This means, of
fouUrse, that the root ani all systoam alrectorias must be at the
fowest nossibie leval,) This additional restriction on tha
structure of the storage system Intrnduces two potential

problems.

A, The ACL mo:de restrictions described in sectior 1I.B3 above
aonly to directories as wells An entry of ‘‘sma *.¥,%" will
orovide nnly 's for a prozca2ss with a clearance higher than
tha directory. ©Proarams whizh attemot to ve~ify "sma' access
by 1ookind 3t the ACL mode dDits rather than the effective mode
may be in arror. Thisy 0of course, will not apply to the
nrivilegrd oroaocesses (sea TII.F abova}),.

Whan muitiple classifications a3re in use, a nrogram |ika

"sweep™ will not oaperste in a process without special
nrivitages since it attenots to  aive “sma' 3ccess to the
DrocesS., Tn this environmant, users who rely on
"walk_nsuhtree™ +t9 set access in sub-diractories wiitl fail.
This will not be the case [f oanly one classification describes
the antire subtree.

1. Tt 3 oreoaram Is written to provide seoarate "~x*" J43ta sagments
for e3chk classification to avoid the shared d43ta problem, the
nronrammar shouii ne aware that these seaments must be In
different Hdiractorijies!

Attempts tn Zatculate the nathname of an “ra' 4at3 segment
based on  fthe clearance of the orn-ess must consider the
directories 3as well ar ntace =2n0ugh links in a directory to
fint the sagment by 3 calculated antryname.

-l
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Tha 2roblem of IPC Restrjctians

Salls tn  hes_3wakedp will not be successful in s2rding 3 wakeudp
tno A nrocess with A lower Zl2a3rAance.,

Cxamplas

seni_massage
(Thoe write-down rastriztion witt affect this a3s welt)

TN within A nrocess will nnt be 3tfected nor will ANy  wakeups
arivdinating in ~ing .

Excoeptions Wil ha made foar the [nitiatizar ani the 79
coardinatar 30 the follnwing functions will still work?

Inqout

naw_oproc

dnrint

entar_ahs_rejuast

irstall
VT Desiar Sujdlines

This section is divided into two narts since the quldelines for
systam functions 1Is conceptualiy a littie different than for user
subsystems, though thay will »oth be sublect to the same 3Accass
zontrol consider3atjions.

AL

-

System Functions

Fach nrocess should ne "an istand unto Itself,” P3ssing
information 3among processes other than through ring 17 data
sanmaents may create bia troubla (l.e.y will fot work unless

the clearanc2s are 29uall).

Messane segmants have caused ~2al headaches iy the context of
sacurlty access controls. This is becaus2 the implementation
reyires r©w access for 3l procasses while the ring 1
procaduraes orovide their own access control mech3anismn.
Sirilar nroblems may occu~ {n rina 1 tane managment and/or vds
sagmants far demountable disk untess wa are careful in the
dasign,

Tha most hasic tenet of the security design is that ring 0 is
the access control kernai! future extensinns to Aaccess control
nmust he implemented in the kernel in order to work orooerly in
3 multileyel anvironment, The oraess2nt conflijct (message
seqments) has Aarisen because the access control decisions are
mide in rina 1, which i5 not trusted, nor a »nortjion of tha
kernet, :
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This tast statement may Iipnear to confilizt with the basic
nurnns> 2% the rinag concerot (jfieeesy haraware 2nforced program
controil~d Acress). Tn fact, the ring conca2t is stiltl valiid
in that an inner ring program will still be ables to mediate
what aver mode of Rccess tha hargware sunoorts for the process
in that ~ing. The oanly conflict occurs whaa outer rings ara2

used foar system functions ahich must span all classifications
an are thus in viotation nf the new access control rules.
This nrohlem will rayyiroe further study 3Ind we nope to

stimulats 3 good 4231 »nf discussion and sugasstions of how to
sotve it and still aithere to the purpose of the naw access
controis,

Atl svatam functions which are written to o2roviia a basic
capibiltity which will be needed by all user srocesses must be
carafylly struyctured so that? 1) user writesable data can »Dde
sagreqatea:d by prncess clzarance, or 2) user writeasble data is
stored ard written by ring 0 procedures only. Any othar
Jesian annrnach will result in a basic svstam function being
unavallanle to some set o9f usars) which coutd reduce the value
nf the systamn to a ootential customer.

User Subsystem Desian

The main di fferencao ratween system functions and Jyser
suubsystemns is that the system oroarammer must conslder 23
desian which wilt pae avajilanle to all processes on the system?

wher235 tho writer of A user subsystem can be free to choose
if he wants tao restrijct his dJdesign to a3 single clearance
tevel, Tf a single zlearance desiar is accentable, he will
not have to worry about the new access contrais at al!l (short
nf tha correct Inltial classiflcation of atl segments.) Tf a
multinle climsarance design is calted for, tne considerations
for system functions will 3optve.





