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T« 1Ibntroduction

This MTB is intended to provide a general framawork In which to
batter understand and evatuate the prooosed *“Multics Security

Fnhancements." It Is 1iIntended as a qulide to help the reader
evaluate future security enhancement MTBs in terms of their
imnact on the overall product and to stimilate readers to

avaluate 3! future extensions to Muttics in terms of thelir
security imnlications.

IT. Phijosophy of YSecurity”

Sscurity is a term whlich means many things to many people. The
qeneral definition of securlity within this orolezt is?

Information stored, processzd or communicated within
thae Multics system cannot be accessed or ra2cejved by a
nerson who is not authorirzed:? and no J4nauthorized
nerson shall be abte to deny access to information by
authorized personss,

This definition indicates that it is Aa security violation if the
ayerage user can “crash,"™ "penetrate,* or 'tap information fronm"
the system directly or indirectliy.

When attempting to make a system "secure,” we deflne mechanisms
which are supposed to restrict the actions of users (processes).
Having chosen the mechanlsms which provide the necessary controi,
the Y“security®™ of the system is measured by the pffectiveness of
these mechanisms. Let*s look at some of the issues involved.

A. Myultics Access Control Mechanisms

Physlcal securlty nof the comouter room Is an obvious need to
prevent sabotage and thatt, Here thett involves not only
tistings and tapesy but also dumps, disk packs, printer
ribhoans, typewrliter ribbons, console outputy, backup maons and
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the fika, Administrative procedures, physical locks, and
personnel control are the mechanisms.,

Within the computer systemn, rings are the mechanism used to
separate the user process from directly affecting the
supervisor and protected subsystems. The iritial ring of a
process Is under the control of the system administrator.

The access control! 1ist mechanism Is used to specify the
maximum mode of access a given process may have to A
segment. The contents of the ACL is und2r the control of
any process which has an effective mode of "modify"™ to the
ACL

B. Fffectiveness of the Mechanisms

Ffttective access control mechanisms must aiways be Invoked
And cannot be bypasseaed.

Many studies have heen mada to define the physical and

proceadural mechanisms which wllt provide of fective control?
and thus ara not an issue here,

The effactiveness of rings and ACLsS rests in the correctness
of the ring 0 implementation and its interface to the outer
rings. This assumes the correctness of the hardware, of
course. To ensure the effectiveness of rings and ACLs we
must 311 be aware of the "security"” Implications of systenm
changes and be on the {ookoudt for vuilnerablititlies.

These Internal access control mechanisms (when effective) provide
sufficlent contro! of access t» segments gpnly Iif we can rely on
the correct actions of all users In settlng access to segments
and In writing sensltive [nformation in the correct segments.
However, users Are Accident prone (this is <charitable) and
sharing makes processes prone to Trojlan Horse attacks, SO0 we
cannot rely on the user processes to correctly Iimplement
administrative decisions detining which users may or may not have
access to intormation. The proposed "securlty enhancements®™ are
intended to oprovide additional access controi mechanisms which
wll1l ensure system enforcement of these administrative decisions.
This is done by Fimiting, effectively, who may recelve (in
addition to who may arant) access to information.

IIT. Security Enhancements

The upcoming "security enhancements”™ implementation wil! provida
some new mechanisms to give th2 necessary coatrol of Aaccess
within the Multics system, These enhancements will not make
Maftics more '"sacure™ since they wiil not guarantee the
correctness of ring 0. However, as part of the current Honeywell
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affort, 3 vuinerabltility analysls of Multics Iin Phoenix wlil begin
shortiy to address the "effectiveness'™ aspest of the Multjcs
access controtl mechanisms.,

The security enhancements, out!ined in MTB 047, are being
imotlemented primarily for the Air Force3j to provide the necessary
controls tn emuiate the miltitary security system. However, an
aqually important qgoal of this effort Is to provide a suitabte
set of access controls for the standard system that wllil be of
general value to customers other than the miftitary.

As part of ¢this security eanhancement effort, Honaywe !l is

committed to incorporate all software modifications which affect
the security access control decisions (in hardcore) 3and user
authentication, as an integral part of the Myuitics standard
product.

What is the Multics standard product? It is that portion of the
Myl tics standard release (e.Q0e«y MR 1.0) which Is fully documented
and for which Honeywell software support is provided, (Note that
the ARPA software, for exampie, IS not currentiy part of the
standard product, even though 1t Is distributed In the standard
release,.)

Our committments *to the enhancements outllned In MTB 047 can be
grouped as foflows?

A, Integral to the standard product

user contro! modlifications

storage system changes

backup of segment securlty attributes
salvager support of security attributes
IPC access controls

removable hierarchy security support

3, To be included In the standard product on thelr merit and
wide applicability to customers

accountability form terminals

printer driver control from diafed terminal

tape drliver process and commands

I1/0 coordinator which knows about multipie sacurity levels
additional audit mechanism

special options to exlsting commands

speclal "security™ commands

speciatl support for the SSO function

It Is to our advantage to have only one Multics system to support
and therefore we desire to make all c¢hanges to the standard
oroduct system Instead of providing two versions of the system,
An the other hand, some of the enhancements are very specialtlzed



MTR=-075 Multics Technical Bulletin

and would result In decreased system performance, loss of
capabltity, or Increased complexity of operation and are more
sultable as an addition to the standard system, but not part of
the standard product. Our oreterence Is to add everything |in
qroup 3 above to the standard product, wWwith optiors or defaults
as needed to ease the operational burden 1f thalr use Is not
desired. Fverything In qgroup A wll!t be part of the standard
nroduct and will not be capable of being "turned off"y, although

these features will be Invisibte to Instaitations not choosing to
use them, :

MTBs concerning items In group By, shouid be reviewed with the
following In mind:

* Noes tha nroposed enhancement properiy sofve the problem it is
addressing?

¥ Is the proposed enhancaement applicable to a wide customer base?

* Should all or part of the enhancement be included In the
standard product?

IVe Conclusion

This new access control mechanism wil?! affact each system

programmer Iin some way at some time In the future. Therefore, ne
recommend that MTB 047 and the other MT8s |~ the '"security
enhancement® series be reviewed again.



