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This memo is one In a series of design proposals describing
enkmancements to Multics access controly as outlilined In MT3 47.
The etfect of the enhancements is to coatrol information paths
between processesy In order to prevent compromise of Information.
-In addition to shared segments, which are the primary Iinformation
paths that Multics provides, there are secondary information
paths bet ween processes. One of these Is the Intarprocess
Communjcation (IPC) tacitlity. The IPC faclillty nepresents an
intormation patn of sufficient bandwidtn that |t must be
controlied to prevent the coaproaisa of Information,. The
requirement is ftaat each message must be validated according - to
the clearance of the sender and the ~eceiver. A mecranism to
support this requirement has been designed, and 1Is described
here.

It Is worth pointing out that even I f an IPC wakeuw 1Ils sent
without the optional ™event message,” intoermation 1is stilli
transmitted between processes. A wakaup ls a message with one
bit of intormation. In this MNTBy "“IPC mwakeup” Is wused to
describe any interprocess communication ftransmitted by the IPC
tacitity, whether or not there happens t> ba an assocliated event
message.

In order to provide the proper background for tnis psroposal,
the current ring 0 IPC mechanism is revliewed here. The2 Initlali
description is of the basic ring 0 IPC wechanism and 3J1oes not
cover “special” event channe ls. Foliowing the initial
description,; those aspects of special even?t channels relevant to
this design will be explained.

Review of Ring 0 1IPC

Since the sending side of IPC Is simpler, It is described
first. On the sending slide, there Is no "“front end™ to the IPC
facitity which s iIn the wuser ring; accordingly, the sending
process calls the ring 0 entry hcs_g$waceup. There are three
Input arguments to hcecs_$wakeups a ta~get process ldy an event
channel, and an event message; there Is 3also one output argument,
which Is a status code. The gate transfars control to the ring 0
procedure “hc_ipc* which performs a few checks on the farmat of
the event channel argument and then calils a tratfic controller
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entry, pxss3wakeup, with the same a~guments. T he trattic
controlier is Invoked because |t manages the Intarprocess
Transmission Table (ITT)y, which ls the system-wide data sase used
to store and forward IPC wakeups. For each process slth pending
wakeupss there s an associated threaded list, containing these
wakeupss, in the ITT. Each APT entry contains a relative pointer
to the head of |[ts assoclated ITT Illst. It a process has no
pending wakeupsy, then there is no list of entrlies allocated for
it iIn the ITT and the reftative pointer to the head of lts ITT
list Is nuli. :

The sending processy while execuyting In t he traftic
controfler, locates the APT entry of the target process,
allocates an entry In the associated ITT Jisty, and stores the
event channel, event message, and information about tre sender
into the new ITT entry. After assoclating the wakeup with the
target process,y, the trattic controller makes sure that tne target
process Is scheduled for execution, In order that it may act upon
the wakeups Control ls then returned to the user ring.

The recejving side ot IPCy which is a bit more compl icated,
includes an interface In the user ring. The user rlng IPC
procedures manage the event chanmnels, channal priorjities, and the
event walt ‘and event call taclliityy, together with the Event
Channel Table (ECT)e The wuser ring laterface s Ipc_s$blocky
which has a *"wait list*™ as an input arguzent and a “aait message*
and status code as output arguments. A cali to ipc_%1ock may
result iIn a cail to one of two ring 0 entriest hcs_sread_events
or hces_$tblocke . These entries have identical interfaces; the
only difference Is that calling the (|atter one may resuit in
glving away the processor. A call to one of these entries may in
turn result Iin a call to one of two trattic controiller entey
points, pxss$get_event or pxsssblocke Agajin, these two differ
only in that the l|atter may glve away the processor; the
intertace is the same. They both return a pointer to: tha head of
the threaded list of wakeups stored Iin the ITT, and reset the
head-of-ITT=-iist pointer to nuile If the returned ITT thread is
non-empty, then, based upon the value of a 3~-bit ring ftlield In
the event channel name, the ring 0 pracedure hc_Ilpc dispatches
wakeups to the corresponding rings. Tnls Is accomplished by
copying the contents of an ITT entry Into a per-ring buffer
associated with the ECT. After all wakeups have been dispatched
to the proper ECT buffers, ring 0 IPC calls pxss once agaln to
free the ITY threaded |jist and then retu~ns to the user ~inge.

Specilal event channels were added to» the IPC mechanism In
order fto handile certailn IPC wakeups more afficlently. They are
intended to be used to transmit “device wakoups"” =-- [.e. wakeups
originating In ring 0 as a consegquence 2f an lnterrypt from some
device. Special event channels have no assaoclated event message
nor information about t he sending process. They are
distingulished by a particular pattern in thae 72-bit event channel
name. There 1Is no restriction on creating speclal event
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channelsy however the ring. (0 procedyre hc_ipc prevents any
process from sending a wakeup to another over a special channeli.
A process may send a wakeup to itself over a special chanuel.
Since wakeups originating In ring 0 are sent by calling pxss
directly, only ring 0 wakeups and wakeups sent from a process to
itselt can make use of special channels. The implexentation of
special channels bypasses the ITT (as weill as the EGT). In each
APT entry, there is one bit per speclal avent channel. Calllng
pxss$wakeup witn a special channel as an argument wlill set the
blt corresponding to that speciatl channel; calting
pxss$get_event or pxssiblock wmill copy all speclal channel dits
into an output argument and reset the bits In the APT entry.

Ihe Impact of Secucity Contrals aa_ IPC

The security reguirements, as described In MTB8 47, ilmapose
controils on information paths between processes. (Clearances are
assocjiated with subjects (e.g.y processes), and classifications
are assoclated with objects wnhich need to be protected (2.g.y
segments and directories). The access rules to be enfarced by
the system restrict Intormation paths by preventing “reai-up” and
“wrlte-down* operations. Since IPC is an Information path, It is
aftected by the security reguirements. The IPC *"send" speratijion
corresponds to “arlite"” and the "recelive*™ operation corresponds to
"read." The security rules as apo:iled to IPC should prohibit
“send-down"™ operationse, and log any "send-down"™ attempts in the
system audit file. (1) A process would 2e allowed to. receive IPC
wakeups from any process of equal or lowdr clearance, and send to
any process of egual or higher clearance. Note that although the
write-up operation s not allowed f>r segments due to. the
possibiiity ot sabotage, send-up ls permlssible for IPC because
the exchange of information is totally structured oy ring 0 and
is therefore immune to sabotage.

In order that the system continue to operate prope~ly,
however, the restrictions described abpove must not asply to every
IPC wakeups. There are two classes of IPC wakeups which must not
be subject to the security constraints.

1. The tirst class consists of the device wakeuws which
originate In ring 0 of some arbitrary procass. (2) A

(1) Another MTB Iin this serles describes the auditing mnechanism
In detail.

(2) Curraentiy, the only other waxeups which orlginate In ring 0
are those resulting from (a) recelving a *“quit” from the user®s
terminals, or (b) the expiration of a per-process timer. Wakeups
of the first sort can be grouped with the device wakaups, and
wakeups of the second sort can be excluded from the securlty
restrictions since the sender process is also the recelver
process. The proposed design speclal-cases all ring 0 wakeups.,
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device interrupts an arbitrary processy whicy In turn
sends a wakeup to the process walting for current status
from that device. The process which maps the interrupt
into the mwakeup should be conslidered an anonymous
intermedi ary} Its clearance should be o0f no consequence.
It the rules were to be applied in thls case, a process
could ™t sehd a device wakeud to another procass with
|l ower clearance.

2. The second class of wakeups wnhicnh must not be restricted
consists of wakeups sant and received by those system
processesy such as the initiallizer, which must maintain
two-way communication with all other processes. It the
rules were enforced in thils casey, the Inl*jatlzer would
be able to carry on two-way IPC communication anily with
o ther processes of the same clearance.

The security access controls, accordlngly, should be aptled to
all wakeups not originating in ring 0, except those sent or
received by designated system processes.

Comparison of Alterpnative Imaglesantatigos

In order to accommodate the new securlity controls, only the
ring 0 IPC mechanism must be modifieds The user-riny IPG, as
well as all external and iInternal Interfaces (with the possible
addition ot a new value for a returned status code) will rezxain
unchanged. The ring 0 modificatlon will consist of code which
compares the clearance of the sending procaess with the clearance
of the receilving processy and based upon that comparison, either
permits or prevents the sending of an I?C wakeup. There are two
reasonapble strategles for [mplementing fthe clearance checkst
checking while in the sender's process; or checking while in the
recejiver®s process.

A sending-side check requlres that the sender praxcess be
able to obtain the clearance of the targat process. Accardingly,
the choice for storing the clearance of the target process Is the
APT entry. The sending process will conpare clearances while in
the wakeup entry ot the traffic controller.

A recejving-side check requires that. the recelver be able to
obtain the sender®s clearance. For this approachy it is
sufficient to Include the ciearance oof the sending praocess In
each assoclated ITY entrye Ring 0 IPCy ahile copying entries out
ot the I[TT, would compare the clearance stored in each ITT eatry
with that ot the executing (target) process.

The recommended approach to implementing the IPC security
controis Is to pertorm the checking o the sending s lde. There
are a number of! arguments in favor of this approach.
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Checking on the sending slide eliminates "false alarm*
wakeups! it a process attempts to send a sakeup to
another process of lower clearance, the access viofation
will be detected in the sending process. Tha primary
advantage of this is that the receiving process will not
be awakened unnecessarily, merely to discover that the
wakeup cannot be recelveds A secondary advantaga Is that
it Is possiblie to refurn an error status to the zalle~ in
the sending process.

The send-side check allons all non-rlng-0 waxeups to be
checked., Only wakeups which use the ITT can be checked
on the recelving side. QJurrently, there is a restriction
that wakeups (to other processes) over special channels
must originate in ring 0. It fthis restriction s
removedy then the send-slide check wlil stili be
effective, whereas the receive-side check will not.

Auditing any attempt to. send down [s more easily
accomplished |t clearances ara2 checked on the sending
side. Tne *process grouw I1ldy™ wnich is used by the audit
trall procedures to ldentltfy a processy Is stored In the
pds. Since the process group Id of the sending process
is not readlly available to the receiving process, it is
preferable to generate audlt messages while exezuting In
t he process mhilch caused the infraction.

The send-side check s more gconomical In terms of
Wwired-doan storage., The clearance Information is
expected to occupy two wordst one word ftor the
categorisesy and the other for the level and additionsl
control Iinformation. Theretore, the alternatives are to
alljocate the two words of clearance information either In
the APT entry or in the ITT entrye. In typical Multics
system contfigurations, there are aboui twlce as many ITT
entries allocated as APT entries. Thus more wired
s torage would be required for tye receive-side method.
In tacty, although the ITT would need to be expanded to
hoid the clearance Information, it is possible to reciain
space In the APT entry for this purpose. The 2=nord
space for “x_paging_measure® is obsolete and will be made
avallabie for storing the clearance Informatlon.

There are, of course, some dlsadvantages to the proposed
approache. Send-s ide checking regquires tnat the APT ~emain locked
tor a3 longer period of time. Roughly a dozen ALM Instructions
are required to perform the clearance checky which must be done
whlile the APT Is lockeds. The receive-slde apeproach regquires only
two additlonal ALM Instructlons, which store the sender*s
clearance Iinto the ITT. A method »5f reducing the number of
instructions which must be executed on the sending slide is

. descrived in the section on performance. Another dlsadvantage to

the send-side approach is that the clearance of a bPOCGSS must be
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stored in two placess not only In the P0S, but in the APT eatry
as weille Although it [s possible to employ a receive-side check,
the arguments above favor the send-slde checke.

loplenentation Qetails

The send-side Impiementation is now described In detall,
with the aid of a tlowchart. The data bases affected are the PQS
and the APT entryj; the only procedure affected is the “wakeup"
entry to pxsse The current flow of control In the wakeudp entry
is deplicted in Figure I. The dotted |l ines Indicate the point
nhere the clearanrce~checking code shouid be lnserteds It should
be emphasized that, among various alternatives, this >roposed
modificatjon has the |east effect upon ftre current structure of
the code In the wakeup entry. In thls code sequence tha *“ring 0
wakeup"” tlag Is set to true only for device wakeups; all other
wakeups are checxed for the clearance of the sender and recelver.
The new code sequence wllil compare the clearance In the ?D0S (that
of the sender) with the clearance in the APT entry which has 2een
focated (that ot the recelver). As can be seen, it special
channeis are ever used for non=-ring-0 waxeups, they wnlill also be
checked by this codee. The naw code will allow a wakaup t0o be
sent, regardiess of the clearance comparison,; If either the
sender or recelver has the exception blt set.

The 2=-word field in the APT eatry which is to hold the
clearance information wiil have the foliowming structure,

2 securjity,

3 categories 21t(36),
3 level tfixed bin(17) unatl jigned,
3 exceptions Jynaligned,

4 segments ' ait(1),

4 directories 2it (1),

4 ipc pit(1),

4 pad 211t(15)
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Performance Considerations

The alm of this rather quatltative discussion of performance

Is to show that the proposed changes will have oniy a very siight
effect. The onily IPC path which is affected 1s the

Intrequentiy-used one which sends user-ring wakeups. The

per formance cost In this case can be divided Into the additlional
ered storage and the additlonal execution time.

"The wired storage cost is fowy since an obsolete 2-word
fleld In the APT entry can be reused to store the securlty
control information,. Moreover, the actual instruction sequence

which compares the clearances wlil requlre only about twelve
additional words of wired storage.

The additional executlion time should have only a siight
degrading effect. Since the proposed Instructions are to Dbe

added within ¢the scope of a global locky the effect of
mul tiprocessor Interference should also be conslidered. Today,
there are 3bout 150 ALM Instructlons executed, In pxss, for each
user-ring wakeup. Essentjially 3all of these iInstructions are

executed whlle the APT {ock Is (ocked. Twelve additlional
Instructlons amounts to an 8% Increase in the length of time that
the APT s tocked tassuming that varjiation in Instructlion times
can be neglected). The rejiative time Increase for user-ring
calls to hcs_%wakeup will be f{ess than 8% since this path
Includes hes_ and he_inc as well as pxss.

The effect of increasing, in some cases, the time that the
APY remains locked 1ls not expected to be slgniflcant, In the
two-processor MIT system, the amount of time that any one
processor spends loopling on the APYT lock because the other has |t
locked is verv smatl (on the order of a few seconds a day). As a
conseaquence, increasing the lock Interval for user-ring wakeups
by 8% s not expected to have noticeable effect on the fooping
time, ’

Tt should be re-emphaslized that these estimates characterlze
an upper bound on performance deqgradatione. The path with the

heaviest traffic (ring 0 wakeupns) does not Include the securlity
checks.

One offsetting performance improvement which ought to be
suggested Is +to streamilne the code in the pxss$wakeup entry.
Without much effort, half a dozen Instructicns could be
eliminated merely by eliminating redundant tests. This change
would cut the cost Introduced by the securlty checks In half, in
the case of uyser-ring wakeups. In the case of ring 0 wakeups,

the performance would be Improved. Hence, an overall improvement
In performance would be anticipated.



