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This ••mo ls one 1 n a ser les of desl gn proposa Is des crl b lng 
ena.ance11ents to Hultlcs access control, as outlined l"\ HTB· 1+7. 
The effect of the enhance11ents ls to co:ltrol lnfor11atlon paths 
between processes, ln order t.o prevent coac>r.o.alse of lnf:>r11atlon. 

·In addltlon to saared segments, .,a1cn are t,•e prlmarv lnformatlon 
paths that Hultlcs provides, there are secondarv lnfor11atlon 
paths bet •een processes. One o.f these ls the Intarpro.cess 
Co11111unlcatlon UPC> facllUy. Tne IPC facllltv "·•Presents an 
lnfor11at1on patA of suftlclent bandwidth that lt 111o1st be 
controlled to i>revent the coaproelsa of infor:aatl~. The 
req;ul.re11ent ls tt-at each message 11ust be validated accord lng - to 
the clearance o.f tl'\e sender and tne ~•celver. A 111ec'\anls• to 
suo-port t 9-ls requ ire11ent nas been. design.ad, and 1 s described 
here. 

It is •ortn. polntln,g out tnat even 1 f an IPC ••k•'A> ls sent 
11111thout tne optJ.onal ••event message,•• lnfor•atlon ls stll I 
trans111tted beh1een processes. A wa~eup ls a •essage witn one 
b 1t of inf c>rmat loo. In tftl-s HT B, .. IPC w.akeup11 1 s used to 
descrlbe any interprocess co•unication transmitted bf the IPC 
facility, l!fhether or not t,her.e hap.pens to. be an associated event 
11essage. 

In order to provide the praper backgro1Jnd for tl\ls ;>roposal, 
the current ring o IPC aechanls11 ls revleMied nere. The lnltlal 
descr lp.t 1 on ls of the basic r. ing D IPC :1ecnanis11 ar\ d jo es not 
cover .. spec1a1•• event chamels. FoH.o•lng the initial 
descrlptlon 1 tftO$e asp;ects of special event channels relevant to 
this design will be explained. 

&ul•• Q;J Blog 0.. .1.eM 

Since the sending side of IPG ls si•pler, it ls described 
first. On the sendln.g slde, .ther·e ls no ••tront end•• to the IPC 
facility 1111hlch ls ln the user ring; accordlngly, the sending 
process cal Is the ring D entry ncs_S•a•eup. There a .. a three 
input arguments to bcs_1•akeuP1I a ta, .. ,g!et process id, an event 
channel, and an event message; there ls also one outp,ut argument, 
•hi ch ls a status code. The gate transfers control to tne ring O 
procedure .. hc_ipc .. which performs a fe1111 ct\ecks on the to.raat of 
the event chamel argument and the~ cal Is a trafHc control I er 
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entry, pxssSwakeup, with the sa11e a~gu11ents• r he traf f le 
contro I le r ls inv<H<ed bee ause 1 t •an ages the In tar process 
Transmission Table <ITT>, which ls the stste••wide data 3ase used 
to st ore and f ON,ard IPC •akeups. For ea.C:n proces~ •1th pe,.d lng 
wakeups, there ls an associated threaded list, containing these 
wakeups, in the ITT. Each APT entry contains a relative pointer 
to tne head of lts associated ITT 11.st. If a process nas no 
pending wakeups, then there is no I 1st of entries al located for 
lt in the ITT and the relative pointer: to• the head of its ITT 
llst ls.null. 

The sending process, 111hlle exec.at ing ln t h.e traf f le 
controller, locates the APT entry Otf the targ1et 1>irocess, 
altocates an entry l:'\ .the associated ITT llst, and stores the 
event channe I, event 11essage, and 1nfOf'"11at 1 on abOl.I t he sender 
into the ne.i ITT entry. After assoclatln.g the t11ake;.1p •1th the 
target process, the traff J.c control I er makes surtt that tne tat" get 
process ls scheduled for execution, in Ol"der that lt •av act upon 
tM 1111akeup,. Control ls then retur.ned to, taa usor rl~g. 

The receiving side of IPC, which ls a bit •ore colll)l icated, 
Includes an Interface 1n taa user rJ.n.a... T11e user rlng IPC 
procedures manage the event chame ls, channel prlorit ies, and the 
event walt ·and event call facilltv, t.ogether with the Event 
Channel Table <ECT>. TM user ring l~terface ls lP::_Sblock, 
which has a .. walt list" as an Input arguwent and a "4falt •essage" 
and status code as out,put argu•ents. A ca 11 to ipc_S~ I ock 11ay 
result 1n a call to one of t.110 t"l.ng O ef\it.rlesa hcs.sread_events 
or hcs_Sfblock •. These entries have ldentlcal interfaces; the 
only difference ls that cal Ung th.a I atter one mat result ln 
giving away the orocessor. A cal I to one of these entrles iaav in 
turn result in a cal I to one of two traf f le cont.roll er entry 
points, p;xssSget_event or pecssSbl o·ck. A;alnt taese t..o, differ 
onl v in that the I att er 11av g lve a• a~ the process or; the 
l nter face 1 s the sa11e. They botn return a gol nter to• the head of 
the threaded llst of wakeups stored ln tu ITT, and reset tne 
head-of-ITT-list pointer to null. If t"·• returned ITT thread is 
non-e11ptv. then, based upon the value of a 3•blt ring field ln 
the event cl\ame I na11e, the r1111g O prxedure a.c_lPiC dl spate hes 
wakeups to the correspondJ.ng rings. T1'ls ls accotmpllshed by 
copying the con·tents of an ITT entry into a p·er•rl:\tSJ· buffer 
associated 11111ith the ECT. After all Nake1.1ps have been dispatched 
to the proper ECT buf .f ers, r lng O IPC ca II s pxss 0tnce a gal n to 
free the ITT threaded list S\d taan r.etu~·ns to tlte user ~·lng. 

Special eve.,t channels 111ere added tOt the IPC 11echlnis11 ln 
order to handle certain lPO wakeups 11ore ef f.iclentl Y• Tnev are 
lntended to be used to trans11J.t 11devlce ·111akoups" -- 1.e. wakeups 
originating in rlng 0 as a consaQluence :>of an lnterr>Jpt fro11 some 
device. Special event cl:\annels nave no assxiated event 11essa~e 
nor lnfor11atlon about the sending process. They are 
distinguished by a.particular pattern ln the 72-blt event channel 

I/If/I" na11e. There ls no restriction on :raatlng special event 

--./. 
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channels; ho111tever the rlng O proced.,re hc_lpc pre~ants any 
process fro• send 1ng a wakeup to anot-.er ·o.ver a specl al channe I. 
A process 11ay· send a wakeup to itself over a special :hanuel. 
Slnce wakeups origlnatlng .ln rlng O are sent by cal Ung pxss 
ctlrectly, only ring o wakeups anid .-axeu;)IS sent from a vocess to 
1 tse If can •ake 11se of SSleC .la I Channa Is. The l11pl e• en tat 1 on of 
spec la I channe Is bypasses the ITT (as 1111e I I as the f(} T>. In each 
APT entry, there 1 s one b 1 t per SPJecla I avant cnanne I. Cal I lng 
pxssSwake up w l tn a spec 1 al channe I as an argu11ent wl II set the 
t>lt corresponding to that special channel; calt.lng 
PKSS$get_event O·I" P.XSS$blocl< Nill COPY all special Channel Dits 
lnto an output arguaant and reset the blts ln the APT entry. 

The securl ty reQAJlrements, as described ln · HTB 47, hp.ose 
controls on 1nformat1on paths between processesa Clearances are 
associated wlth subJects <e.g., pr·ocesses), and classlf.lcatlons 
are associated Mltla oblects •lllch need to be orot ected <a. g., 
seg11ents and dlrectorles). The access ,..,I es to. be enfarced bV 
the svst.a • restrict ln f or•atl on paths bV preventing "rea:t- up•• and 
".rite-down" operations. Slnce IPC ls a~ lnforaatlon. pata, lt ls 
affected by the secur 1 ty re"uire11ents. The IPC ••send .. :>perat 1 on 
corresponds to "•rite•• and the •-receive" operation corresponds to 
"read." The secJr lty rut es as 81>'e>1l J.ed to· IPC se-ou Id Pl"ot\l bit 
"send-do•n.. operations, and log anv 11sand•do•im" attempts in the 
system audlt flle. CU A process would ~e allot111ed to. re:elve IPC 
wa1<eups fro• any· process of equal or I ollll8r clearance, and send to 
anv process of eQual or hlgher ct.earance. No·t.e.that although the 
wrl te•up operation ls not a II owed f~ segaents due to. the 
posslbi 11 ty of sabotage, send-up 1 s peralss lb I e for IPC because 
the exchange of lnfor11atlon ls totally structured :>y ring O and 
ls therefore 111-..ne to sabotage. 

In order that the system continue to operate prope"'ly, 
ho1111ever, the restrictions described aoove 11ust not a:>ply to every 
IPG Makeup. Tbere are two classes of IPC wakeuos Wft,icn must not 
be subJ.ec t to the secur U v cons tr-a lnts. 

1. The flrst class cons.lsts of the device 1111ake\.Ds lfhlch 
o,rlglnate ln rlng O of so•e · aroltrary process. <Zt A 

------·-----------------------------------------~--·---------------
CU Another HTB ln tnls series descrloes t.Ae audltlAg :1ecnanls• 
1 n de tall • 

< 2J Current Iv, tne on I y other w•e ups whl ch o-r 1 glnate 1 n r lng o 
are those resul tlng fro11 Ca) recelvlng a ••quit" from he user•s 
termlnaa, or (b) the explratlon e>of a per-process tlmer. Wakeups 
of the first sort can be group}ed •ltR. the device wakeups, and 
wakeups of the second sort can be exclud•d from the secur-lty 
r-estr-lct.lons slnce the sender pro.cess ls also the r-ecelver 
process. The prooosed deslSJ\ speclal•ca$es al I rlng O .akeups. 



Page 4 HTB-067 

dev1ce interrupts an arbJ.trarv process, •h1c" ln turn 
sends a -.akeup to the pro.cess wa1.t }.ng. for r;ur.rent status 
from that dev1ce. The p,rocess •hich maps the interrupt 
1 nto the Makeup should be considered an an ony11ous 
intermediary; Us clearar\ce shou·ld be of no· consequence. 
If the ru I es •ere to be aptJ>I led in this case, a process 
could not sehd a device wakeu:> to another process with 
I 01111er clearance. 

z. The second class of wakeup:S 111hic!I\ must not be restricted 
conslsts of IJfakeu~ sent and rece.1ved by those svste111 
processes, such as the lnitiallzer, "hlch aust maintain 
two-way co1111unicat ion Ml th a 11 other processes. If the 
rules were enforced in tti1s case, the lnHi:ilizar Mould 
be ab I e to carry on tllH> .. l!f•V IPG co••unlcati on ;>n Iv ~ i th 
other processes of the sa11e c I eaf".ance. 

The secur lty acce.ss controls, accoirdlnglf• stlould be ap~ led to 
a 11 wake ups not or 1 g lnat lng in ring O, except those sent or 
received by designated system processes. 

In order to acco1111odate the new sec.,rlty controls, e>nlv the 
ring O IPC 11~chanls• 11ust be •odlf ied. The user•rln~ IPC, as 
wel I as al I eteternal and internal lnterhces Cwlth the p.osslble 
addition of a r\ew value for a returned s·tatus code) wll 1 re:tain 
unchanged. The ring O 11od1Ucat1oin will consist of code wnlch 
com pares . the clearance of the sending P,.·ocess •1th the : I earance 
of the re c:e iv lng process, and based upon that co•parl son. el t her 
permits or prevents the sending o·f an I~G wakeup. There are two 
reasonat>I e st rate g les for i 11ple11ent1ng the clearance cae: ks 1 
checking while in the sender•s process. or checking while in the 
recelver•s process. 

A sendlng-si de check reQulres tut tae sender prxess be 
able to obtain tne clearance of the target. process. Acc3f"din~ly, 
the choice for storing the clearance of tae tarQet process ls the 
A PT' entry. The send 1 ng process w 111 co,p.are c I ear an ces w h ii e in 
the wakeup entry of the t raff le c;:0>ntro ea ar. 

A re eel v ing· s lde check requires that. the receiver be able to «: 
obtain · the sender• s clearance. For t hls approach, 1 t 1 s 
suf ficlent to include the clearance o.f tt.\e sendin.g pr'C>cess ln 
each associated ITT entry. Ring O IPC, _.hi le copying entries out 
o f the n T , w ou Id co• p a re the c I ear anc e s t ore d in e ac h IT T e ' t r v 
w 1th tnat of the eacecu t lng Ct argat) procts s. 

The recommended ap.proach to 111ple11ent ing the IPC secur- i tv 
controls ls to per tor• the cnecklng o.., t1'oe sending s Ide. TJ\ere 
are a number of arguments in favor of t'hJ.s approach. 
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1. Cnecklng on tAe sendlng slde ell11lnates "false atar11 .. 
wakeupsl H a process atte•p.ts t.o send a .-akeup to 
another process of lower·ctearance, the access 11iolatlon 
w 11 I be detected ln ttt,e sendin.g process. Tha prl11ary 
advantage of this ls that the recelving process .-111 not 
be awakened umecessarlly, me,..elv to dlsc~.ver that the 
titakeup cannot be received. A seco.ndarv l'ldvan.taga .ls that 
l t ls possible to return an error status to the :a Iler- ln 
the sending process. 

z. The send-s.lde check allo1its all non•rlng-0 waJCeups. to: be 
checked. Only wakeups which use the ITT can be checked 
on the receiving slde. Qurrentl.f, tt:aere ls a restrict ron 
that wakeups Cto other processes) over speclal chan"tels 
must originate ln rlnsa o. If thls restrl:t1on ls 
re•oved, then the send•sJ.de :heck •ltl stlll be 
effective, whereas the recelve-slde check wll 1 not. 

3. Audltlng anv attempt to. send down ~s •ore easily 
acco11pl J.sned 1 f clearances ara checked QA. the send lng 
slde. The .. process group id, .. wl\lch ls used by the audit 
trail procedures to identify a pr-•o.cess, ls stored ln the 
pds. Slnce the process group ld of the sendlng, process 
is not reacUly available to the l"'ecelvlng process, lt ls 
preferable to generate audlt 11eisages · •hlle exe:ut lng ln 
the proca ss •hlch caused t ne 1nfract1 on. 

4. The send- slde check ls 11ore ec ono• lea I 1 n t e r11s of 
wlred•do .. n storage. The clearance lnformatlon ls 
etcpected to occupy two words• one word ·tor the 
categories, and the other for the level 81\d addltlonal 
control !nfor11atlon. Therefore, the alternat lves are to 
a II ocate the t 11110 words of c I earal\c e inf or11at1 on either 1 n 
the APT entry or ln the ITT el\trv. ·In typical Hultlcs 
system ce>nfigurat lons, th.ere are abou·t twlce as many ITT 
entries allocated as APT entries. Thus 11ore 111ired 
storage would be reQulred for t~e receive-slde met~od. 
In fact, although the ITT Mould need to be ex~anded to 
hold the clearance 1nfonaat1on, it is poss.lbte tc>- reclai11 
space .ln the APT entry fo,r thh purpose. The 2•word 
space for .. x_paglng_11easure•• .ls e>bsolete and will be 11ade 
avallable for storing the clearance .lnfor•at.lon. 

There are, of course, so•e disadvantages to the p:roposed 
approach. Send-slde checking requires· tnat the APT •e11aln locked 
for a longer period o-f t.l11e. Roug:nlv a dozen ALH 1nstruct1ons 
are requlred to perfor11 the clearance check, whlch •ust be done 
whl le the APT ls locked. The recelve•slde ap.,roach ,..eQulres only 
two adc:Utlonal ALH lnstructlcns, whlch store tiae sender•s 
clearance into the ITT. A 11ethod :>f reducing the number of 
lnstruct.lons which 11ust be executed ol\ the sending slde ls 
descrlbed ln the section on performance. Another disadvantage to 
the send• s 1 de approach ls that the c: I e arance of a process must be 
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stored ln two placesl not only ln the ~os, but in the APT e~trv 
as welt. Altho~h it is possible to e11plov a recelve-side check, 
the arguments above favor the send-slde ::heck. 

1&1.Ameot at iQD ~1&11~. 

The send-side lmplementatlon ls no• described ln detail, 
with the aid of a flowchart. The data bases affected are the POS 
and · the APT entry; the on~ v pro..cedure a f fecte.d is the "wai<eup .. 
entry to PkSSe The current f lo• O·f contr-·O·I ln the 111akeJp1 e~try 
is depleted in Figure I. The dotted lines indicate the point 
where the cleara'lce-checking code shoYld be inserted. It should 
be emphasized that, among varl.ous alt.ernatJ.ves, this :>.roposed 
11odlficatlon has the least effect upe>." t'\e current stru:ture of 
·the code in the wakeup entry. In tl\1 s co.de seauence the .. ,.J.ng O 
wakeup" flag is set to true only for devlce wakeups; al I other 
wakeups are cheCKed for the cJerance of the sender and l"'ecei"er. 
fhe new code sequence wll I co11pare tu clearance in the ~OS (that 
of the sender) wl t.h the c I earance in the A PT entry wh lch has o een 
I ocated ct hat of the rece 1 ver) • As can be seen, 1f spec la I 
channe Is are eve,.. used for non•rl.l'\g-O wareeups, they • ll 1 a I so be 
checked by ·thls code. The new code wl 11 al low a wake.1p to be 
sent, regardless of the cle·arance coaoarison, lf either the 

. sender or receiver has the exce.ptlon blt set. 

fhe Z-word field in the APT e,trv which ls to hold the 
clearance lnfor•tlon wil I have tt\.e fol IC>Mln9 str~cture. 

2 sec~ 1 ty, 
3 cat egor l es 
3 level 
3 eJCC ept ions 

.. seg11en ts 
4 directories 
It 1 pc 
.. oad 

:>it<3&), 
fixed blnCin unaligned, 
unaligned, 
:> 1 t (1) ' . 
oltC1>, 
01 t (1 t t 

:>1t<15) 
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At tkio point th~ 
APT is locyed and 
the APT entry of 
th• target process 
has b••n ~oc~ted 

s target stopped? 

no 

wakeup? 

yea 

tarqet blocked? 

yes 

set interaction 
switch 

wakeup ta.;qet 
process 

t'l'J.'~-Ub I 

->--_.v ... e ... s...__ __ __,.~ return an error c"odl!! 
and exit 

'
return an ~rror cod 

>--~Y-•~s.__ __ _.. and exit 

no 

I 
" / 

,,.... 
_.. -- __.. .. --

I oes sen~er or 
I -I,,lii.a.;..~ target have 

- exception 

( 

I 
( 

( 

' I 
\ 
\ 

' 
Figure l 

sen er.~ 
c~te~ories contain~d 

1n ~•r~ets_ . 
cateaor1'1s: ,--./" 
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Performance C,sm~ldlratJJlru 

The ~lm of this rather Q~a1ltatlve discussion of oerformance 
Is to st\ow that the prooosed cha"ges "11 I have on Iv a verv. sl lght 
effect. The onlv IPC oath which ls . affected ls t~e 
lnfreQuenttv•used one whicn sends user-ring wakeups. The 
performAnce .cost ln this case can be divided Into the addltlona* 
wired stora1e and th~ addltlonal execution time. 

·The wirP.d storage cost ls low, since an obsolete 2-word 
fleld ln th-. APT entrv can be reused to store the securltv 
controt lnforntatlon. .Mo,..eover,. the. actual instruction. seQuence 
"'"lch comoares the clea,..ances wll 1 reQulre onlv about twelve· 
additional wtirds of wlred storage. 

The 8ddltional executlol'\ t111te should have only a slight 
degrading effect. Since the proposed Instructions are to be 
added within the scope of a global lock, the effect of 
ntuttior-ocescsor Interference shoul.d also be considered. Today, 
ther-e ar~ ~bout 1;0 ALH lnstr~ctlons executed, In px~s, for each 
u-ser-rlnq wakeuo •. Essentlallv all of these lns.tructlons are 
executed w~lte the A~T tock ls locked. Twelve eddltlonal 
Instructions amounts to an RX lncrease ·1n the length of tl•e that 
the APT ls locked (assuming that varlatlcm 1.n Instruction t111es 
can be neqlected). The relative tlMe Increase for user-ring 
cal ts to hc~_Swakeup w111 be less than 8% since thls p~th 
l nc t udes hc-s_ ar\d hc_l oc as we It as oxss. 

The effect of Increasing, In so11e cases, the tl•e t~at the 
APT rPmalns locked ls not exoected to be slgnlflcant. In the 
two-processor HIT svsteni, the a11ount of tl1We that anv one 
orocessor·soends looping on the APT loc~ because the other has It 
locked I~ verv smatl (-on the order of a few seconds a day). As a 
conseau•nce. lncre~slng the lock lnt~rvat for user-ring wakeups 
by 8X ls not exo~cted to ~ave noticeable effect on the tooplng 
tl11e. 

Tt should be re-emphasized that these estimates characterize 
an uooer bound on performance deqradatlon. The path with the 
heaviest tr~fflc (ring O wa~euos) does not Include the securltv 
checks. 

One of'settlnq perfor•ance l11prove11ent which ought to be 
suggeste~ ls to strea~llne the code ln the pxssSwakeup entry. 
Without much effort, half a dozeh Instructions could be 
eliminated· mer-elv by ellMlnatlng redundant tests. This change 
would cut the cost Introduced bV the securltv checks ln half, ln 
the C3~e ~f user-ring wakeuos. tn the case of ring O wakeups, 
the o~rformance would be lmoroved. Hence, an overall l•provement 
In oerformance would be anticipated. 


