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Metering tools and security 

is a revision of MTB-011. The first two sections below 
verbatim from that bulletin, while the part pronosing a 
has been modified to incorporate su~gestions from lllSI 
The essential points of difference are: 

1) Exact compatabil ity is unnecessory, 
the contested phcs_ transfer vector, 

This eliminates 

2) The compiled limits table will be in the libraries. 
The installation \·Jill maintain it. 

Problem statement 

Hardcore data segments contain many items which are useful 
for measuring various aspects of system performance. They also 
contain some information which should be protected, such as 1/0 
buffers. Currently all meterin~ tools ohtain their data by 
calling the ring-zero entry phcs_$ring_O_peek, This loophole is 
too i;eneral: it can be readily misused to read .fil1:i. rinr;-zero 
segment. This problem could be ignored when only a trusted few 
had access to call phcs_, but we now have on the order of a 
hundred people with good reasons for needing access. 

The solution to this problem should make it possible to let 
any user read selected system data without endangering specific 
protected data. The set of users who are permitted to use the 
meters should be controllable (by an ACL) to suit inrlividual 
installations. 

Analysis 

Due to haphazard design, some existin~ data se~ments contain 
both private and public: data, These d~ta should be separated 
into different segments because the segment is the fundaMental 
unit of hardware access control. liowever, harrlcore programs 
which use these segments may run in any user's process, so 
(without per-user ring brackets) the ACL's on the data segments 
cannot be used to discriminate among users. Therefore, access to 

Multics Project internal Horking docur:ientation. iJot to be 
reprorluced or distributed outsirie the Multics ProjecL 
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me t e r i n g du ta ha s to be con t r o 1. 1 e d by a n i n n e r - r i n g f i.1 t e r 
program. There are tvJO alternatives at this point: 

(1) Rearrange data according to protection """"' 

( 2 ) 

requiremPnts. Let the filter pro~ram decirle 
per-segment whether or not to permit the access. 

Leave data intermixed. 
filter program which 
segments to protect. 

Create a more complicated 
knows what parts of which 

It seems clear that the hardcore data should be grouped 
according to the access restrictions to be placerl on it, so that 
finer distinctions can be rlrmm beh;een puhlic access, mP.tering 
access, system-programmPr access, and hi~hly-privilegerl access. 
Such a global rearrangement would take too long (several months) 
to meet the immediate need, but I strongly recommend that any new 
or redesigned data bases be organized in this way. 

For interim use I will choose (2) above, but hm: should the 
filter progrum decide what to protect? Well, several people have 
pointed out to me that the most critical hardcore data segments 
(typically 1/0 buffers) have fixed-size headers (essentially 
public) followed by some variable structure of per-device or 
per-user blocks (essentially private). Therefore, I propose to 
associate with each hardcore segment number Sn a limiter Lsn such 
that word i of the segment can be read in outer rings i.f and only 
i f l) ~ i < L Sn. 

Proposed solution 

There will be tvm "peek" gates accessible in the user rings: 
phcs_~ring_O_peek, the existing ring-zero gate, and 
metering_ring_zero_peek_, a new rin~-one gate. The ACL of 
phcs_~ring_O_peek will restrict it to privileged system 
progra1nmers. Everyone interested in reading the meters wi 11 be 
on the ACL of metering_ring_zero_peek_. metering_ring_zero_peek_ 
Hill call ring_zero_peek_filter_ in ring one, to valirlate the 
request. A new gate from ring onr into ring zero, 
adr;1inistrative_ring_zero_neek_, \,Jill call the harrlcorp entry 
ring_U_peek exactly as phcs_$ring_O_peek rloes; *·*·*will have 
access to this gate from ring one. 

A user-ring subroutine called ring_zero_peek_ will be 
provided, to call either phcs_$ring_O_peek or 
metering_ring_zero_neek_ according to the user's privilege, anrl 
to rnap lack of access to call either gate into a suitable error 
code. The Meter-printing programs will call this routine so as 
to work pronerly for whatever class of users is Pntitled to 
examine the given meters, and to produce a reasonable error 
message for any underprivileged users. 

ring_zero_peek_filter_ will validate all requPsts against a 
table of read limiters stored in a segment in the lihraries. 
This segment, >system_l ihrary_tools>ring_zero_meter_limits.table, 
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will have ring brackets of 5,5,5 so that it may be used by other 
programs. This data segment will be initialized each time the 
system comes up, by the coc1riand "initialize_peek_Jilter 
>system_l ibrary_l>ring_zero_meter _ _l imits.i\SCI I" in the ans\vering 
service exec_com file. The pathname designates an ASCII file 
containing reference na;~1es and corrcspondinp:: numeric reild 
limiters, one per line. 1\ny segr11ent not mentioned in this list 
is not accessible. A stan<fard limiter list 1dll be loaded fror:1 
the system tape; the installation can specify its ovrn if 
necessary by changing the pathname ~iven \:ith the 
initialize_peek_filter command, 

A s u r; g es t e d l i s t of l i f'l i t e rs i s a t tac he d ( /',pp en rl i x i\ ) • Th i s 
list restricts access to the minimum required for the installed 
metering tools to be usable. 

Schedule 

In the follovJing list, step 2 can overlap steps 3 and 4. 
Step 4 can reasonably be completed during January, 

1) A dummy version of the user-ring interface rin~_zero_peek_ 

2 ) 

3 ) 

VJ i l l be i n s ta l l e d i rnrn e cl i a t e l y • 

"11 twenty programs 
morlified to call 
perform this task. 

\'Jhich call phcs_$ring_O_neek v1ill 
ring_zero_neek_. PDO has offered 

be 
to 

The rest of the filtering mechanism VJill 
consisting of two gates, a rinp-one pro~rarn, 
the initializer, and a data ser;rnent. 

be installerl, 
the cor1i'l<Jnd for 

4) The initializer \1ill start initializinp; the filter, 

5) PDQ will reduce access on phcs_ as they choose, 

Please feel free to make comments or ask questions about 
this proposal, on line to Mabee.CornpSys or by phone at 253-G004. 
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1\ppendix f\ - su~gested Units.file. 

11 This list controls access to metering (and related) da.ta in 
11 hardcore. Only data named in this list can be read. The limit ""' 
11 is given as 2G2144 if some pro~ram copies the entire segment. 

11 Last modified on 01/03/74 at 14:08:35 by R F Mabee. 

11 r;ane of segment 

tc_data 
sst_seg 
dseg 
confir.;_deck 
active_hardcore_data 
hc.s 
hes_. 1 ink 
phcs_ 
phcs_. 1 ink 
hphcs_ 
hphcs_.link 
imp_dim_r;atF>._ 
irnp_dir,1_gate_. link 
net_ 
net .link 
netp_ 
netp_.link 
adm i n_ga te_ 
adm i n_ga te_. 1 ink 
xray_communications.1 ink 
pds 
dsul70_seg 
dsu270_seg 
dsu181_seg 
dsu190_seg 
bulk store mailbox 
f sdct -
tty_buf 

Limit 

2G21L14 
2621l~4 

256 
262144 

74 
262144 
262144 
2G2144 
262144 
262144 
262144 
262144 
262144 
262141~ 

262144 
262144 
262144 
262144 
262144 

54 
2540 

256 
256 
256 
256 
256 

4096 
112 

11 Reason 

11 traffic_control_queue. 
11 traff ic_control_queue, 
11 Used by several tools. 
11 print_configuration_deck. 
11 system_link_meters. 
11 s pp:_r i ng_O_ info_ 
11 and meter_gate. 

" meter_gate. 

11 link meters. 
11 1 i n k:me t er s • 
11 device_meters. 

11 Can't get exact figure. 
11 Clark's uninstal led tool. 

11 The l ir.ii t on tc_data could be lov1ered to 25G, to protect per-user 
11 time-used figures. traffic_control_queue anrl print_apt_entry 
11 would then stop \Jerking. 
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Appendix B - new entry calling sequences. 

This section should provide adPquate ter1porary rlocumentation 
of new entries, and can readily he turned into MPM writeups. 

., 
l.!..9.!IlQ : ring_zero_peek_ 

This user-ring procedure is called to copy sor.ie spE'r.ified 
data out of hardcore rlata segments. Some users are only 
permitted to copy certain data, others none at all. These 
restrictions are enforced by access lists on vorious gates; this 
module merely tries to decidf' which gatf' to call in order to 
obtain the requested data, and fabricates an appronriatr error 
code if the user has insufficient privilep:e. 

Usap;e 

declare ring_zero_peek_ entry (pointer, pointer, 
fixerl binary (19), fixed binary (35)); 

call rinr;_zero_peek_ (from, to, len, code); 

1) from is the address of the desired data in rln~ zero. 
(Input) 

2) to i s th e add re s s of t he ca 1 l e r 1 s d a ta i t em ~" h l c Ii i s to he 
copied into. (Input) 

3) l en is the size of the data i tern ( i . e. 
(Input) 

l en g t h i n vm r d s ) • 

4) code is a standard error code, or zero. (Output) 

Nar.ie: adm in is t rat i ve_r i ng_ze ro_pee k_ 

This is a gate from ring one to rin~_O_peek in rinp zero. 
For usage information, see description of ring_O_peek. 

rJame: meter i ng_r i ng_zero_peek_ 

This is a gate from rings 
ring_zero_peek_fi lter_ in ring one. 
description of rin~_zero_peek_filter_. 

Par,c 5 

two through five 
For usa~e infornation, 

to 
see 



rJar.ie: ring_zero_peek_filter~ 

This module provides a \Jay to al lovJ users to examine various ~ 
system-wide, hardcore data bases while m~intaining security for 
all other hardcore data. The serT1ent 
>system_library_tools>rin~_zero_meter_limits.table sr>ecifif's a 
read li1niter for each hardcore se~ment; only that many worrls from 
each segnent are supposed to be accessible. 

ring_zero_peek_filter_ is user:! to copy data out of rinv-zero 
segments. If the request is invalid, it is rlisregarrled and ~n 
appropriate error corle is set. This entry point is to he r~llerl 

t h rough a l~ a t c • 

declare ring_zero_µeek_filter_ entry (pointer, pointer, 
fixed binary (lJ), fixed binary (35)); 

call ring_<::ero_peek_filter_ (from, to, len, code); 

1) from 

2) to 

3) len 

4) code 

is the address of the desired data in ring zero. 
(Input) 

is the address of the caller's data item which is to be 
copied into. (Input) 

is the size of the data item (i.e. 
(Input) 

length in words). 

is i1 standard error codP, or zero. (Output) 
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!Jame: initial ize_peek_filter 

This privileged conmanrl is executed by the initializer 
process to define the set of ha rrlco re data i terns \·,;hi ch constitute 
metering data. (See ring_zero_peek_filter_.) 

Usage 

initial ize_peek_filter pathname 

1) pathname designates an ASCII file listing seg~ent naMes an<l 
corresponrling read limiters, one set per line. A 
partial sample is shown below. 

Note: A standard list is provided on the system tape: 
>system_l ibrary_l>rinr,_zero_meter_l irnits.ASCI I. 

Example: 

11 l•ame of segment 

tc_data 
sst_seg 
dseg 
config_deck 
active_hardcore_data 
hes_ 
hes • l ink 

Limit 

2li2144 
262144 

25G 
262144 

74 
262144 
2G2144 
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11 Rea son 

11 traffic_control_queue. 
11 traff ic_control_queuP. 
11 Used by Sf' Vera l too 1 s. 
11 print_conf ip;uration_dPck. 
"system_link_meters. 
11 spg_ring_O_info_ 
11 and meter_gate. 


