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Sublectt Proposad Changes to the SYSERP and 0OPERATAOR'S CONSOLE Softwara

This cocument dascribas the changjes that have bazn mide to the
syserr mech3anism and the operitor's console2 software, This MT3
along wlth MOSN 4.3.1 Revision 1 and MOSH 11.3 odbsoletes
MSB 138%. The lssues dglscussed In this daorument are?

le proiarams affected

2« the mator changyes

a) new mechanlsm for loyg3lng sysarr messagas

b) n2w syserr codes

c) asyncnronous use of the oneoratar®s console

d) more convenlent operzator Intartace to the console

e) racovery from an inoparative aperator consal o

f) Imnrovea 3CO to ASCII to BCH transilitearatinn and
Imoraved Inout canonlcallzation

q) mMeterlnyg the dsage of the wirat Ing ouffer snd the
two console write cuffers

. what still must ne donre.

THE PROGPAMS TNVOLVED
Tha followlniy projrams have been cnaniged!

1. syserr_real: This oro3jram has ca2cn ¢complataely
rewrlttan, It no longer contuins the code whicn
Interfaces with tne operator's console. SYS
15 responslitle for putting trhe syserr messaces into
the wlred 1o3 buffer,

2« wirad _hardcore_data:? This wires ring 0 Jzta Duse
now contalins all of tne wired datsi neaded to 1o}
sysaerr messages and to interface witn tne oparator®s
coansole, This Incluces
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5.

The

a) varlous locks, countars, offs:ts, ari meters

b)Y the dcw 1ist3s used to drilve tne operator®s console

c) the wilred tog buffer

d) the oparator®*s conzsole reas buffer sni [1ts two
Wrlte buffers,

ocdim_¢ This oroaram nas peen coapletely rewritten,

It is tne user rinjy operator®s consa2le =lm, It has b-on

proi1rammed to use the aperator®s conrsole a3 an

asynchronous agaevice.

privileged_moda_ut: A naw entry hiec nasen added to tnis

procedure! "“smlc_me', Tnis entry wlll s2nerata a

speciflc Interrupt on tne processar on Anlich 1t 13

running, It Is called by syserr_real to ansnarste the

syserr 103 interrupt,.

hohcs ¢ The followlny hinly privileged nardcore jates

have been adided:

a) ncdem_Alm_read - called by acHdim_ to re23: 4 magsagos
from the oparator®*®s console,

b) ocdem_dim_wrlte - called by ocadlm_ to writ2 a massajc
an the operator’s console.

c) ocdcm_resetwrite - called by ocdim_ to deiate sl
operator®'s zonsole write messajes tdeudea2t1 Dy calls to
hphcs_tocdcem_dim_wrlte.

A ocdcm_dim_event_chan - called by ocaim_ tna set up tnae
evant walt channel usad to coardinit: use of the
sperator®s console,

e) ocdcm_err_event_chan - called by an 3nswaring sarvic-
nrocedure to set up an event cill chainnel tnzt can
be signalled when the gperator's consnla Dacom=s
inoperative,

f) syserr_logger_Init - calteu to turn Ooff TtThe [t f1 4,
In the syserr_lo3 partltlon,

following nighiy orivileaged hardcore gatas Nive pean Icltet 231

a) syserr_stora_event_channel

b) syserr_opr_con_write

c) syserr_opr_con_reas
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it.

Inlt _collactionst Thnls orocedur was cnangad to call
the two naw Inltlallzatlion procetures! sc_data_init
and syserr_log_Inl*t.,

emerijency_shutdown? This procegure w3s chanjnt to res=t
cartain data In wired_haridcore_aata.

shutdown:? This procedure was changed 1o resot The
certain data In wlrea_hardcore_data,

scs!? Thls data opase was changedt to inciad2 tne new
syserr 1oy Interrupt pattern,

scs_Inlt:e This procedura was chariaed to accz2nt the new
process jinterrupt defined on tha TNT confijuration
car i, (See MOSN 4,3,1 Revislion 1.)

sys_Iinfol Sevearal darta fields used by tha ol
syserr_real have be2en deletea,

The followiny new projrams hiave Lean 333271

sys2rr_In9¢ A pajed sejiment whicr resisas In a3 s3p=2cil
sacondary storaje partition - tne PART LNG oartition,
(See "MOSN 4e3.1 Revision 1.) This seiment s anara
svsarr messages are placed.,

sysarr_loggar? This procedure handles tne syserr log
Interruot., It coples syserr messages from thne
wired syserr |29 Into the pauged s»r3ment syser~_ 1079,

ocdcm_: This 1Is the ring g dcm for the onerator's
console.

oc_"data_Init: Tnls procadure [nitilalizes the 13ata In
wlred_hsrijcore_i3ta tnat [s neeae: hy ocdcm_ tH
Intaerface wlth the op2rator's console.

syserr_logy_Injit? Thlis ovrocedure injtiaziizes tnhne Jd3ta in
wirad_haricore_data that [s neeuaa! hy syserr_r2al to
log syserr messag2s. It also Initlaltizes the syserr_1lo2

nartitlon,

metar_w_h_a__2 Tnlis procedure (s callad to meter the
usale ot the thnree wlred puffers in wired naricore_d3atal
wirad log buffer, syserr write obuffer, olm writa2 puffer,

oc_trans_outout_: This orocedure Is caliad to convert
an ASCIT outout messaae to o format tnat is sultable
for wrlting on the op=2rator®*s consoata,

oc_trans_Iinput_13 This orocedure (s caflae: to convert
Input from the operator's console [nty &5 usabti2 ASCII
string,



The following programs have been delated from the systoem:
1. read_convart

2. Syserr_init

Tha fotlowiny RBOS Includs flles have paen changad. They
are used by the 10S programs "“foaddm*, "s:tup'™ zngd “utii':

le readt.lnclisalms Thls projram has been ¢chanisael to
lock the console kevyboardt after 3 30 second
timar [Interrupt.

2. errar.incl.alm? This proaram ras pbeen chan2d T altoad
the request button to be used to unifock the ¢coénsol 2
keyhoarl after it has peoen loacked due 1o a 30 so=cond
timer Interrupt.

THE MAJOR CHANGZS
SYSERR (DOGGING MECHANISM

The sySaerr messages provide a great real of intercsting
Information about the operation of tne system -especlally about

error conditions which have occurrede. There Is currently no
mechanlsm for keeplini ani analyzing these messaz2as on-line,

The lo33lna mechanlsm descrlbed rere will try ton save
all sysarr messages [In a special loY partition - tha L1656
partitlon, The followlnd brlef scenarlo 3hows Pow o Sysers

messaqae s lo3jg=zd:
1. sysarr_real Is callad to write tha syserr messij2.

2. The messaje is In tne form of an "loa_" strinjy
with accompanylny d4ata arjuments, Tha masssjya 15
expanded pny formline_.

3, The message s assijynzd 3 unlaue saquenc2 numdar -
In fact the next seauential seaguence number,

he SyYSerr_real then trles to put the excindasyd ASCII
message (the ASCII time fia2ld is not Inzluded)
In the wired log puffer, This buffer contalns a
nonwrap around FIFD 1ist of varianits teniyth
entries, fach entry zZontalns:

a) the sejuenca2 number of this message?

b} Its syserr coi»



c¢) the length of the exoanded mesyaje taext

d) the calendar clock tim2 when fhe m25535e Was
out into the wired lo3g

e) tho message text,

5. Tf there is room for thls messai=2 sntry In tnh»
wirad 1og buffer, syserr_real will 7Jenerats thos
sysarr_loy process intarrupt.

6. syserr_real will then convert tha message tH
outnut format (wlth tne currenrnt consocle thic
1s BCDY and will call ocHdem_ to nutput thea
messIYa.

7« Syserr_real and ocdcm_ ar2 wired and miaske
from taking the syserr_lo3 Interrunt. When
syserr_real returns and the syserr_ltog interrunt
Is unmasked, the Interrupt will nho taken 3n<
haniled by syserr_{2371er.,

8s svyserr_logger wlll copy the whole wirad oy buffer
Iints its stack. Then [t will resa2t the wirzad 1oy
buffer, The next syserr message will ne olaced
at tna top of the wiraed 1o0g buffar,

9. syserr_loiger wlll thaen copy the messiagas trat
wero in the wired log ouffer into the pazed 1273
partltlion,

The pajed log vartitlion [Is known as the gsz2iment
“syserr_log", It can ba zccessa2d only Iin riny O, Thnao
include flle used to reference the syasrr_los sejmant ang
any of [ts message entrles is supntiea 35 Tuble T,

When syserr_real trles to out 3 messayge Into the
wired log buffer, 1t may b2 full, The 1ist of entri=z
wlired tog buffer does not wrao around, Tnus the mess
wlll not be put Into the wired 103 buffer, Thls mess
witt ce tost from the log. In this case {unless the
message has a special syserr coijce) the messaga wlll bo
Arltten on the console wWwith the followlng string orefixed
before the time field of the message?

18

TEXIOST XXXXXXe Z

whera XX XX XX is tne sequence numbar of tna MesSS 332y
and
Z Is 1ts syserr code.

syserr_real stlll compares messages that are written ~ltnh tha



prevlious message wrltten. If the messagaes ar:2 the sane, The
character “=" will be substltuted for tha text of the messaje.

e oed

Note, the text tnat Is placegd In the Jog i3 also =",

The o1 nartltlon Is mapped Into the sejment sysarr_{9)
aach tlme the system [S booted. Howaver, the c3ata In tna
partltlon is NOT relnitialtlzed each time the systaem i3
booteg, Th2 messages to3ged ran be saveld 3¢ross voots.

The "init_flag" In the sysarr_1237 controls whatna2r or noat tna
log will be relnitlatized, If it is zero the sysarr_lay

wlilt be relnltlatlized when the system s vooted, Thers

are two ways to set thls flag to zern:

1. In WS type the TEST PART LOG WRITE command.
2. On=LlIne call the 3ate hohcs_tsysarr_toigor_Init,
This wlil cause the sysarr_loj to ne reinitlatized

the naxt time the system [s boote:,

The followlng occurs when the data [In tha o3 cartition
Is reinlitiallzeq:

1. The "init_flag"™ is set IN,

2. The sequence number 15 reset to 7orn, TAz next
messade logged by syserr_real willl be assinat tha
sSequence numberst (1),

3. A dummy message entry is placea at the t20 of tne
sysarr_103. It will 2e the first message In tns

log and will have a s=2quence numb=sr of 7ero.

The slze of the wired ftoy 1ls coded (nto

wlred_nardicore_data.alm. It is currently set 3t 150 woras. inys

is enouth snace to hold about ten average size n25s 132

antries, To change the size of this tuffer wlrs?d _h3r:izore_tatiealm

must be reassembiad. No other procedure nas to ba chanjed,.

NEW SYSERR £NDES

In order to make full use of the logjing machansin sever il
additional syserr codes have bean Jdefinad, Nelow 15 3 tist
nf all the syserr codes:?
CONE ACTION
0 loay wrlte messaze witrn no 3larm,
and return
1 _ Ilnogy wrlte messaze witn alarm, ani

cras» systen

2 o3, write messiyge witn alarm, and



terminate the process

3 toas, write messane with 3laram, any
retarn

L I2g andt return - 4o not wrjta mass3agzae
unless the messaize has bean 1231 from
the o3

5 - 9 foga and returr - a2 Nnot wrlite Me3Sag-x

even if It 1s lost from tne (03

Note, the action taken for a codse 1 MessiaIge NAaAs oeen chan:iga:
silantiy. Instead of crashing the systzm by caltin: oanutinos,

syserr_real will call pmutd¥bos_ani_resturn, Thusy 1t 5 possinte
tn reenter MULTICS from BOS via a GO, Trils implles tnat
procedures which call syserr wlth a code of 4 may be ra2turned
tn.

Note, code 4 messages which are written nut o2n tna2
consote baecauyse they were 1ost from the lcg are not comoares
Wwlth the provious mess3age wrijittan, Thne =" moacharlsn
Inolies only to messages wlth codas (3-3).

ASYNCHRAINOUS USE OJF THE OQPERATOR*S CONSOLLC

The most serlous defect in the current operator's
console software [s that Is can only use the console in 3
SYNCNhronous manner, When called to write a message (=2ither a
syserr mescage or a messadge from the Inltializer nroc=2ss),
1t the consnle [s already busyy the current syserr_raal will

foop waltlny for tne console to become frae, Tt will not
return untll [t has Initlateog the write operation. If it
Ww3s called to read from the consonle it wil!l 31s0o walt vy
looplng untit the console is free, It will not return untit

the read aperation has been inltiated, Wnlile sysarr_real

Is looplrna waltiny for the consolte [t is usliry the excluslive
services of one processor. On 23 one orocessor systam tnsz

wnole system wlll effectivaly be stopveu. Some flxed size
system jueuas may overflow. The system may crash, for thess
reasons the operator®s console 1s seldom usea by the opersations
statf whlile running a service system. Howeaver, syssrc magssagas
must be typed out on the ooerstor®s consnle, & burst 2f syserr
mass3ages can tle up the zonsole - and thus ftre system - for

49 to a mlnute or more,

Th2 new console software willi aimost conotletely =2l iminat 2
the problems dlscussea atove. 3y gueuingy write massaj2s anc oy
havina tha [nltiatlzer orocess 39 blocked when one of [ tg
requests cannot be servicad inmediately, tha system will
3imost never have T2 |oon walting for the operatoar'®s
consaole to hecome free. The followini brief scenarios Jescrio>
now this Is Adone.



Peadliny:

i« All read requests for the operator console must jo
thrnough the '"oc_" 41lm anit thus ocylm_. Tt will
call ocdem_ to read one Input |linz. No raga anhea’ ls

performed.

2. Regardless of awhether or not ocdcm_ can inltlate a raald
operation at this time, [t wlil roturn to ocdim_
tetling 1t to 3n blocked,

3. ocdim_ will force the Inltiallzer nrocess tso 10
' blocked.

L, Wnen the raad ooeratjon nas complaeter, ocdcmn_ will
wikeun the Initlallzer proacess.

5. ocalm_ wlll then call ocicm_ agaln. Tho [input |ine
wll! be returnad,.

6e ocdlm_ must tnen have tne raw Inpat d3ts transipterata
and canonlcalized,

Weltina a Dim_Message:

1. The “"oc_ ' dim {ocdlm_) can be calted to write a
block of Wata contalning several llnes,

2e ocdlm_ wlll process this data line by line, It wilitli
cnonvert each llne to cutout format.

Je Tt wiil then call ococm_ to wrilte ano |lne,

4e ocdcm_ will then try to nut this line into 3 wirsi
buffer that has bean reserved just for im wrlt:>
messages.

5. If there s room In the dlm write buffer toar this
massage, ocdcm_ will return, telling ocidlm_ that tnae message
has been aqueued. ocdim_ wlll tnern process tnz2 next
Ilne [t there ls one,

6. If thls messajy2 could not be jueusd In tne din ~rfte

puffer, ocdcm_ wiltl raturn taitina ocadim_ t2 Dlock,
7. ocdlm_ wlll force the initializer nrocess ta 1
blocked.,

Be When a dim write messag2 terminates ana [ts svace
Is freed up In the dim write puffery ocacm_ wtll
wikeup the Initlallzer pracess,

3



9, ocdim_ wlit then call ocdcm_ to write this <312
messaige.

Weltlpy a Syserrc dessais
1. syserr_real calls ocdcm_ 1t write a3 massagn.

2. ocdcm_ wlll try to nut thls messare Into 3 wlre i puffar
raserved Just for syserr messages.

3. If thare [s room In tne syserr write puffar for tnis
messayey ocdcm_ wili return to sycerr_rzal,

Ly, Tf the syserr message cannot be Jueuad, ascdcm_
wlll NOT return to syserr_real, It must loop
walting for a syserr message to toerminate writing
and to frea2e up enoulnh snace In the syserr writ-
buffer for thls messaie.

5. ocacm_ cannot return to syserr_r2al yntil tneo
massaje has bean Jueded. Only when an unusually
lara3e burst of syserr messagrs Nave t9o Ha
wrltten wilt! the system have to wialt for tne
operiator®s console to pecome frec.

ocicm_ proviies the cooralnation netween r=aiiny 3ni
wrltlng and between wrltlnjg sysa2arr messayges and writing
Iim messajyes. Wrlting syserr messages Is 3lvan prliority
over wrlitind dlm messales and writina eittner typa of
message [s 3jlven priority over r=2ading.

The two wrjite buffers are containee 1n wired_nzaricHre_data
35 one Ssingle write buffer, At system initiastization time
the buffer s split Into two parts to foarm tha sysserr arjtea
puffer and the dilm write buffer, {See MNOTN 4,341 Revision 1
tfor detalls of the 0PC conflguration card,.) The read
puffer Is alsn contalned in wired_narccore_1ata,. The
2f these buffers can be changed only vy roassamolinag
wlred_hardcore_data.alm. No otnhner procziures have to D2 Cchanged.
The read buffar is tarje z2naough foar one max!mum size
Input fln2a (14 words). Tha complned write buffer s 159
words., If it were spllt zccording to thne default valuas
(30% for the syserr wrlte puffer), then tna syserr aritn
puffer would have enouih room fnor about 12 or 13
Iverage slze syserr messages.

2
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NEW gPERATOR® INTERFACE

Tha new operator®s console software makes {t mucn easler to
4se the operator console,. For detalls on thls new Intarface
sae MOSN 11.3. Some of tThese fa2atures 2r=s more tnan Just
conveniant, They make the oporatoar®s console safer 1ty use



on service,. The maln feature lnvoived isy, ot course, tha fact
that the operator®s consoile [3 now programmn=d asynchrinogusly.

Two other faatures are also lnpartant tho 30 secon: tima2r anyg tho
break mechanlsm.

& bssic orobitem with the operator®s consol=a [s that [t
cannot be used for writing while a raad oneration [s in prourass,
Thus,y, NO syserr messagas can be written wnite th2 consofe
Keyboard ls unlocked, With tne curraent software, the oparator
must hlit tha £nd of Message ouatton {n order to terminate 3 read
operatlion, If for any reason ha2 fajils to2 do thisy the sycstem
@wlll eventually crash, The 30 seconiy timer featyra salves tnls
oroblem, If 30 saconds elaonses without tne aoperstor tynping 3

character or hitting tha Ena of “Message button. the timar wiil 30
2ff. The r23ad oparation will o2 terminated and tha keypoard ~ill
be {ocked. It wlll then be avallable for writinjy.

Tha current software 40es not provide any maechanism for
suppressing unwanted console outout, If the operator types
A command which oroducas a large amount of output, [t may take
several| mirutes for All of It to be typed, Buriny this t.oma,
syserr messijges could bHe wrltten, but no other use <¢an ve MNnade
of the console, ALlTh the break mechanlism descriped in MI5N
11.3 this s no lonyer a oroolem.

INOPERATIVE CONSOLE RECOVERY

With the current ope2rator's console software, [ f tha Cconsole
becomes inoberative for any resson {(power [35 off, repeiztey
parity errors, etce.)y NO SYysSerr messages CAN he wrjittan, No
“oc _"™ dlm calls can be performed.

It Is 1 serious problem if the operator doosn't racaive
syserr messades, The naew console software attempts ton solve
thls problen, Whan ocicm_ determinas th3t tha console (3
lnoperatlve, 1t will try to signal the answering service via
an event call channel, It wlill signal the seauencs numoar of
of the first syserr message that zould not be written, The
answering service procedure wnlich recelves this si3ral will
try to 1o somethlng about the pronlen. If tnere (s no otner
terminal which It can use, tnzn there |s nothiny taat can be
dona. It there is another terminal avallabie to the
Inltiallzer orocess, {t may try to do the folloalnat

1 HWrite a message2 telllng the operstor zbcat th2 pronlamn,

2e Wrlte out all the sysorr messages tnat could nat pe wrjitten
by the oparator®s consotlo, It will 3=t thesae messijes
from the syserr_log partition,

3. Try to swltch "oc_" dim to the replacement termninal.

ocdem_ wlll slgnal the answerlna service each tlme |t



Is called tna write a syserr messaade. Tf ocden_ deterain
that the console has become operative asdin [t will 3in:
answerling sarvice to alscontlnue the emarjancy droc-s1iurss,.
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NMote, In order for thls ~ecovery mechanism t92 function
the followlni conditlions must pe satlsfis 2

1. The answerlng service must have szt up an
event c3lt cnannel which oscdecn_ can use to
slgnal [t.

2. The lo33ing mechanlsm must be enacled sinc=
the answerling servlice will get the syserr
messages out of the syserr_lny.

TRANSULITERATION ANO CANONICALIZATION

A full 1descrliptlon of tne new transliteration ane
canonicallzatlon features 15 nrovided in MOSN 11.3.
Jelow are some notes about how these new f2atures 2ffact
Syserr messijast

1. Uoper case letters aro now expressea In 3
unjtue wWay, Thus pathnanas and noscinly other
Infarm3atlon found In syserr messayas 111 be
more meaninjfut.,

2 Slnce output messages can be continued on a Nnow
fine i f they are longzr than ore tlne, Svyo
massagas may be Jonger,

arr

METERS

The orocedure meter_w_h_3_ |3 used tc meter tha
three wired nbuffers In wlred_naricore_dats! wirad lo3
buffer, sysarr write puffer, dim write cutfer, The raw
meter data for enach of these puffers .n 3alzo kent In
wlred_hardcore_data. The Information wnlch can be
obtalned from these meters s listed below?

1. total tim2 metaring performed

2. parcantange of time the puffer was emnty

3. Dercentaje of time fthe buffer wias full

4, time weighted average number ¢ntriag In the puffar

e« total number of entrirs out into the puffer

6. maximum number of entrles ever in the buffer
at osne tlmne



e WA

7. average lsngth of an entry

WHAT HAS T0O 8E JONE

In order to make fulil wus2 of the facillties providedi by
the new syserr and console software the following additional
facllitles should be developed:

1. A maechanism to copy tne syserr_log Into 3 user
ring ana to sort, edity, and orint the <syserr mess3jas.

2« A BOS projram to copy into tne loy partition any
massages left In the wired Jlog buffer aftar tne system
creashed.,

3. A porocedure to copy the raw maoter 42t= out of ring zero
ané to compute and orint the information avaliaoia
from this meter data,

4, Implement the answerlng service machanism far haniling
an.lnoperative console,

5. Change B8035 to put 815 error messases {(disk errors, etc,)
In the log.

6. Change the on-line Salvagjer to use the <syserr {o431in)
mechanlsm,



