MULTICS TECHNICAL BULLETIN MIB-012

DATE: November 7, 1973
TO: Distribution
FRCM: B. Wolman

SUBJ: New procedure tracing command

Attached isg the draft documentation for the MPM section for the
trace debugging command. Your comments are solicited. Send
written comments to Barry Wolman, Honeywell Information Systems,
575 Technology Square, Cambridge, MA 02139 or mail comments to
Wolman.Multics.

Multics Project internal working documentation. Not to be reproduced
or distributed outside the Multice Project.
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Name? trace
The command trace is a dJdebugging tool which lets the user
monitor all calls to & specified set of external procedures.
trace modifies the standard Multics procedure call mechanism SO
that wnenevar control entars or leaves one of the procedures
specifjied by the user, a debugging procedure (s invokad, The
arguments given to tne debugging procedure by trace enadle it to
Obtain the arguments and return point of the procedure being

called.

The user may start tracing a procedure &t any time, even if
it has already been executeaq. Tracing may be removed at any
time; supbsequent calls of The procecuures will execute normaily.
Any PL/L or FORTRAN procedure may be traced without interfering

Wwith other users who may be sharing the segment.

Uniess the wuser specifies otherwise, ftrace uses a default
deodugging procedure trace_print_. The action taken by
trace_print_ is to print :a message on the stream “user_i/c*"
whenever controi enters or l2aves one of the procedures being
traced. There sre a numper of options which the user can specify
to request such actions as printing the arguments (at entry,

exit, or pboth), or stopping (at entry, exit, or both). The user

can control the frequency with which the tracing message is
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printedy, e.g.y every 100 calis after the 104ith cally or only if
recursion depth is |ess than 5. trace_print_ *“stops™ fthe
exacution of the user®'s program by calling the debug commanas

this maxes all of the facilities of debug availasbie to the user.

The message printed oy trace_print_ when controil entfers a
procedure may appear in any one of saveral formats, depending on
the Jser-settacie brief switch and the sftatus of the procedure
maxKking the call. If the procedure making the caiit is unbound or
occurs in a bound segment containing a bind-mapy, the message
tares the form

Call 4.1 of aipha from betall2?, ap = 2041103746
This is the fourth caill of procedure ajpha which is at recursion
levei 13 fthe call comes from location 127 in component peta, and
the argument fist is at 204110746. If the procedure making the
caill i1s in a bound seygment wnich does not contain a bind=-mapy the
message Takes the form

Call 4.1 of alpha from bound_gammal&37 (beta)y ap = eeo
Tha name in parentheses may not ajlways ba availasble and may Ge
omitted . in some cases. It the wuser has requested the brief
output mode the message is shortened to

Call 4.1 of aipha

The trace command maintains an internal static table with an

entry for esch procedure being traced. The tabie entry holds a

ﬁ
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nunber of parameters which are used to control when and how the
debpugging procedure is to pbe called. When an entry is adged to
the taole (or an existing entry is changed), the trace control
parametars in the frace table entry are set to the current values
in an internal static ftrace control templiate (TCT). If the user
doas not alter the vailues in the TCTy, the initial detfault values
are Jused (see below). The initial values in the TCT specify that

evary call shouid be monitorad.

Ysdqge
The commanas
trace ni n2 n3 ...
or
trace -start ni n< n3

ara used to start tracing procedures nis N2y N3y . using the

current values in the TCT. Tracing will begin with the next call
ot the procedure. If a procedure is alreacy being traceqy, its
trace parametars will be altered and tracing will continue. The

aboreviation for “-start" (s “-sr".

The names nji may be path names or reference names. If nrji
doas not contain a "$*'y, the segment name is taken to be the same
as the entry name. If the first character of nji is "< or ">*,
the segment with the given path name (s initiated with the

indicated seaegment name. It ni is & reference name and the
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specified procedure is not known to the processy the standard
search ruyles are wused to fina jt, An error message wiil be
printed ana tracing wifil not take place if a proceddre name s

not found or any of the restrictions (se2 below) are violated.

The name That is @&ctually stored in the trace taole is
derived from the name n, specified by the user. If the specified
name is a path name, the nama sStored in the trace table is the
segment nama wWith the path stripped off; otherwise, the name ni
is used. For exampie, the command

frace >»>path>routine
would initiate the segment having the spacified path name and aad
tha name “rpufine“ to the trace table. In subsequent requests to
depugs the user could use ejifther the original path name or Jjust

the segment name “routine®,

trace recognizes a numoer of control arguments which-change
trace®'s actions upon encountering a procedure neme appearing in
the argumegt tist g@afier the control argument. If thes controi
arjument apﬁears at the end of the argumant |ist (i.es no names
follow it), the action is applied to gll names currentiy in the
trace tabie. An error message is printed if any of the specified

procadures are not in the ftrace table.
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The command
trace -remove Nl N2 .se
causes trace to remove entrias niy, n2y «se from the trace table;
any future <cails will not pe traced. Tracing msy be removed &t

any time, even while a procedure is active or is bpeing entered.

The aboreviation for “-remove™ is "“-rm".

Tha command
Trace ~print ni n2 eece
causes trace to print the number of calils and current recursion
deptn of aill procedures named afterwards in the argument l|ist.

The abbreviation for “-print" is "“-pr“.

The command
trace -reset nl né «ecs
causes fTrace to reset to zaro the number of calls and recursion
level of all procedures named afferwards in the argument 1list.

The abbreviation for "-reset"™ is “-rs*.

The command
trace -off N1 N2 «os
causes trace to stop calling the depugging procedure for all
procedures named afterwards in the argument Jlist. The specified
procedures remain in the trace table and control continues to go

through the ftrace packaye at entry to the proceagures. Calls to
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the specified procedures will continue to0 be counted, but no
other action will be taken.

The command
trace =on Nl N2 ssee
causes trace to resume calling the debugging procesdure for ali

procedures specified aftrterwards in the argument |ist.

Several control arguments may e Jused in & single invocation
of the trace command. The appearance of & control argument
terminates the sction of any control argument preceding it on tThe
command line. For example, the command

trace alpha ~remove beta -print gamms delta -resef
would start tracing procedure alpna, stop fracing peta, print the
counts of proceaures gamma and delta, and reset the counts of all

procedure being traced.

Ihe Irace Control lempliate

As mentioned earliier, fthe trace tab;e enTry holds a number
of parameters whose values are determined by the contents of the
TCT at the time the table enftry is filled in. These paramasters
are used in conjunction with Ny, the numober of csilils of the fraced
procedure in this process, and Ry, the current recursion deptnh, to
control When and nhow The proceaure shouic be monitored.s The

execution count N is set to zerc when tracing is first started
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and is incremented by one every time the traced procedure is
calleds The recursion depth R is set to zero when fracing is
first started and is incremented by one every time control enters
the traced proceaure and is decremented by one every time control

leaves the traced procedure.

Let
0 = the maximum recursion depth to be monitored,
F = the number of the first call to be monitored,
L = the number of the Jasl call to be monitored,
E = how often monitoring should occur,
H = when the debugging program should hglt st entry to the
traced procedure,
S = when the debugging program should gtop &t exit from the
traced procedure,
A = when the debugging program should print the arguments
of the tracedad procedure,
I = & bit whicn is "1"p if the debugging procedure should
print the arguments of the ftraced procedure when

control goes jn to the traced procedure,

it

-

and o] & bit which is *"1"p if the debuyging procedure should
print the arguments of the traced procedure when
controi goes gout of the traced procedure.

Then,y, a call will be monitored and the cebugging procedure will
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be cailad it and only if

F <= N <= (

R <= D
and mod (NsE) = U
It A == Uy mod(Nsabs(A)) = 0y and I = “1“Dy trace_print_
will print after the call message the values ¢f the arguments (if
any) being passed to the traced procedure. Aill of the arguments
will oe listed when A > 8. If A < &, the procedure is assumed to

pe a function and the value of the iast argument is printed after

the procedure returnse.

If H ~= ( and modi{(NyH) = [, trace_print_ wili call debug
before returning to ftrace; the cail to debug occurs bDbefore the
procadure being traced has created its stack frame. Whenever
trace_print_ calls deobugy it first prints "“DB * (without a

new=-lina) as a cue 1o the user.

After control ieaves the traced procedurey trace_print_ willi
print a iine of the form

Return N.R from alpha

If A == 3 and moad(Nyabs(A)) = g then ail of the arguments of
tha fraced procedure will pe printed if 0 = “1"p; otherwise, if A
< § tne wvaliue of the last argument f{assumeca to be the vajue of

the function) will be printed.
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Finallyy trace_print_ will cali debug before returning to
trace if S "= 0 and mod{NyS) = 0. This call to cebug occurs
after the stack frame of the procedure being tracad nhas bDeen

destroyed.

Tha following control arguments may be used to alter the
values in the trace control template. Since the values in the
templata &sre copied when an entry is added tc the trace table,
the template should pe updated hefore an entry is added if the
entry requires new values. A change to a tracing parameter
remains in effect until chanjed by another request, (n danotes a

decimal integer).

-dapth n set D = n; initially D = 99999399499,
-dn n

-first n set F = n; initially F = 1.

-ft n

-last n set L = ny initially L = 998949399399,
-1t n

-avery n set £E = ny initially £ = 1.

-av n

-halt n set H = nj initially H = (.

“ht n
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-stop n set S = nj unitially S = (.
“SPp N
-argument n setT A = n5 initially A = (.
-aj n
-in set I = "1"pb and 0 = *“0"os; these are the

initial vailues.,

-out set I = "0 and 0 = "1"p.
-inout set I, 0 = "{"b.
-0

Meterini

The trace commana may be used to meter the execution of a
spacified set of procedures. When the metering feature is being
useaag, trace does not calil the debugging procedure when controi
enters a procaedure baing ftraced; instaad, i1t determines fthe
current time and the virtual cpu ftime and number of page faults
usad oy the user®s process before control enters ana after
control ieaves the fraced procedures This informstion is used to
compute the real time, cpu time, and number of page faults used
by the fraced procedure on a locai ana global basis. The globsal
cpu time is the time spent in the procedure including the time

spent in any traced procedures which it calls; T he localt c¢cpu
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time does not inciude the time spent in &ny traced procedure
called by the procedure. The local and glopal versions of reszl
time and page faults are calculated in a similar manner. Note
that metering is only done when the first, last, every, ana depth

tracing conditions are satisfied,

The control argument pair

-mater on
sets the metering switch in the TCT; any procedgures added to the
trace tabie or who have their table enftries updated after this
argument is used will be metared. The control asrgument pair

-meter off
turns off the metering switch in the TCT; any procedures
currentily being metered will continue to be metered. “-meter*

mey pbpe dadbbreviated “-mt".

Tha control argument

-totai
causes ftrace fto print the metering statistics of all procedures
in the trace table. The output gives the number of calls

(#CALLS)y global cpu time (GCPU)y global rezl time (GREAL),
global page waits (GPWS), local cpu time (LCPU), local real time
(LREAL), local page waits (LPWS), and usage based on locsl resl
time (ZUSAGE, which is 100 * LCPU divided by total LCPU of all

procedures bpeing metered). Thne metering statistics are set to
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zero after they are printede. The control argument

-subtotal
prints the same information as "-total", but does not <clear the
statistics. The abbreviation tor "“-total®™ is "“-tt"; the

avoreviation for "=-subtotal" (s "-stt™.

Regursion Limiting
Tn2 contfroi argument pair

-govern on
sets a bit in the TCT which causes recursion limiting to Dpe in
effect for any procedure subsequentiy added to the tftrace table.
Wnan the governing fezture is used, the depth controil parameter
is ignored and frace_print_ wWill print the call message only when
tha recursion depth of the ftraced procedure reaches a neny
maximum depth. Each call message will have a recursion depth one
greater than the previous call meSSAgE. In addition,
trace_print_ will call deoug whenever the recursion dapth is a
multiple of 10. Return messages are not printed. This feature
enables the wuser to tind and Iimit uncontrclilea recursionsy it
can be very useful in finding the procedure(s) responsibia for
fatal process errorse. The controi argument pair

~-govern off
turns off ‘the governing switcn in the TCT3 any procedure

currently being governea will continue to be governad. The
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abbreviation for "-govern* is "-gv'.

Ihe Hatch Faciliity

The trace command has an optional watch facility in which
trace_print_ watches the contents of a set of previously
specified memory calls. As long as the values in the locations
being watched remain the same, no action is taken and no fracing
messagyes are printed. The fracing maeassage will be printed &s
soon as trace_print_ finds that any of +the locations being
watched nas had its value changed; this may be found either &t
entry to or exit from the traced procedure, Khen any value
changes, the fracing message will be preceded by lines giving the
new values of all of the locations that have changed and debug
will be called (even if the H or S conditions a&are not met).
Whan exacution continues, the locations that have changed will be
Wwatched with the new value being used in subsequent checks, This
feature can be very useful in determining which of the user's

procedures has incorrectly modified a word of storage.

The control argument pair
-watch location
causes all procedures being traced to watch for a change in the
current contents of the memory word(s) specified by tne string
“tocation". “location™ may consist of & single address

spacification or a series of address specifications separated by
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blanks and surrounged by QquoTes. If &an adoress specification
doas not contain a “{", it Is taken to pbpe an octal number giving
a location in tne stack; oftnerwise, it is taken to pe an octal
segment number and octal word offset in the standard form
2041127b.7 The controt asrgument pair
-watch offt

turns off the watch faciiity. The abbreviation for “=-watch" |is
Vewtt,

The watch faciiity differs from other ftrace facilities
because fthere is a ginaje taole of locartions being watched wWhich
is used py gil procedures peing traced. When the watch control
argument pair is processed, fthe new location(s) specified replace
any iocations currently in TtThe watch ‘table. There is no
provision made for removing a single jocation from the watch
table; the user must re-issue a watch raquest which omits the

focation to be removed from the tTablie.

Ghanginas the Depudging Procedurs
Tha aebugging p~ocedure used oy trace mey be changed by The
control argument pair
-call proc
Wwhere proc is the path name or reference name of the new
debugging procedure. An error message is printed and ne action

is tarken if tnhe procedure proc cannot be initiated. As with



MULTICS PROGRAMMERS® MANUAL { H

other changes

affected. It

itraced
¢ H

Page 15

to the TCT, procedures ailready being ftraced are not

proc is the zero lengtn string s trace_print_

will become the debugging proceaure again.

When |t

callis the debugging procedure, trace uses the

calling sequence

cali

wharaes:

inout

from

argjs

sSpace

trace_print_

proc{tpyinout,yfromyargssyspace)

(ptr) points at the trace table entry.

(fixed bin) is zero if entering and non-zero if
leavang the fraced procedure.

(ptr) points at the return location of the
procedure making the calle.

(ptr) points at the argument Jist being passed to
the traced procedure.

(dimension(16) fixed bin) is a work area that the
debugying proceagure may use for any purpose it
wishes. This work area is in the stack frame thsat

Trace creates bpefore calling the debugging

procedures

uses this same calling sequence) it may pe called

from the user®'s debugging procedure.
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The number of times the traced procedure has been called is
found in two different wWways, depending on whether proc is called
for an antry to or an exit from the traced procedures When inout
= 0y tThe execution count is given by the count field of the trace
tabpie enftry. When inout = {, the count is given by the vaiue of
inout. The declaration of the frace table entry may be found in

tThe include fiie tracetabie.inclspiil.

Command Execution

The command execution facility of trace alliows the user to
specify a Multics command Jine *tTo be executed whenever
trace_print_ is called., trace_prinf_ calls the command processor
with the specified string after printing the tracing message, but
before calling debug. Tne control argument pair

;execuTe string

sets +the execution string parameter in the TCT. string is a
single argument, so if it is to contain any spaces it should LCe
enclosed in quotes. The execution parameter in the TCT will te
turned off if string is fthe zerc length string "". The

aboreviation for “=-execute" is "-ec

Chapaing Quipul Strean
All of the messages from the trace command that may be
generatad wnile actually monitoring proceaures are normally

written on the strexzm 'user_i/o0" so that trace may conveniently
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be used with procedures that change the attachment of the normai
stream “user_output*, The control argument pair

-stream name
causes ftrace to write fturther output on stream name which must

already be suitably attached.

Hiscellaneous Conirol Argumenis
The control argument
=-status
causes trace to print the current status of the trace control

tanple. The abbreviation for "=status" is "=-st",

The control argument seguence
=info ni N2 ...
causes ftrace to print' all of the tracing parameters used for
procedures nily, N2y +ee¢ If "<-info*" appears at the end of the
command argument Jist, the ftracing parameters of all entries in

the table are printed. The abbreviation for *“-info* is "~jif",

Tha control argument
-pbrief
causes trace_print_ to use a shortened form of call message. The

appreviation for "-brief'"™ is "“=-pf*'.,

The control argument

=-long
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restores the normal verbose output mode of ftrace_print_. The

abbreviation for "-long"™ is "-ig"™.

Resirictions
The following restrictions apply to the use of trace!

l. Onily external procedures compiled by Version II PL/I or
FORTRAN may be ftraced.

2e Ring 0 or gate entries may not be traced.

3. Incorrect execution will result if the traced procedure
looks back a fixed number of stack framesy; @.9s
cu_S$arg_ptr may not be traced.

4e Only 100 procedures may be ftraced at one time. U to
16 locations may be watched at one time.

5« The procedure being ftraced and the trace package itseif
must share the same combined linkage segment.

bs 1t a procedure in é bound segment is tTo be Ttracable,
its entry point must be externally available.

7« The recursion limiting, location watching, and
automatic command execution tacilities are only
availabie when the default debugging procedure

trace_print_ is used.



